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H3JABA 3AXBAJIHOCTH

XKenum na u3pazuM UCKpEHY 3aXBaJTHOCT CBUM CaJIallllbUM U OMBIIUM IpodecopruMa ca
Katenpe 3a aeponpome u 6e30€1HOCT Ba3AyllIHe MII0BU0€. XBaJla BaM HA NPUJIMLHU Jia
y4UM 0J], Bac, Ha NOAPUIIM TOKOM CTYJIeHTCKUX JlaHa U Ha 3HawYy, NocBeheHOoCTH 1
€HTy3Hja3My KOjUM TrOJMHaMa WHCIUpHUIIeTe TreHepaluje CTyAeHaTa. YIpaBo
3axBasbyjyhu BaMa pa3BuJia caM Jby0aB llpeMa Ba3/lylIHOM caobpahajy v npoHauia
CBOj NpodeCrOHa/JHU U HAYYHHU NYT.

UckpeHo ce 3axBa/byjeM CBMMa Ca KOjuMa caM JeJsuJja KaHleaapujy 215, koja je
TOKOM T'OJIMHA 0CTasla MHOTO BUllEe 0/ pafHoT npocTtopa. [loce6Ho xBasna Hukosu
v EMupy Ha moapuiny, npujaTe/bCTBY U CBAKOM pa3roBOPY KOjU MU je 3HAYUO Of
CTYJIeHTCKHUX JlaHa Ma [0 AaHac. XBaja U Habu, koja je cBojuM goJsiackoM yHesa
Be/IpVMHY Yy CBaKOJHEBHM paJi U UMja MM je NOAPIIKA OMJa JparoleHa y 3aBpLIHO]
¢da3u nucamwa oBe AucepTalyje.

[locebHy 3axBaJHOCT AyryjeM cBoM MeHToOpy, npod. ap Pebhu HetjacoBy, Ha
IIOBepemy, CTPIJbeY, MNOAPLILKM W MOTHUBALlMjU TOKOM 4YHUTABOI IepHoja
JOKTOPCKUX CTyauja. XBajsa Bam Ha CBakoM pasroBopy, CBaKOM CaBeTy MU
HeceGHYHOM Jle/belby 3Hama. Ballle MeHTOPCTBO, TOCBeNeHOCT U MCKpeHa KeJba Jja
Hac Hay4uTe, MOJACTAaKHETEe U YCMepuTe OGUJIM Cy MU O HENPOLEHHUBOI 3Ha4aja
TOKOM OBOT IyTa.

Besvko xBaJjia AyryjeM CBOjUM POJUTE/bUMA, CECTPH, 6AKHU U AEKU Ha JbybOaBH,
pasyMeBamy U HEM3MEPHO]j MOPLIIA TOKOM CBUX OBUX rOJJMHA. XBaJia BaM ILITO CTe
yYBEK BEpOBaJId Y MeHe, 60IpUJIK Me U OWJIM MOj OCJIOHAL] y CBAKOM TPEHYTKY.

Ha kpajy, HajBehy 3axBa/IHOCT iyryjeM CBOM cynpyry Mu/omy v HalluM Jie4aluma,
Urwarty u Jyry. Musiole, xBajia TU LITO CH CBUX OBUX FOJIMHA GHO Y3 MeHe, LITO CH
BepOBao y MeHe U OH/a Ka/la ja HUCaM, LITO CU Me 0XpabpUBao, CJyIlIa0, pa3yMeo U
610 Moja HajBeha mojpuika y cBakoM M3a30BYy. XBajia TH 3a CBe IUTO CMO 3ajeJiHO
CTBOPUJIY, MMOCTUIJIM U WU3TPAAUIIH, KAKO Y NTpodeCUOHANHOM, TaKO U Yy JUYHOM
KUBOTY. UrkbaT U Jyr 6usu cy Moja Hajseha MoTHUBalMja ¥ Hajjauu BeTap y jeha fa
OBy JMcepTalyjy NpuBeeM Kpajy. Bamn ocMmecu, 3arp/pbaju v JbybaB AaBaji Ccy
CMHCao CBaKOM HAINlOpPy M CHary y CBakoM ymopy. be3 Bac Tpojule oBo He 61 6110
Moryhe.

Hdemo darve...
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MODELING THE IMPACT OF INCREASING AUTOMATION LEVELS ON THE
SAFETY AND RESILIENCE OF AIR TRAFFIC CONTROL SYSTEMS

Abstract: To improve the efficiency of the air traffic control (ATC) system and
reduce the workload of air traffic controllers (ATCOs), increasing levels of
automation are gradually being introduced into ATC operations. This research aims
to proactively assess the impact of automation on the safety and resilience of the
future ATC system by comparing two operational scenarios: one, representing the
current, non-automated system and other representing the future highly automated
system.

The impact on safety and resilience is model with two complementary methods. A
qualitative analysis was first conducted using the Functional Resonance Analysis
Method (FRAM) in order to identify the variability of functions within both
scenarios. The obtained results were subsequently quantified using a Bayesian
Belief Network (BBN), enabling a probabilistic assessment of the relationships
between system functions and the impact of their variability on the overall
performance of the system.

In addition, sensitivity analysis was performed, including Tornado analysis and the
identification of the most influential factors, as well as forward and backward
analyses, to examine how variability propagates throughout the system and affects
the realization of the final system outcome.

Such an integrated approach provides a broader understanding of the key factors
and activities within the ATC system following the introduction of automation. This
is particularly important for future highly automated systems, where empirical data
are not yet available, as it enables the identification of critical activities and factors
on which proactive measures can be taken in order to preserve and enhance system
safety and resilience.

Keywords: Air Traffic Control, Resilience, Safety, Automation, Functional
Resonance Analysis Method, Bayesian Belief Network

Scientific field: Transport and Traffic Engineering
Scientific subfield: Airports and Air Traffic Safety

UDC number:
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MO/IEJIOBAKGE YTHUIIAJA TOBERALA HUBOA AYTOMATH3ALIMJE HA
BE3BEJIHOCT U PE3UJIMJEHTOCT CUCTEMA KOHTPOJIE JIETEbA

Pe3ume: Y numy nosehama eprKacHOCTH cUCTEMa KOHTpPOJIe JieTelha U CMakberba
ontepehewma KOHTpoOJIOpa JieTewa, y OllepaTHBHe Ipolece KOHTPOJIE JieTea
NOCTENEeHO0 Ce yBOJle CBE BUILM HUBOU ayToMaTHu3aluje. 0BO HCTpaKKBame MMa 3a
IW/b Ja MPOAaKTUBHO IMpOLEHM YTHULA] ayToMaTu3anuje Ha 0e30eJHOCT U
pe3uyMjeHTHOCT Oyayher cucTreMa KOHTpoOJie JieTewa Kpo3 mnopebheme [Ba
ClieHapuja: jeIHOT KOju MpeJCcTaB/ba MOCTOjehH, HeayTOMAaTU30BaHU CUCTEM U
Jpyror Koju onucyje 6yyhy, BUCOKO ayTOMaTU30BaHU CUCTEM.

YTunaj Ha 6e306eJHOCT U pEe3UJUjeHTHOCT je MoJesJMpaH NPHUMEHOM /[iBe
KOMIlJIEMeHTapHe MeToje. KBaiuTaTHMBHa aHa/u3a je Hajupe CIpoBejeHa
npruMeHoM MeToJia 3a aHanu3y QyHKIMOHANHe pe3oHaHUUje (FRAM), ca numbeM
ujeHTrudukanvje BapujabusHocTH O¢YHKIMja y o06a MocMaTpaHa CleHapwuja.
JlobujeHn pe3yaTaTH Cy 3aTUM KBaHTU(UKOBaHU NpuUMeHOM bajecoBe Mpexe
(BBN), wrto je omoryhuso mnpoueHy BepoBaTHOohe omHoca u3Meby ¢yHKIHja
CUCTeMa U YTHUILaja ’bUXOBe BapUjabUJIHOCTU Ha YKyIHe nepdopMaHce CUCTEMA.

[Topen Tora, cipoBe/ieHa je U aHAJM3a OCET/HUBOCTH Koja je obyxBaTuaa TopHado
aHaJU3y U uJeHTUUKALU]y HajyTULajHUjuX pakTopa, Kao U forward u backward
aHaJ/IM3y, KaKo OU ce MCIIUTA0 HAaYMUH Ha KOjU Ce BApUjabUJIHOCT IIUPU KPO3 CUCTEM
Y yTHUYe HA peasiu3aliijy KOHaYHOT UCX0/a CUCTeMa.

OBako MHTerpucaH npuctyn omoryhaBa cBeoGyxBaTHHje carje/jaBambe K/bYYHUX
dakTOpa M aKTUBHOCTHM YHYyTap CHUCTeMa KOHTpOJIe JieTekha HAKOH yBohema
aytoMaTusauuvje. OBO je Moce6bHO 3HA4YajHO Yy KOHTEKCTy Oyayhux BHCOKO
ayTOMaTHU30BaHUX CUCTEMA, 3a KOje eMIIMPUjCKU NMOJALH jOLI YBEK HUCY JOCTYIIHH,
jep omoryhaBa ujeHTUUKALH]y KPUTUUHUX aKTUBHOCTU U PaKTopa Ha Koje je
Moryhe mMpoakTHBHO /ieJIOBAaTH y IU/by O4YyBama U yHanpehewa 6e36eJHOCTU U
pe3nuJInjeHTHOCTU CUCTEMA.

KsbyuHe peun: KoHTpoJia ieTewa, Pesunujentoct, besbeguoct, MeTo 1 3a aHaiu3y
¢dyHknonanHe pesoHaHuje (FRAM), BajecoBa mpexa (BBN)

Hay4na o6sact: Cao6pahajHo UHXKeHePCTBO
Yka Hay4yHa 06J1acT: AepoJjpoMu U 6e36eJHOCT Ba3AyIlHEe IJI0OBHUAOe

YK 6poj:
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1. INTRODUCTION

1.1. GENERAL INTRODUCTION

In recent years, air traffic volume has steadily increased, driven by passengers’
growing ability and willingness to choose this mode of transportation for their
journeys. As a result, the Air Traffic Management (ATM) system has come under
significant pressure due to the continuous rise in global air traffic demand. Airlines’
increasing requests for new flights are gradually outpacing the system’s existing
capacity. At the same time, economic considerations, the need to maintain and
enhance operational safety, environmental objectives, efforts to reduce delays, and
many other related demands remain central concerns for all stakeholders within the
ATM system. Conversely, unforeseen events—such as the COVID-19 pandemic or
volcanic ash disruptions can dramatically reduce or even halt air traffic within the
system.

Regardless of the complexity of the situations the ATM system may face, ensuring
the safety and efficiency of air traffic operations is of the highest importance. At the
same time, it is essential to preserve economic stability at the local, national, and
global levels, and to support the continuous advancement of the ATM system in
terms of safety, financial performance, and environmental protection.

The challenges associated with the continuous growth and increasing diversity of
air traffic have been recognized since the 1980s, emphasizing the need for a safer,
more efficient, and environmentally sustainable ATM system capable of effectively
utilizing emerging technologies (APATCHE Consortia, 2018). Over the following
decades, air traffic demand generally exhibited a steady upward trend. As shown in
Figure 1, this trend was temporarily disrupted by the global economic crisis in 2008,
followed by a period of stagnation lasting until 2013. Subsequently, traffic volumes
resumed their growth, reaching more than 11 million flights in 2019, representing
an average increase of 0.8% in instrument flight rules (IFR) operations compared to
2018 (EUROCONTROL, 2020).

Pan-European key air traffic indices +3.2%
160 Passengers(ACI)
150 + 2.8%
En-route Service
g 140 Units(CRCO area)
™~
I
130 ,
% +1.7%
&5 120 Ave. weight (MTOW)
o
g .
110 +1.7%
100 \_/\/ Distance (ECAC)
90 0/
W @ O = ™ m s " Y M~ W O * O ' 8 7
g e d 4 g9 g g g9 g9 g9 g9 d IFR flights (ECAC)
© &6 0o O O O O O O O O O
™~ ™~ ™~ ™~ (] ™~ ™~ ™~ (] ™~ ™~ ™~

Figure 1. European air traffic indices (2008-2019)
Source: Performance Review Unit, 2020 (EUROCONTROL, 2020)




Doctoral Dissertation Doroteja Timoti¢ Petkovi¢

According to European Organisation for the Safety of the Air Navigation
(EUROCONTROL) latest predictions on European Flight Movements (Figure 2), after
traffic growth in 2019, air traffic is experiencing a sharp decline in 2020, when the
number of IFR flights decreases to around 5 million, primarily due to the effects of
the COVID-19 pandemic. In the following period (2021-2024), a gradual but
continuous recovery of traffic is observed, approaching the pre-pandemic level by
the middle of the decade. Projections after 2025 indicate that, in the base scenario,
the level of traffic returns to the values of 2019 around 2025-2026, while in the
medium and high scenarios it is expected to increase further, with approximately
12.4 million and 13.7 million IFR flights by 2031, respectively (EUROCONTROL,
2025). These trends indicate that air traffic is not only recovering, but entering a
phase of long-term growth, which has significant implications for the capacity,
safety, and resilience of future ATM systems.

126

2019 level

Million of flights

2018 2020 2021 2022 2023 2024 2025 2026 2027 2028 2028 2030 2031

High scenario —4- Base scenario Low scenario - 2019 level =~ Actual

Figure 2. Actual and future IFR movements compared to 2019
Source: EURCONTROL 7 year Forecast 2025-2031, Autumn 2025.

Traffic growth has been accompanied by significant flight delays: in the late 1990s,
the average delay per flight was 5.5 minutes (1998-1999) across the network, which
then improved in the following years, reaching an average delay of 0.86 minutes per
flight in 2004. However, the increase in network capacity has not kept pace with the
growth in traffic demand, and en route delays are still increasing, with a trend of
reaching 8.5 minutes, on average, per flight by 2035 (SESAR Joint Undertaken, 2019;
SESAR Joint Undertaken, 2020). At the same time, airspace will become increasingly
complex to manage due to the existence of new air vehicles such as zero-emission
aircraft, drones, military, and high-altitude aircraft. Also, the aircraft vehicle
management is affected by and has an impact on climate change, which encourages
the aviation industry to step up efforts to improve the environmental sustainability
of aviation, aiming to achieve carbon neutrality by 2050. In addition, geopolitical
crises, security threats, and natural events have great pressure on aviation (SESAR
Joint Undertaken, 2025 ).

In response to the challenges posed by increasing traffic volumes and delays, and
through the joint efforts of all stakeholders in the air transport system, the
International Civil Aviation Organization (ICAO) initiated the publication of two
documents in 2003: the “Manual on System Requirements for Air Traffic
Management” (ICAO Doc. 9882, 2008) and the “Manual on Global Aviation System
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Performance” (ICAO Doc. 9883, 2009) with the aim of establishing the future global
air transport system on the principles defined by them. Similarly, in 2005, ICAO
launched the “Global Operational Concept for Air Traffic Management” (ICAO Doc.
9854), known as the “ICAO Concept”. In this document, the future air transport
system is viewed as an effective Performance Management System that enables all
stakeholders to progress and increase reliability in various areas such as safety,
capacity, economy, environment, etc (APACHE Consortia, 2018).

Earlier, in 1999, the European Commission developed the Single European Sky (SES)
initiative with the main objective of defining a legislative framework for European
aviation to address air traffic safety and airspace capacity issues. The SES was
adopted in 2004. The second regulatory package, SES II, defines objectives in key
areas such as safety, capacity and cost-effectiveness of air traffic, as well as
environmental protection. The programme was developed in accordance with the
ICAO concept and refers to the achievement of set performance targets, as well as
defining a framework for their monitoring at local and national level (European
Commission, 2010); (APACHE Consortia, 2018a). SES Il was adopted in 2010.
Building on the aforementioned initiatives, the current performance assessment of
the air transport system within Europe is based on the so-called “Performance
Scheme”, which aims to sustainably improve performance within the air transport
system by increasing the overall efficiency of air traffic service providers in all key
performance areas (European Commission, 2010) (APATCHE Consortia, 2018).

As a technological support for the SES initiative, a research project called “The Single
European Sky ATM Research (SESAR) project” was launched in 2004 with the main
role in defining, developing, and implementing everything needed to improve the
performance of the air traffic system, as well as in building a European “intelligent”
air transport system. The SESAR project coordinates and connects all research and
development activities (Research & Development) of the European Union regarding
the air traffic system with the joint work of numerous experts on the development
of a new generation of air traffic systems. Also, as a public-private partnership, a
body called “SESAR Joint Undertaking (SESAR JU)” was established in 2007,
responsible for the modernisation of the European air traffic system by coordinating
and collecting all relevant research and innovation within the European Union
(SESAR Joint Undertaken - web page).

The main objective of the SESAR project is to modernise the European air traffic
system through the definition, development, and deployment of new or improved
technologies and procedures, known as SESAR Solutions. SESAR Solutions are
defined in a document called “The European ATM Master Plan”, which is a basic
document describing what is needed to achieve a high-performance air traffic
system by 2035 in Europe and beyond. It also provides the main operational and
technological changes necessary for the future improvement of the air traffic system
(SESAR Joint Undertaken, 2020) (SESAR Joint Undertaken, 2025 ).

In line with the ATM Master Plan, the SESAR Concept of Operations (CONOPS)
explains the evolution of the European air traffic system by introducing new
initiatives: Trajectory Based Operations (TBO) and Performance Based Operations
(PBO) (SESAR Joint Undertaken, 2020). Through these initiatives, the air traffic
system would be optimised, while the airspace allocation would allow its users to
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access the required airspace with minimal restrictions (EUROCONTROL, 2019). The
main idea is to ensure the digital transformation of the core infrastructure system
by significantly increasing the automation and connectivity of all system elements
in order to develop a more modular and agile ATM system. For these changes to be
successful, changes in the way technologies are developed and deployed, as well as
in the way services are provided, are also needed (SESAR Joint Undertaken, 2020).
At the same time, the role of the human and its continued importance within the
operational concept is recognised in the future system with the need to balance
efficiency created by introduction of the automation with the existing human
capabilities (EUROCONTROL, 2019). In connection with the above, the “A proposal
for the future architecture of the European airspace” defines a new airspace
architecture to ensure the efficient management of future traffic growth and
diversity. This would establish a fully scalable airspace that would also be able to
cope with all upcoming situations (SESAR Joint Undertaken, 2019); (SESAR Joint
Undertaken, 2020).

1.2. THE CURRENT AIR TRAFFIC SYSTEM

The current structure of the air traffic system (Figure 3) is the result of the
operational and technological evolution of ATM systems throughout history. In
current architecture, flight operations are usually restricted by non-operational
airspace boundaries, leading to suboptimal flight trajectories (SESAR Joint
Undertaken, 2019). The control of airspace by air navigation service providers
(ANSPs) is largely based on national boundaries. Each state's airspace is organized
as one or more segments (Flight Information Regions - FIRs) assigned to a specific
Area Control Center (ACC) (SESAR Joint Undertaken, 2019). Area control centers can
be represented as nodes, while traffic flows represent the branches that connect
them. In some nodes, capacity is close to reaching its maximum, which further
affects the behavior of the network through the potential spread of capacity
shortage problems to neighboring nodes within it. In area control centers, the
airspace is subdivided into several sectors, each overseen by air traffic controllers
(ATCOs) responsible for ensuring the safe and efficient flow of traffic. ATCOs are
typically trained and licensed for a limited number of sectors within a given Air
Traffic Control (ATC) unit and perform a central role in the majority of operational
tasks. Once a controller is certified for a specific sector, maintaining that
endorsement requires completing a minimum number of operational hours (e.g., 30
hours within six months) within a defined period. This requirement, established by
the competent National Supervisory Authority (NSA), varies depending on the
sector’s level of complexity. If the required number of hours is not met, due to
reasons such as sick leave, maternity leave, or assignment to non-operational duties,
the controller must undergo additional training before resuming duties in that
sector. Although holding endorsements for a larger number of sectors enhances
staffing flexibility, it simultaneously increases the challenge of maintaining their
validity. Consequently, there is a practical upper limit to the number of sectors per
controller. In large European ATC centers, airspace is therefore often organized into
sector groups, with each controller authorized for only one group. While this
approach supports competence management, it constrains the flexibility of
allocating controllers according to operational demand, both across European ACCs
and within large centers themselves.
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Figure 3. The current airspace architecture
Source: SESAR Joint Undertaking, 2019.

Also, there are limitations in routing flexibility and controller assignment without
fragmenting the Air Traffic Service (ATS) infrastructure, resulting in reduced
scalability and limited capacity to provide services when needed. These structural
constraints are further compounded by uncertainties in flight trajectory prediction.
Many factors affecting the trajectory are unknown before take-off, while dynamic
changes during flight, such as inter-ACC procedures, altitude restrictions, conflict
resolutions, military airspace reservations, and adverse weather, further modify
flight profiles. Limited data exchange prevents downstream ACCs from having
accurate information on aircraft route, altitude, and arrival time. This leads to sub-
optimal flight profiles and less efficient conflict resolution. To preserve safety,
capacity buffers are introduced to compensate for uncertainty, but they reduce the
sector’s realistically available capacity. The higher the trajectory predictability, the
closer the published capacity can be to the maximum acceptable load (SESAR Joint
Undertaking, 2019).

In the existing system, the possibilities for reducing the lack of information exchange
are limited, because interoperability and data exchange between ACC units are
based on simple standards that do not include all factors that affect the flight
trajectory. Aeronautical information, meteorological data and flight data are
configured only for the system responsible for a certain geographic area, while
specific technologies and non-harmonized procedures further complicate their
exchange with other operators. Most ANSP systems are monolithic, with proprietary
interfaces that are difficult to interface with other manufacturers' systems, except
through limited standardized connections (eg. On-line Data Intercfange (OLDI))
(SESAR Joint Undertaking, 2019; SESAR Joint Undertaking, 2025). The existing semi-
static Aeronautical Information Regulation and Control - AIRAC cycle of regulation
and management of aeronautical information does not allow dynamic changes of the
system configuration. Although the coordination of the available civil-military
airspace at the network level is possible, greater use of the flexibility provided by
this space is needed in order to reduce airspace losses for civilian operations.
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Current limitations of interoperability and data exchange further reduce the
predictability, and thus the efficiency of ATM network functioning (SESAR Joint
Undertaking, 2019).

Although the level of automation of the system varies across ATC areas, automation
support for ATCOs can generally be assessed as low. Most of the ATCOs’ tasks,
especially traffic surveillance, conflict detection, and decision making, are done in
the controller's mind by building up a mental picture of flight intent. In addition, a
robust connection for digital data exchange is lacking, which also indicates the need
for better automation tools. Some automation support is available to a controller for
assessing the detailed intentions of a flight and for assessing the impact of an ATC
instruction before issuing it to the pilot; an ATC instruction has to resolve a conflict
but shall not create other conflicts while doing so (SESAR Joint Undertaking, 2019).
All of this implies that significant human effort is still required for managing air
traffic. However, a higher level of automation can increase the productivity of
ATCOs, reduce their workload, and enable greater capacity in the airspace sector.

1.3. THE FUTURE AIR TRAFFIC SYSTEM

The emerging system architecture (Figure 4) conceptualizes ATM as a unified,
shared, and virtualized environment, enabling the provision and use of services
across different service providers (SESAR Joint Undertaking, 2019). This approach
facilitates the seamless exchange of operational data, including flight information,
meteorological data, and aeronautical information, thereby allowing ATC centers to
provide mutual support when required by traffic complexity or unexpected
disruptions, effectively functioning as a distributed back-up system.

Such transformation enhances the resilience and scalability of the ATM system by
improving its capacity to dynamically adjust to fluctuations in airspace demand.
Moreover, the introduction of advanced automation supports a gradual transition
from predominantly voice-based communication toward data-driven
communication and improved interoperability between ground systems,
contributing to greater efficiency, predictability, and system robustness. At the same
time, the concept of capacity on demand becomes feasible, allowing the dynamic
delegation of air traffic service provision to alternative control centers with
available operational capacity. Such cross-center task allocation enhances overall
system flexibility and contributes to more balanced workload distribution, thereby
improving both operational efficiency and controller productivity (SESAR Joint
Undertaking, 2019).

Increased automation is widely recognized as a key enabler for enhancing the
performance and capacity of the existing ATM system. In combination with data link
technologies, which are essential for managing time- and safety-critical situations,
automation reduces the need for manual intervention by ATCOs while supporting
the safe handling of a greater number of aircraft simultaneously.

As the level of automation within the ATM system increases, the distribution of tasks
between human operators and technical systems is fundamentally reshaped.
Controllers will be relieved of a portion of routine manual activities, enabling them
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to focus more on complex, strategic, and non-routine situations (ATM Master Plan,
2020 edition).
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Figure 4. The future airspace architecture
Source: SESAR Joint Undertaking, 2019.

The progressive increase in automation within the ATM system necessitates the
development of effective human-machine teaming, enabling optimal use of large
volumes of data for trajectory optimization and overall system performance (ATM
Master Plan, 2025 Edition). This collaboration will gradually transform the roles,
responsibilities, and required competencies of human operators, including ATCOs,
safety electronics personnel, and flight crews, while also giving rise to entirely new
operational roles. In routine and well-defined situations, high levels of automation
can be achieved without advanced artificial intelligence; however, the automation
of more complex and dynamic tasks is expected to rely increasingly on Artificial
Intelligence (Al)-based capabilities (ATM Master Plan, 2025 Edition). Figure 5
presents the applicable Al level of the European Union Aviation Safety Agency
(EASA) for each level of automation where the level of automation is actually
achieved using Al

One of the central determinants of effective human-automation interaction is the
level of trust that operators place in automated systems. In operational
environments, the extent to which automation is accepted and utilized depends
strongly on the operator’s personal trust in the system (Parasuraman and Riley,
1997; Ferraro et al.,, 2018). For example, an ATCO may choose to disregard or
underutilize automation if system information is incomplete or if frequent false or
inaccurate alarms undermine confidence in its reliability. At the same time, trust in
automation is essential in daily operations, given that ATC represents a complex,
safety-critical, human-in-the-loop, and dynamic socio-technical system. Properly
calibrated trust can contribute not only to operational safety but also to system
resilience, particularly in unforeseen or non-nominal situations (Timotic and
Netjasov, 2022).
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Another key aspect in the future ATC system would be human-automation
teamwork. According to Timotic et al. (2020), trust in automation should be
analyzed through the interrelationship of three key elements: the ATCO, the
automated system, and the tasks to be performed. Controllers carry out cognitively
demanding tasks that require sustained attention and a stable functional state, while
automation serves as a supportive partner in accomplishing these tasks. In this
sense, ATCos and automation are expected to function as a team. Effective teamwork
requires the development of mutual and well-calibrated trust, where both human
and automated agents contribute to task execution. The benefits of this teamwork
include improved productivity, adaptability, and the capacity to generate more
comprehensive and innovative solutions (Svensson, 2020). Moreover, coordinated
human-automation cooperation can reduce the likelihood of errors that might arise
if either the human operator or the automated system were to act independently.

When new technologies are introduced, the level of ATCO trust in these tools
becomes especially critical. Changes in system design may alter controllers’
expectations, create uncertainty regarding role distribution and responsibility, and
influence their perception of control over the traffic situation (Bonini, 2001).
Furthermore, openness to innovation and the ability to adapt to new processes and
rules affect the development of trust in emerging technologies (Timotic et al, 2020).
The capacity to learn, integrate large volumes of information, and operate effectively
in a task- and procedure-driven environment is therefore closely linked to ATCo
trust in new technological solutions (Bonini, 2005).
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1.4. MOTIVATION OF THE DISSERTATION

As previously emphasized, the current European air traffic system and network will
be unable to accommodate the projected growth in traffic volume, operational
diversity, and emerging challenges without substantial technological and
organizational transformation. Strategic development documents, such as the ATM
Master Plan (2025 edition) (SESAR Joint Undertaken, 2025 ), underline the
necessity of a comprehensive digital transformation of the core infrastructure,
characterized by increased levels of automation and enhanced interconnectivity
among system elements.

The integration of advanced automated tools, machine learning techniques, and Al
into the ATC environment is expected to improve task execution and support the
management of complex and dynamic operational situations. These innovations are
envisioned as key enablers for enhancing overall ATM system performance, while
simultaneously increasing airspace capacity and supporting ATCOs in managing
growing operational demands.

Within this context, safety remains a fundamental system requirement, while
resilience emerges as an important feature that must be systematically examined
throughout each phase of system development and modernization. The transition
toward higher levels of automation inevitably alters the role and position of the
ATCO within the human-machine system. Certain tasks traditionally performed by
controllers are expected to be delegated to automated tools and supporting
algorithms, thereby reshaping human responsibilities toward supervision,
coordination, and adaptive intervention.

The primary motivation for selecting this research topic lies in the profound impact
that the introduction of automation has on the role and position of the human
operator within the human-machine system. As automation assumes an increasing
share of operational functions, the nature of human involvement shifts, from direct
control toward supervision, intervention, and recovery. This transformation
necessitates careful consideration of the balance between the efficiency gained
through automation and the unique capabilities of human operators, particularly in
non-nominal or degraded operational modes where adaptive recovery becomes
critical.

In such conditions, the most common failures and potential degradations of
automation tools must be clearly identified and thoroughly understood by human
operators, in accordance with their roles and responsibilities. A proactive safety and
resilience analysis conducted before and after the implementation of automation
can help prevent unintended consequences, such as reduced situational awareness
or overreliance on automated support. In this context, trust becomes a central
element of the human-automation relationship. Accordingly, an additional
motivation for this research arises from the need to establish an appropriate level
of trust in newly introduced automated systems. For ATCOs, trust in system
functionality is crucial for achieving an effective and balanced interaction between
humans and automation. An environment in which trust in automation is properly
calibrated, avoiding both blind reliance and excessive skepticism, is essential for
ensuring that automation is applied safely, appropriately, and effectively.
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The subject of this research is the analysis of safety and resilience in the ATM system
under conditions of structural change, with particular emphasis on the introduction
of advanced automation. Such transformation entails not only the deployment of
new technological tools but also the adoption of new operational principles,
procedures, and competencies, all of which may introduce novel challenges for
human operators. The central idea of this research is to proactively examine a future
ATM system for which empirical operational data are not yet available, and to assess
safety and resilience both before and after the introduction of automation. This
proactive perspective enables the identification of potential vulnerabilities, shifts in
system roles, and emerging performance variability at an early stage, thereby
supporting informed decision-making during system design and implementation.
Such an approach is particularly important in complex socio-technical systems like
ATM, where relying solely on reactive analyses based on past incidents or accidents
may be insufficient for anticipating the consequences of transformative
technological change.

Taking into account the previous, it is essential to establish an appropriate and
balanced model of interaction between human operators and automation.
Identifying such a model represents a prerequisite for ensuring the safe, reliable,
and resilient functioning of the future ATM system in an increasingly automated
operational environment. Thus, the research investigates how the introduction of
automation affects the safety and resilience of the ATM system, with a particular
focus on changes in the role and responsibility of ATCOs within an increasingly
automated human-machine environment. The research aims to develop a model
that enables the assessment and comparison of system resilience before and after
the implementation of automation. Special attention is given to the analysis of
human roles and the allocation of tasks between humans and automated tools. In
addition, the study explores the role of human trust in automation, and its impact
on overall system performance. The underlying hypotheses assume that higher
levels of automation will transform controller responsibilities, positively influence
system safety and resilience, and that human trust in automation plays a significant
role in shaping these outcomes.

1.5. THESIS STRUCTURE

The thesis is structured into seven chapters. The first chapter provides an
introduction in which the purpose of the research and the main motivation for
conducting this study are presented. This chapter also introduces the current ATC
system and discusses the expected development of future ATC systems, supported
by statistical data illustrating air traffic trends in recent years.

Following the introductory chapter, Chapter 2 presents the theoretical background
of the research. In this chapter, the concepts of Safety-I and Safety-II are explained,
along with the notion of system resilience. Furthermore, a review of relevant
scientific literature is provided, with particular emphasis on previous applications
of the FRAM and BBN methods in the analysis of resilience within the aviation
domain.

Chapter 3 describes the research methodology, including the conceptual research
framework and the selection of appropriate analytical methods used to conduct the
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study. The qualitative modelling phase, based on the application of the FRAM
method, is presented in Chapter 4, together with the analysis of performance
variability within the system functions.

Chapter 5 focuses on the application of the BBN method for the development of
quantitative models. Subsequently, Chapter 6 presents the sensitivity analysis of the
results obtained in the previous chapter. The sensitivity analysis consists of three
complementary approaches: Tornado analysis, backward analysis, and forward
analysis. Finally, Chapter 7 presents the main conclusions of the dissertation and
outlines potential directions for future research.

11
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2. SYSTEM RESILIENCE

2.1. FROM SAFETY I TO SAFETY II

In the traditional approach, safety is often defined as the absence of accidents and
incidents, that is, as a state in which the level of risk is reduced to an acceptable level.
This way of understanding safety is known as the Safety-I approach (Hollnagel et al,
2015). Within this approach, safety is seen as a state in which as few things as
possible go wrong.

According to Hollnagel et al (2015) the Safety-I approach is based on the assumption
that unwanted events occur due to identifiable failures or irregularities in certain
components of the system, such as technology, procedures, human factors or
organizational aspects of the system. In this context, people are often seen as a
potential source of risk, given that human behavior is the most variable element of
the system. Also, it can be said that the aim of the accident research within Safety I
approach is to identify the causes and factors contributed to the occurrence of
different events, while risk assessment is mainly about the determination of
probability of their occurrence (Hollnagel, 2014). In this context, safety
management is reactive in nature (see the Figure 6) and based on taking the
measures after an unwanted event occurs or when a certain risk is assessed as
unacceptable, most often through removing the cause of the problem, improving
protective barriers or a combination of these two approaches (Hollnagel, 2018).

1. Measure
harm
ol I'lc';‘aﬂsm‘te 2. Understand
evidence into causes
better care
4. Evaluate 3. ldentify

impact F solutions

Figure 6. Reactive safety management cycle (WHO)
Source: Hollnagel, 2018.

In the traditional safety approach, it is assumed that systems can be broken down
into clearly defined components that can be fully understood, as well as that the
procedures that regulate their work are complete, comprehensive and accurate. The
focus is on operator behavior, which should correspond to pre-defined expectations
based on training. It is considered that the system designers have foreseen all
potential emergency situations and provided appropriate mechanisms for system
response (Di Gravio and Patriarca 2016 in EUROCONTROL 2009; Mirkovic et al,
2024).

12
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Safety management needs to move from an error-preventing approach to an
approach that involves ensuring that as many activities as possible in the system are
successfully implemented. This perspective is called Safety-II and refers to the
system's ability to function successfully in changing conditions. Within this
approach, it is assumed that the variability of daily work enables the necessary
adjustments to different situations and precisely contributes to the successful
functioning of the system. Actually, in a system with complex interaction between
functional elements, the optimized work-as-imagined is not possible to obtain in all
working situations (Hollnagel, 2017). People are seen as an important resource that
ensures the flexibility and resilience of the system. The focus of analysis shifts to
understanding how the system normally operates successfully, with the attention
on actual work (work-as-done) and very rarerly of failed outcomes such as accidents
and incidents (Finkel, 2011; Hollnagel et al, 2015; Mirkovic et al, 2024).

Safety-II looks at safety through the system's ability to adapt and function
successfully in different operating conditions (Mirkovic et al, 2024). Resilience
Engineering includes the principles of the Safety-II approach, but has a broader
framework because, in addition to safety, it also considers trade-offs between safety
and other organizational goals (Woltjer et al. 2015). Safety-Il and Resilience
Engineering are based on the analysis of what works well in a system, including the
ways in which people adapt and perform tasks in expected and unexpected
situations (Hollnagel 2014). It starts from the assumption that complex systems
cannot be fully understood, because their descriptions are complex, and changes in
their functioning are frequent and uneven. Therefore, Safety-II and Resilience
Engineering focus on continuous monitoring of system performance in order to
respond in a timely manner when performance variability starts to get out of control
(Di Gravio and Patriarca 2016).

Unlike the traditional approach to safety, the concept of Safety II and Resilience
Engineering looks at the system proactively through learning process. It means that
the accidents and incidents can still happen despite everything being done to
prevent this from happening and when they actually happen, there is a need to find
some ways to mitigate their negative effects and their recurrence. Thus, Safety [ and
Safety II approaches should be combined because Safety is one of the main goal of
the system performance while striving to meet other goals. Also, Resilience
Engineering strives to harmonize requirements for system safety and efficiency
rather than seeing them mutually exclusive (Ranasinghe et al. 2020 cited Azadeh et
al. 2014). In Figure 7 it can be seen different sources of success and failure
representing the fact that the system functioning is not considered binary as
function or malfunction, but it is rather related to everyday work and performance
variability which represent the real source of success as well as failure (Patriarca,
2017).

13
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Figure 7. Different sources of success and failures: a) Safety I and b) Safety 11

Source: Patriarca, 2017.

2.2. UNDERSTANDING THE RESILIENCE OF AIR TRAFFIC CONTROL
SYSTEM

Resilience represents an essential characteristic of the ATC system due to the large
number of interconnected elements that constitute it, including human operators,
technological components, and organizational structures that jointly support safe
and efficient ATC under various operational conditions and environments (Stroeve
et al, 2009). ATC can be defined as an ultra-safe system in which incidents and
accidents are very rare events. While analyzing adverse events, important for
preventing similar occurrences in the future, studying everyday system operations,
including cases where activities are performed successfully, significantly broadens
the learning base and contributes to enhancing safety. The interest in analyzing
resilience in socio-technical systems emerged from a shift in the understanding of
system safety, particularly through the development of the Safety-II perspective.
Unlike the traditional Safety-I approach, which focuses primarily on accidents and
incidents, Safety-Il emphasizes everyday system functioning and the outcomes that
arise from normal operations (Hollnagel, 2025).

In the context of ATC, resilience can be described as “the system's intrinsic ability to
adapt operations before, during, or after changes and disruptions, so that it can
maintain functioning operations under expected and unexpected conditions”
(EUROCONTROL, 2009; Hollnagel, 2011). One of the major challenges in resilience
analysis within the ATC domain lies in capturing system variability and identifying
factors that may influence system performance either positively or negatively
(Mirkovic et al, 2022). Performance variability reflects adaptive adjustments of
human activities and often includes deviations from prescribed procedures that
were not foreseen during system design. Although such adaptations are often
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necessary for successful day-to-day operations, they may contribute to undesirable
outcomes when combined with other influencing factors (Yasue et al, 2025).

Resilience is frequently associated with the system’s capacity to return to a stable
state following disturbance within a certain time frame. From this perspective,
resilience can be interpreted more as a property related to the actions performed
by the system, rather than simply the characteristics it possesses (Patriarca et al,
2017; Patriarca et al, 2018a; Patriarca et al, 2018b). Furthermore, resilience does
not only refer to recovery from disruptions, but also includes the ability of the
system to evolve and improve. It encompasses adaptation to disturbances and the
restoration of normal or even enhanced system performance through learning
processes that may lead to structural or organizational changes, such as
reorganization or rebuilding (Steen and Ferreira, 2020).

System resilience in ATC largely depends on the ability of the system to adapt to
operational variability and to respond effectively to both expected and unexpected
situations. As it can be seen in Figure 8, according to Timotic and Netjasov (2022)
when changes are introduced into the system, such as increasing levels of
automation, the level of trust that ATCOs develop toward automation becomes an
important factor affecting system resilience. Trust influences how ATCOs rely on
automated tools, how they monitor system performance, and how effectively they
intervene when unexpected situations occur. When an appropriate level of trust is
established, cooperation between ATCOs and automation can support timely
responses, improve situational awareness, and enable the system to maintain stable
operations despite disturbances.
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Figure 8. Conceptual presentation of trust process and its influence on system resilience and safety
Source: Timotic and Netjasov, 2022.

To date, many researchers have analyzed and defined system resilience; some of
them have also proposed indicators for assessing resilience they highlighting the
most, both for the ATM system and for the infrastructure system in general. The
most prominent resilience indicators, both for the ATM system and for the
infrastructure system in general, are: robustness, response time, recovery time,
level of recovery, performance loss, redundancy and adaptability (Muller 2012). In
addition to these, the literature also highlights indicators such as demand, delays,
congestion, traffic complexity, ATCOs’ workload and many others (Baspinar et al,,
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2021, Mirkovic et al, 2024). Also, based on the research of Yi et al (2022), the
indicators that have been used to assess resilience are service quality level defined
by Patriarca et al (2016), recovery rate and maximum eigenvalue by Baspinar
(2021) and, resilience impact factor by Marshall et al (2018). What can be concluded
from these works is that resilience indicators have in most cases been derived on
the basis of some operational analyses of events that have already occurred or are
just of a general nature. Still, there is a need to define certain resilience indicators
that will be directly linked to the ATC system and as such be clear for use by all
stakeholders.

When selecting models and methods for resilience analysis, numerous studies have
focused on approaches that examine resilience at the global or organizational level,
incorporating both human and technical system components and addressing
performance aspects beyond purely safety-oriented considerations (Errico et al,
2016). For example, Ljungberg and Lundh (2013) applied a question-based tool
known as the Resilience Analysis Grid (RAG) to evaluate system resilience and safety
through the four core resilience capabilities proposed by Hollnagel (2011): the
capability to anticipate potential threats and opportunities, the capability to monitor
system conditions that may become critical, the capability to respond to both
expected and unexpected disturbances, and the capability to learn from experience,
including both successful and unsuccessful outcomes.

A comprehensive literature review conducted in (Yi et al, 2022) indicates that most
studies addressing resilience assessment in the ATM system rely on experimental
testing and simulation approaches. Other commonly used approaches include
resilience principles and methods, complex-network theory, optimization models,
and machine learning techniques. Stroeve et al. (2015), for instance, carried out a
qualitative resilience analysis considering a broad range of disturbances and work-
as-done strategies at the operational level of a complex socio-technical system,
examining the roles of ATCOs and airline pilots in managing various operational
disruptions.

Among the available methods for resilience analysis, two approaches stand out as
particularly prominent: the System Theoretic Model and Accident Process (STAMP)
(Levenson, 2004) and the Functional Resonance Analysis Method (FRAM)
(Hollnagel, 2012). A qualitative framework for identifying and improving control
structures in the presence of different hazards within a system is provided by
STAMP, while the focus of FRAM methodology is on analyzing operational activities
represented as functions, their interactions, and the variability of functional
performance, typically illustrated through diagrammatic representations (Stroeve
etal, 2013).

Since the FRAM method represents the main analytical approach used in this
research, it is important to consider how this method has been applied in previous
studies. Therefore, the following subsection presents a review of the relevant
scientific literature addressing the application of the FRAM method in the analysis
of resilience and safety in aviation systems.
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2.3. APPLICATION OF THE FUNCTIONAL RESONANCE ANALYSIS METHOD
IN RESILIENCE ANALYSIS

The FRAM method is widely applied for qualitative analysis of complex socio-
technical systems in the context of accident investigation and risk analysis. A
comprehensive review conducted by Patriarca et al. (2020) shows that FRAM has
been most extensively applied in aviation, followed by healthcare, industrial
operations, maritime transport, and railway systems. Similarly, Tian and
Caponecchia (2020) indicate that within the aviation domain FRAM has been used
to examine numerous aspects of the industry, including ATC operations, cockpit
activities, ground handling, maintenance processes, as well as the analysis of
historical safety incidents and accidents.

One of the earliest applications of FRAM in aviation involved the analysis of an
aircraft accident that occurred in Colombia in 1995 with the aim to identify potential
failures in operational procedures caused by variability in cockpit conditions
(Sawaragi et al, 2006). Woltjer and Hollnagel (2007) also used FRAM to analyze an
accident in which an aircraft fell into the Pacific Ocean to demonstrate how
functional resonance emerged as a consequence of variability in functions
performed by different system elements. However, the investigation revealed the
involvement of multiple human, technical, and organizational factors. In both
studies, eleven Common Performance Conditions (CPCs) were used to assess
potential variability (Hollnagel, 2004).

De Carvalho (2011) used FRAM to investigate a mid-air collision with the objective
of identifying key resilience-related factors within the ATM system. The results
indicated that interdependencies among ATC functions contributed to the
emergence of functional resonance and unexpected outcomes that cannot be fully
explained by traditional analytical methods. In another study, Amorim and Pereira
(2015) applied FRAM in an exploratory investigation of workplace accidents
involving improvisation, analyzing three accident reports related to aircraft
maintenance. In that study, performance variability was evaluated using the
parameters of time and precision. It should be noted that the majority of these
studies rely on qualitative analyses based on reports of events that have already
occurred.

Beyond accident analysis, FRAM has also been applied in several studies addressing
risk assessment. Woltjer and Hollnagel (2008), for example, used FRAM to examine
the effects and implications of automation on the work of ATCOs and pilots. Through
different FRAM instantiations, the authors illustrated how issues related to ATM
operations, automation, human factors, and risk assessment could be explored using
this method. Their analysis relied on qualitative assessment using CPCs and
variability phenotypes to evaluate potential variability.

Macchi et al. (2009) also performed a risk analysis by applying FRAM to assess the
safety of the Minimum Safety Altitude Warning (MSAW) system using principles of
resilience engineering. Their approach focused on evaluating variability in
functional performance and identifying unexpected combinations of events as a
basis for risk identification. In this study, variability was assessed through the
parameters of time and precision, while the analysis remained qualitative.
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In the study by Ragosta et al. (2015), FRAM was applied within a multi-model
framework aimed at analyzing and redesigning partially automated interactive
systems in complex socio-technical environments such as ATC systems. In this
context, FRAM was used to represent organizational functions and illustrate
nonlinear relationships between human, technical, and organizational elements of
the system, enabling the identification of potential sources of variability and their
propagation throughout the system. As in previous studies, the analysis remained
qualitative, and time and precision were used as indicators of variability.

FRAM has also been employed to examine potential changes in the interaction
between human operators and technological systems following the introduction of
new automation functionalities in ATC. Such analyses were conducted as part of the
AUTOPACE project (Ferreira and Canas, 2019), where FRAM was applied based on
previously defined operational concepts and considering two different levels of
automation under three distinct non-nominal operational scenarios that were
investigated within the project.

Several researchers have attempted to extend FRAM by introducing quantitative or
semi-quantitative elements into the method. One of the earliest approaches involved
the development of a variability score that combines the effects of CPCs with
coupling amplification and damping coefficients. This approach was used in the
safety assessment of the MSAW system conducted by the German Air Navigation
Service Provider, Deutsche Flugsicherung (Macchi, 2010).

Hirose et al. (2016) adapted the Cognitive Reliability and Error Analysis Method
(CREAM) to enable a systematic and quantitative application of FRAM in the analysis
of an air crash, concluding that the accident resulted from deviations from Standard
Operating Procedures (SOPs). They also proposed a new approach for applying
FRAM in the pre-analysis of designed operational procedures.

Another significant development involves the integration of Monte Carlo simulation
with FRAM, allowing the evaluation of variability in system behavior and the
identification of functions most sensitive to resonance through statistical variability
measures. This approach was demonstrated in a runway incursion case study,
where it enabled the identification of critical relationships between ATC functions
and supported the evaluation of system safety under different operational
conditions (Patriarca et al, 2017). As in previous studies, time and precision were
used to represent potential variability in function performance.

Yang et al. (2017) further extended FRAM by formalizing the method for
quantitative safety analysis of ATC systems. In their work, FRAM was combined with
formal verification techniques, specifically model checking, to mathematically
represent interactions between system functions and analyze how variability
propagates throughout the system. This approach enabled a quasi-quantitative
evaluation of FRAM functions and demonstrated how relatively small deviations in
performance may combine to produce functional resonance that compromises
system safety.

Oliveira et al. (2023) proposed a hybrid approach combining FRAM and BBN for the
safety assessment of Required Navigation Performance (RNP) approaches. In this
framework, FRAM was used to identify functions, their interactions, and potential
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sources of variability, while BBN enabled the quantitative evaluation of that
variability. Similarly, Mohsendokht et al. (2026) combined FRAM and Bayesian
Networks to address the inherent qualitative limitations of FRAM and enable a
quantitative assessment of performance variability in seaport operations, which
represent highly complex socio-technical environments. Their framework was
further enhanced through the integration of complementary techniques, including
Monte Carlo simulation and canonical probabilistic models, forming a
comprehensive approach for modeling uncertainty and systemic variability in
complex operational contexts.

Despite the significant number of studies addressing resilience and safety in ATM
system, several limitations can be observed in the existing literature. A large portion
of the research relies on qualitative approaches, particularly when applying the
FRAM method, where the analysis is mainly based on expert judgment and
retrospective investigation of past events. Although such studies provide valuable
insights into system functioning and variability, they often lack the ability to
quantitatively evaluate how variability propagates through the system and
influences safety outcomes.

Furthermore, most of the existing studies focus on the analysis of current
operational systems or past incidents, while relatively little attention has been given
to the proactive assessment of future operational concepts, especially in situations
where empirical operational data are not yet available. The increasing level of
automation in ATM systems further complicates this issue, as new forms of
interaction between human operators and automated tools introduce additional
sources of variability that are difficult to capture using purely qualitative methods.

For these reasons, there is a clear need for methodological approaches that combine
qualitative system modeling with quantitative techniques, enabling a more
comprehensive analysis of variability propagation and its impact on system safety
and resilience. Integrating FRAM with probabilistic modeling methods, such as BBN,
represents a promising direction for addressing these challenges. Such an approach
makes it possible to preserve the systemic perspective of FRAM while introducing
quantitative capabilities that allow the evaluation of different scenarios and support
the analysis of future ATC system configurations.

19



Doctoral Dissertation Doroteja Timoti¢ Petkovi¢

3. RESEARCH METHODOLOGY

To date, research on resilience in the ATC system has predominantly been focused
on the existing operational environment, most often through retrospective analyses
of incidents and accidents. While such approaches provide valuable insight into
what went wrong and help identify system vulnerabilities that require mitigation,
they are inherently reactive. Given that ATC represents a complex and continuously
evolving socio-technical system, shaped by ongoing technological development and
increasing levels of automation, a proactive perspective is essential for
understanding and strengthening system resilience.

In complex socio-technical systems such as ATC, traditional linear “why-because”
approaches to safety analysis frequently reveal important limitations. Accidents
rarely result from a single causal factor; rather, they emerge from dynamic
interactions among human operators, technologies, procedures, and organizational
conditions. At the same time, explaining why systems function successfully under
varying and often demanding conditions remains equally challenging, despite the
extensive experiential knowledge held by operators (Hirose and Sawaragi, 2020;
Aven, 2022). Therefore, resilience analysis must go beyond identifying causes of
failure and instead examine how everyday performance variability enables the
system to maintain safe and stable operations, even in the presence of disturbances
and unexpected situations.

Understanding the future ATC system requires a holistic perspective that considers
the integrated interaction of its core elements: people, procedures, technologies,
and resources. Only through such an integrated view it is possible to gain meaningful
insight into the system’s capacity to adapt, absorb variability, and sustain safe
performance. This perspective also enables the identification of leverage points
through which resilience can be supported and maintained at an appropriate level
as automation becomes increasingly embedded in operational processes (Salvendy,
2012).

Accordingly, the objective of the presented methodology is to consider a proactive
approach to analyzing a future ATC system in the context of increased automation
deployment. The study focuses on the activities of ATCOs to integrate resilience
considerations into the design and evaluation of the future system.

The primary objective is to conduct a safety and resilience analysis of ATCO
activities before and after the introduction of automation, to identify critical
activities, or sets of activities, that contribute most significantly to overall system
resilience. To achieve this, the future ATC system scenario is examined, taking into
account each activity performed by ATCOs in the execution of their primary task:
managing air traffic while maintaining an adequate level of safety.

Figure 9 presents the system functionality representing the scope of the analysis
performed in this research. The elements of the system are observed together, that
is, through their common interaction during nominal operations. The overlapping
parts represent the areas of mutual interaction between system elements and are of
crucial importance for analyzing the resilience of the system because in these areas
some unforeseen situations can occur
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Figure 9. System functionality

3.1. THE SELECTION OF METHODS TO CONDUCT RESEARCH

To address and understand all ATCO’s activities in a future ATC system, as well as
the interrelationships and impacts between system activities, the methodology
proposed in this dissertation combines performance variability analysis using the
Functional Resonance Analysis Method (FRAM) with the Bayesian Belief Network
(BBN) method, which allows quantification of the variability obtained from the
FRAM. The FRAM provides the sources for variability for each activity and also the
topology for the network (or Direct Acyclic Graph - DAG) with cause-and-effect
relations among the activities, which may be difficult to determine when performing
a sole BBN analysis (Oliveira et al, 2023). Furthermore, the BBN analysis enables the
evaluation of variability and uncertainty previously obtained by the application of
FRAM. FRAM identifies qualitative dependencies between complex ATCOs’
activities, while BBN quantifies uncertainties enabling risk assessment and
resilience measurement, showing which activities are crucial in maintaining safety
and resilience (Oliveira etal, 2023). Combining both provides actionable insights for
risk mitigation and resilience improvement.

A FRAM model was developed to systematically represent the activities performed
by ATCOs in executing their primary responsibility of ATM while maintaining the
required level of operational safety. The modelling process involved the
identification and structuring of system functions, as well as the mapping of their
mutual couplings. Visualization and structural validation of the model were
conducted using the FRAM Model Visualizer softwarel.

To support the research objective of assessing system resilience and safety in the
context of increasing automation, two separate FRAM models were constructed for
comparative analysis: one reflecting conventional ATC operations prior to

1 https://functionalresonance.github.io/FMV_Community Edition/
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automation implementation, and other representing operations following the
introduction of automation.

The scope of modelling was limited to activities undertaken by executive and
planner ATCOs at their respective working positions. Function identification,
descriptions, and subsequent analysis were grounded in empirical and documented
evidence derived from the AUTOPACE project (Autopace 2016; Autopace 2017a;
Autopace 2017b; Ferreira and Canas, 2019) and from works of Dittman et al (2000),
and Wolter and Hollnagel (2008), originally developed on the basis of
contemporary ATC operational environments.

By identifying and modelling system functions, the FRAM approach explains
functional interdependencies and reveals sources of performance variability
inherent to complex and dynamic operational environments. This enables the
examination of how variations or deviations in a single activity may propagate
across the system and influence overall outcomes (Timotic Petkovic and Netjasov,
2026). However, while FRAM is effective in uncovering functional relationships and
potential risk pathways within complex socio-technical systems, the process of
function identification and characterization is predominantly grounded in expert
judgment. Such reliance introduces subjectivity and may limit methodological
consistency and standardization (Guo et al, 2023).

To address these limitations, integration with a BBN model was undertaken. As a
probabilistic modelling framework, BBN is well-suited to handling uncertainty and
incomplete data, while enabling structured analysis of initiating events and
influencing factors. This provides a complementary capability for conducting rapid
and resource-efficient risk assessments (Tamburini et al, 2025). Furthermore, BBN
supports the incorporation of diverse safety-critical components, including
technological innovations and emerging systems, into a quantitative structure
appropriate for evaluating low-probability yet high-consequence accident scenarios
(Bauranov and Rakas, 2024).

An important advantage of the combined FRAM-BBN approach lies in its capacity to
detect system bottlenecks and identify critical functions, thereby supporting
proactive safety interventions. In this study, the BBN modelling and analysis were
performed using GeNle Academic 5.0 software?. Detailed explanations of both the
FRAM and BBN analyses are provided in the following sections.

3.2. CONCEPTUAL FRAMEWORK

Figure 10 illustrates the proposed methodology approach based on integrated
application of the FRAM and BBN, forming a unified framework that connects
qualitative system understanding with quantitative evidence on system
performance. Such a combined approach enables a more holistic and robust
assessment of resilience, facilitating not only the identification of potential system
vulnerabilities but also the development of informed strategies for enhancing the
safety and resilience of future ATC systems.

Z https://www.bayesfusion.com/genie/
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Figure 10. The proposed methodology approach

The process begins with Step 0 - Definition of scope and purpose, which establishes
the analytical boundaries and research objectives. In this study, the focus is placed
on examining ATC operational activities in order to support the integration of
resilience principles into the design of future, highly automated ATC environments.

In Step 1 - Identification and description of functions, the main system functions are
defined and structurally described. This phase includes the modelling and mapping
of human-automation interactions. To enable comparative assessment, two
operational scenarios are defined: one representing operations without automation
and another reflecting a high-automation scenario. This functional modelling
constitutes the qualitative foundation of the framework.

Step 2 - Identification of variability of functions examines performance variability
within and between functions. The analysis considers internal and external sources
of variability, including upstream and downstream functional couplings, as well as
overall system performance fluctuations. This step remains within the qualitative
FRAM domain and captures how variability may resonate across the system.
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The transition to quantitative modelling occurs in Step 3 - Transformation of
functions to nodes, where FRAM functions are systematically translated into BBN
nodes, establishing the structural basis for probabilistic analysis.

In Step 4 - Probability calculation, quantitative relationships are defined.
Conditional probabilities are elicited and computed using approaches such as the
weighted mean method and linear interpolation, enabling the quantification of
functional dependencies under uncertainty.

Step 4.1 - Critical functions identification uses BBN inference results to detect system
bottlenecks and safety-critical functions. Insights from this phase support the
formulation of proactive operational or design policies aimed at resilience
enhancement.

Finally, Step 4.2 - Sensitivity analysis evaluates the influence of individual nodes on
overall system outcomes. The most influential nodes can now be identified, which
further enables proactive action on these activities within the ATC system in terms
of system safety and resilience.

Overall, the framework combines FRAM’s strength in capturing functional
complexity and variability with BBN’s capability for probabilistic reasoning,
resulting in an integrated methodology for comprehensive resilience assessment in
evolving ATC systems. The subsequent steps of the framework are outlined below
and are elaborated in detail in the sections that follow.
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4. FUNCTIONAL RESONANCE ANALYSIS METHOD: MODEL
DEVELOPMENT AND ANALYTICAL APPROACH

4.1. THE SCOPE AND PURPOSE OF THE ANALYSIS

As previously explained, the first two steps in the conceptual model relate to the
formation of the FRAM model (Figure 10). First, it is necessary to define the scope
and describe the problem being analyzed, that is, to describe the system that will be
the main subject in further analysis (Step 0 in the conceptual framework). Thus,
FRAM can be applied to both the analysis of past accidents and prospective risk
assessment. Although the overall methodological steps remain the same in both
cases, certain details differ depending on the purpose of the analysis. In accident
investigations, performance conditions are typically known and can be
reconstructed based on available evidence. In contrast, when assessing the risk of
potential future events, performance conditions must usually be estimated or
assumed, introducing a greater degree of uncertainty into the analysis (Macchi,
2010). In this case, the focus is on the risk assessment for future ATC, and in this
respect, the FRAM has been applied.

4.2. DEFINITION OF THE SYSTEM UNDER ANALYSIS

As discussed earlier, the introduction of automation is expected to enhance capacity
and efficiency while maintaining the required level of safety. However, it will
inevitably affect the role of the ATCO within the ATC system. Although certain
responsibilities and tasks are expected to remain with the ATCO across
progressively higher levels of automation, their nature and scope will evolve. Even
in a foreseeable fully automated scenario, human supervision is anticipated to
remain an integral part of system operation (Fereira and Canas, 2019).
Consequently, the skills and competencies required of ATCOs will undergo
significant transformation and must be carefully managed to keep pace with
technological and operational changes.

In developing the FRAM model, it is essential to clearly define the focus of the
analysis, that is, to determine which overall system functionality or aspect of
performance will constitute the foreground of the study (Macchi, 2010). Following
that, the methodology primarily focuses on the core activities of an executive and
planer ATCOs within their standard operational environment, including monitoring
the traffic situation within a given airspace, preparing inbound and outbound traffic,
evaluating traffic conditions, performing conflict detection, making decisions and
issuing clearances, communicating with pilots and other ATCOs, coordinating and
exchanging information with adjacent controllers, and transferring flights between
sectors.

Accordingly, Step 0, in Figure 10, is about examination of ATCO activities to embed
system resilience into the design of a future ATC system in which automation is
expected to perform all operational tasks, while the ATCO assumes a primarily
monitoring role. To enable a systematic comparison and capture potential
differences, the analysis includes two scenarios in which one reflects a conventional,
non-automated ATC system and the other represents an automated ATC system.
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This comparative approach enables an assessment of how the human role evolves
with the introduction of automation and to what extent these changes may influence
system resilience, safety, and overall ATC performance.

4.3. IDENTIFICATION OF RELEVANT SYSTEM FUNCTIONS

The initial stage of FRAM modelling, focused on the description of functions, allows
the abstraction of some specific processes and the diverse conditions under which
these functions may be performed, whether in line with formal procedures, informal
practices, or context-dependent influences (Timotic Petkovic and Netjasov, 2026).
The primary significance is placed on defining functions as activities that must be
performed to accomplish a specified operational objective, along with the
identification of the aspects that must be provided to each function under real
working conditions to ensure its output (Mirkovic et al., 2024).

The FRAM approach decomposes a complex socio-technical system into "functions".
A function could be a task or activity that is necessary to achieve a certain outcome
(Tian and Caponecchia, 2020). In the context of an ATC system, each function refers
to an activity that must be performed to achieve the primary objective of ATC - the
safe and efficient flow of air traffic in a designated airspace. The function is not
focused exclusively on the execution of a specific task, but is guided by the broader
goal of ensuring the functioning of the entire socio-technical system (Macchi, 2010).
For this reason, functions should be described without value judgments about the
quality or correctness of their outputs, that is, without assessing whether they
represent a potential risk.

Functions that precede and can affect other functions are called "upstream"
functions, while those that are affected by other elements are "downstream"
functions. Also, functions can be divided into two categories: foreground and
background. Core functions are foreground functions and form the central part of
the analysis and, when possible, require a complete definition of its aspects.
Background functions include elements that are not in the immediate focus of the
analysis, and for them it is enough to define only the input or output characteristics.

Identification of functions can start from any part of a complex system. Task
analysis, and documents such as operating manuals or working procedures are
important sources for their recognition. All the information obtained in this way
should be integrated with the contribution of the expert in the field. In this research,
the functions were identified based on a review of the relevant literature, primarily
the results of the AUTOPACE project (AUTOPACE 2016, 2017a, 2017b), the study
Integrated Task and Job Analysis of Air Traffic Controllers (ITA) (Ditman et al,
2000), as well as the works of Ferreira and Cafias (Fereira and Canas, 2019), Wolter
and Hollnagel (Wolter and Hollnagel, 2008) and Macchi et al (Macchi et al, 2009).
The mentioned sources represent a key basis for understanding the activities and
responsibilities of en-route ATCOs, since they are based on detailed analyzes of
work tasks carried out through interviews, systematic observations and case studies
in several air traffic control centers and with different numbers of ATCOs.

The functions defined in the proposed model do not represent a literal transcription
of the functions from the mentioned sources, but their adapted interpretation in
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accordance with the research objectives. They are shaped by integrating findings
from the aforementioned literature with the author's professional experience in the
field of aviation, whereby the responsibilities and activities of ATCOs are mapped to
a functional level suitable for FRAM modeling.

The selection of functions was carried out in accordance with the main objective of
the research, which is a comparison of the functioning of the ATC system before and
after the introduction of automation. In this context, the model includes key
functions that represent the basic tasks of en-route ATCOs, as defined in the
aforementioned references, and which are relevant for the analysis of changes in the
distribution of functions, responsibilities, and interactions between humans and
automated systems.

Within this research, a total of 29 functions were identified (considering both
scenarios together), which were included in the analysis of the state of the system
before and after the introduction of automation in the ATC system. A description of
these functions is given in Table 1.

Table 1. Function description.

Name
To monitor the air traffic
situation in the given airspace

To monitor flights according to
adherence to the flight plan

To evaluate the traffic situation

To update flight data
Conflict detection

To issue a warning (only in the
current low automation system)

To issue the Complexity Solution
Measures

CDM with LTM

Decision Making

To contact pilots
To issue instructions
To implement the solution

To coordinate with other
controllers

To transfer control of the
aircraft to the appropriate
Controller/Systems

Surveillance data processing
(Radar functioning, ADS-B
functioning)

Description
Monitor to anticipate traffic development.

Monitor all flights regarding the information obtained
from the flight plan.

Checking information obtained from the flight plan in
case of potential situations that pose a risk to the
controlled traffic.

All available changes of trajectory are included in the
FDPS.

Conflict risks are identified between aircraft in the
area of responsibility

To provide early conflict detection.

With the ATC supervision of Local Traffic Management
roles in the case of overload situations.

In case of an overload situation, the forecast the need
for Complexity Solution Measures is obtained from
ATC

Supervisory or from Local Traffic Management.
Conflict resolution, complexity reduction,
resolving conflicts by using instructions,

and

Providing all relevant data to the pilots.
When decided, the solution is issued further.
Implementing the solution by the controller.

Coordinating with adjacent Controllers/Systems (exit
and entry conditions).

Transferring control of aircraft to the appropriate
Controller/Systems when traffic is clear within their
area of jurisdiction.

Enabling the precise position of aircraft as well as
tracking aircraft and collecting information about
their location, speed, altitude, and other relevant
information. Aircraft position data is automatically
sent to air traffic controllers every few seconds.
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Flight plans delivery
Provide MET data

To provide information on
airspace status

To display data on CWP

To provide an alert

To manage resources

To manage competence

To manage procedures

Teamwork

To supervise automation
functioning

Identify the expected system

response
Trust

Delivery flight plans from the ECTRL centre.

Provide up-to-date weather information relevant to
flying.

Airspace status monitoring (e.g., activation of
segregated airspace)

All data important for performing the tasks of an air
traffic controller is displayed.

An alert is provided by the system for early conflict
detection.

Provide and manage economical, technical, and human
resources to enable system functioning.

Provide the controller with the required competence
and knowledge about system operations.

Design, update, and distribute procedures to enable
operational activity.

Manage team collaboration (human) and manage
automation-human collaboration.

Controllers oversee automated processes, handling
edge cases or anomalies beyond system capabilities

The activity needed to suitably supervise the system

Manage trust between humans and automation to

enable safe and resilient functioning of the new
human-automation relationship - leading to safe and
resilient operations.

Human - Machine Feedback Loop Automation continuously learns from controller

Release traffic

decisions, and controllers receive feedback on how
automation evolves, fostering a symbiotic system.
Human decisions train the automation model, while
automation suggestions influence future human
decisions.

The task loop is done.

According to Hollnagel (2012), there are three types of functions: technological
functions, human functions, and organisational functions. Therefore, to examine
how the human role changes before and after the implementation of automation in
the ATC system, it was necessary to first classify the functions into three groups,
depending on whether the system is considered in the pre-automation context
(Scenario 1) or in the post-automation context (Scenario 2) (Table 2). The categories
are as follows:

1.

2.

Human-performed functions (H): activities carried out directly by human
operators within the ATC system. These functions are essential for decision-
making, maintaining effective communication, and managing unexpected or
non-routine situations.

Automated functions (A): activities executed by the automated system in
order to support ATC operations. Their role is to alleviate the workload of
human operators and enhance precision and consistency in both routine and
safety-critical tasks.

Organizational functions (0): activities and processes established at the
organizational level that enable and support both human and automated
functions. These include planning, coordination of resources, procedure
management, timely training and competence development, as well as
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human factors that may significantly affect controllers’ judgment and
performance. In this study, the organizational functions are further specified
and adapted from (Macchi et al, 2009).

Table 2. Characterization of Functions According to the Analyzed Scenario

Type
Name Scenario Scenario
1 2

To monitor the air traffic situation in the given
airspace

To monitor flights according to adherence to the
flight plan

To evaluate the traffic situation

To update flight data

To issue a warning

Conflict detection

CDM with LTM

To issue the Complexity Solution Measures

Decision Making

To issue instructions

To implement the solution

To contact pilots

To coordinate with other controllers

To transfer control of the aircraft to the
appropriate Controller/Systems

Surveillance data processing (Radar functioning,
ADS-B functioning)

Flight plans delivery

Provide MET data

To provide information on airspace status

To manage resources

To manage competence

To manage procedures

Human factors

CDM with LTM

Identify the system's expected response NA

To manage trust NA

Automation supervision NA

To manage teamwork NA

Human-machine feedback loop NA

Release traffic H
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*H - human, A - automation, O - organization, NA — not available

4.4. FUNCTIONAL ASPECTS

Following the function identification and description, the risk assessment proceeds
by characterising each function in terms of six aspects, namely: Input (I), Output (0),
Time (T), Control (C), Precondition (P), and Resource (R), and visualizing using a
hexagon (Figure 11 (Patriarca et al, 2020)).
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Figure 11. Depiction of an Activity or Function in the Functional Resonance Analysis Method Through
Its Six Defining Aspects.
Source: Amorin et al, 2015.

According to Hollnagel (2004) the description of the six aspects of a function is as
follows:

1. Input (I): what the function receives, processes, or transforms, or what
Initiates its execution.

2. Output (0): the outcome produced by the function, which may be a tangible
result, a product, or a change of state.

3. Preconditions (P): the conditions that must be satisfied before the function
can be carried out. Alone, it can not activate the function.

4. Resources (R): the means or assets required or consumed by the function to
generate its output. Resources will be consumed while the function is
executing.

5. Time (T): the temporal constraints that influence the function, including its
start time, end time, and duration.

6. Control (C): the mechanisms or factors that supervise, regulate, or guide the
execution of the function.

All aspects are usually presented using a simple table, which then becomes the basis
for the future analysis. The six aspects are typically easy to define. However, it is not
necessary to specify all of them in every case. Apart from Input and Output, the
remaining aspects should be described only when they are clearly applicable to the
specific function being analyzed. Regarding Preconditions, a function may have
several relevant conditions that need to be taken into account, either collectively or
in various combinations, before the function can be performed.

As an illustration, Table 3 presents selected aspects of the function “Monitor the air
traffic situation in the given airspace” in a non-automated scenario. The inputs to this
function comprise the visual display of the current traffic situation within the sector,
along with up-to-date information on the airspace status available to ATCOs. These
inputs are generated by other functions, such as those performed by surveillance
and data presentation systems (e.g., radar and flight data processing systems), as
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well as through coordination with adjacent sectors and fellow controllers. As it can
be observed from the presented example, the function may have more than one
input depending on the nature of the function and the context of the problem
analysed.

The outputs of the function may consist of an updated understanding of the airspace
situation, ongoing assessment of potential risks, and the provision of current flight
information, all of which are essential for subsequent operational activities. Note
that it is possible to use a single function to produce several different outputs
depending on the context of the observed function.

With respect to preconditions, relevant operational instructions must be in place,
and the ATCO must be in an appropriate mental and physical state. The Executive
and Planner controllers constitute the primary resources required to generate the
intended outputs.

The time aspect is closely linked to the traffic context, as monitoring of the air traffic
situation is performed continuously and in real time. Due to this continuous
execution, the outputs are dynamic and constantly evolving.

Control mechanisms include standard operating procedures (SOPs) related to
monitoring, as well as adequate technical training and the competencies of ATCOs.

Table 3. Identification of function aspects, example of the function: To monitor the air traffic situation
in the given airspace for a non-automated scenario.

Name of F2: To monitor the air traffic situation in the
Function/Aspects given airspace
Input - Visual representation of the traffic situation

in the observed airspace
- Updated airspace information is available to
ATCOs
Output - Airspace status updated
- Risk monitoring provided
- The most current flight information is
provided
Precondition - Instruction issued
- ATCO is available at the workstation
- The ATCO is in an adequate mental and
physical condition

Resource - Executive and Planner ATCOs
Control - Monitoring procedures
- Compliance with technical training
requirements
Time - Performed continuously in real time

The remaining functions, along with their respective aspects for both scenarios, are
provided in APPENDIX A. The explanations of the functions, based on their aspects,
in this paper are derived from a review of references (Woltjer and Hollnagel, 2008;
Macchi et al, 2009; Fereira and Canas, 2019; Autopace 2016; Autopace 2017a;
Autopace 2017b; Dittmann et al, 2000) as well as the author's experience.
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4.5. FUNCTIONAL COUPLINGS

After all functions have been defined and described through their six aspects, the
subsequent step involves identifying the couplings among them. Coupling is the
interaction between functions of a system that influences the intensity of the
relationship between the two functions and as such their behaviors, which exhibit
different effects in the variability propagation. In FRAM, interactions are expressed
as relationships between the Output of an upstream function and any of the aspects
of a downstream function, so-called upstream-downstream functional couplings
(Peng et al, 2023). These connections can be derived systematically from the
descriptions provided in the corresponding tables. However, the graphical layout of
functions does not imply a temporal order of execution, nor does their visual
arrangement indicate linear cause-effect relationships (Macchi, 2010).

The outcome of this process is a specific FRAM instantiation of the system, typically
presented in a graphical format. An instantiation represents a specific pattern or
sequence of activation of all or selected modeled functions. A function becomes
activated when its Input is made available, typically as the Output of an upstream
function. At that moment, the coupling between the upstream and downstream
functions becomes operational (Fereira and Canas, 2019).

Once the potential links are determined, it becomes possible to examine how
variability may propagate across functions, whether it is dampened or amplified
(i.e., functional resonance). Moreover, this procedure supports the development of
a comprehensive qualitative representation of the system under analysis (Timotic
Petkovic and Netjasov, 2026). Figure 12 illustrates two simple cases with four
functions. In case (a), the functions are connected sequentially, so that the output of
one function is the input for the next function in the chain. In such a configuration,
variability is propagates step-by-step, meaning that a deviation in the performance
of one upstream function can directly affect the performance of the subsequent
downstream function. In contrast, case (b) shows a more complex network of
interactions between functions, where in addition to sequential couplings (Function
A - Function B— Function C) there is also a direct connection between functions
that are not immediately adjacent. This structure reflects the non-linear and
interconnected nature of complex socio-technical systems, where a single function
may influence multiple other functions simultaneously (Function A is connected to
the Function D by control—output conection). As a result, variability can propagate
through multiple patways, potentially amplifying or modifying its effects as it
spreads across the system. In accordance with the research topic, the FRAM model
was applied to represent a system focused on human-automation interaction. The
model maps the functional relationships between human operators and various
subsystems and components of the automated system, while additionally including
organizational functions that affect the performance of the human operator within
the system. (Pent et al, 2023).
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Figure 12. The FRAM model-graphical visualization
Source: Peng et al, 2023.
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For the context of this research, Tables 4 and 5 summarize the functional couplings
identified for the non-automated scenario (25 functions) and the automated
scenario (29 functions), respectively. The tables specify which foreground and
background functions are connected and clarify how the outputs of certain functions
influence, or constitute, specific aspects of subsequent functions within the model.
The establishment of these links was guided by findings from the Integrated Task
and Job Analysis of Air Traffic Controllers (ITA) (Dittmann et al, 2000) and the
AUTOPACE Concept of Operations (ConOps) (AUTOPACE 2017b), further supported
by the European ATM Master Plan (SESAR Joint Undertaking, 2025) and A Proposal
for the Future Architecture of the European Airspace (SESAR Joint Undertaking,
2019). These references contributed to a more precise understanding of both the
current operational structure of the ATC system and its anticipated future
development.

Given that the analysis encompasses both the existing and a projected future ATC
system, for which comprehensive empirical data are not yet available, it should be
noted that the identification of functional couplings is partly based on the author’s
professional judgment and interpretation of the observed system.

Table 4. Function type and links: no-automation

Function Name Type Links
F1 To display data on CWP Foreground F1(0)—F2(I), F3(I), F5(I)
F2 To monitor the air traffic situationin ~ Foreground F2(0)—F3(I), F4(I), F7(D),
the given airspace F8(P), F13(I), F14(D)
F3 To monitor flights according to Foreground F3(0)—F4(I), F7(I)
adherence to the flight plan
F4 To evaluate the traffic situation Foreground F4(0)—F6(I), F9(I), F11(C)
F5 To provide an alert Foreground F5(0)—F8(I)
F6 To update flight data Foreground F6(0)—F8(I), Fo(I)
F7 To issue a warning Foreground F7(0)—F8(I)
F8 Conflict detection Foreground F8(0)—F9(I), F10(I), F14(I)
F9 To issue the Complexity Solution Foreground F9(0)—F10(I)
Measures
F10 Decision Making Foreground F10(0)—F11(I)
F11 To issue instructions Foreground F11(0)—F2(P), F12(I), F14(I),
F15(0)
F12 To implement the solution Foreground F12(0)—F4(C), F6(C), F10(C),
F13(D)
F13 To contact pilots Foreground F10(0)—BG10(I)
F14 To coordinate with other controllers Foreground F14(0)—F15(1)
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F15 To transfer control of the aircraft to Foreground F15(0)—BG10(I)
the appropriate Controller/Systems
BG1 Surveillance data processing (Radar Background BG1(0)—F1(I)
functioning, ADS-B functioning)
BG2 Flight plans delivery Background BG2(0)—F1(I)
BG3 Provide MET data Background BG3(0)—F1(I)
BG4 To provide information on airspace Background BG4(0)—F2(I)
status
BG5 To manage resources Background BG5(0)—F2(P), F3(P), F4(P),
F8(P), F10(P), F11(P), F12(P),
F14(P), F15(P)
BG6 To manage competence Background BG6(0)—F2(C), F3(C), F8(C),
F10(C), F14(C), F15(C)
BG7 To manage procedures Background BG7(0)—F2(C), F3(C), F4(C),
F8(P), F9(C), F10(C), F14(C),
F15(C)
BG8 Human factors Background BG8(0)—F2(P), F3(P), F4(P),
F8(P) F10(P), F14(P), F15(P)
BG9 CDM with LTM Background BG9(0)—F9(I)
BG10 Release traffic Background -
Table 5. Function type and links: automation
Function Name Type Links
F1 To display data on CWP Foreground F1(0)—F2(I), F3(1), F5(1)
F2 To monitor the air traffic situation in ~ Foreground F2(0)—F3(D), F4(I), F7(P),
the given airspace F12(1), F13(D)
F3 To monitor flights according to Foreground F3(0)—F4(D)
adherence to the flight plan
F4 To evaluate the traffic situation Foreground F4(0)—F6(1), F8(I), F10(C),
F15(1)
F5 To provide an alert Foreground F5(0)—F7(D)
F6 To update flight data Foreground F6(0)—F7(1), F8(I)
F7 Conflict detection Foreground F7(0)—F8(I), Fo(I), F13(D),
F15(0)
F8 To issue the Complexity Solution Foreground F8(0)—F9(I)
Measures
F9 Decision Making Foreground F9(0)—F10(D), F15(1)
F10 To issue instructions Foreground F10(0)—F2(P), F11(I),
F13(I), F14(I)
F11 To implement solutions Foreground F11(0)—F4(C), F6(C), F9(C),
F12(D)
F12 To contact pilots Foreground F12(0)—BG10(I)
F13 To coordinate with other controllers  Foreground F13(0)—F14(I)
F14 To transfer control of the aircraft to Foreground F14(0)—BG10(I)
the appropriate Controller/Systems
F15 Identify the system's expected Foreground F15(0)—F17(1), F18(1)
response
F16 To manage trust Foreground F16(0)—F17(P), F18(C),
F19(C)
F17 Automation supervision Foreground F17(0)— F18(I), F19(I)
F18 To manage teamwork Foreground F18(0)— F19(I), F12(C)
F19 Human-machine feedback loop Foreground F19(0)— BG10(I)
BG1 Surveillance data processing (Radar ~ Background BG1(0)—F1(I)

functioning, ADS-B functioning)
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BG2 Flight plans delivery Background BG2(0)—F1(I)
BG3 Provide MET data Background BG3(0)—F1(I)
BG4 To provide information on airspace Background BG4(0)—F2(I)
status
BG5 To manage resources Background BG5(0)—F2(P), F3(P), F4(P),

F(5), F6(P), F7(P), F8(P),
F9(P), F10(P), F11(P), F12(P),
F13(P), F14(P), F15(P),
F16(P), F17(P)

BG6 To manage competence Background BG6(0)—F2(C), F3(C), F4(C),
F8(C), F9(C), F13(C), F14(0),
F15(C), F17(C)

BG7 To manage procedures Background BG7(0)—F2(C), F3(C), F4(C),
F7(C), F8(C), F13(C), F14(C),
F16(C), F17(C)

BG8 Human factors Background BG8(0)—F2(P), F3(P), F4(P),
F7(P) F9(P), F13(P), F14(P),
F15(1), F16(1), F17(P), F19(P)

BG9 CDM with LTM Background BG9(0)—F9(I)

BG10 Release traffic Background -

4.6. FRAM MODELS

The system functions described in the previous step form the FRAM model of the
system. A FRAM model is not defined by a diagram or flowchart, but by a detailed
verbal description of the functions, including their six aspects. Since the FRAM
model does not explicitly show the connections between elements, analysts can
generate multiple possible instantiations, illustrating how different working
conditions might affect system performance (Macchi, 2010).

Like any model or description, a FRAM model must be both consistent and complete.
Since FRAM focuses on describing the interactions between functions, every aspect
of each function must be accounted for: be produced as an Output and utilized as an
Input, Control, Precondition, Time, or Resource by other functions included in the
model. In other words, the model should not contain any “unconnected” or “floating”
aspects (Hollnagel, 2012). To ensure this, the description tables must be carefully
reviewed for consistency.

The consistency check naturally leads to a completeness check of the model. Since
every aspect must be produced by one function and used by at least one other
function in the model, completing the consistency check ensures that all necessary
functions have been identified, making the FRAM model complete (Macchi, 2010).
For each set of foreground functions, it is possible to identify and describe a
corresponding set of background functions. Their identification and description are
carried out by consistently applying the check rules, starting from the aspects of the
foreground functions (Hollnagel, 2012).

As mentioned earlier, two models have been developed: a conventional model that
refers to a non-automated ATC system, and a second one that depicts the system
after the introduction of automation in ATC. In a traditional, non-automated ATC
system, there are two key roles: the executive ATCO and the planning ATCO. The
executive ATCO is responsible for the direct control and supervision of flights within
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his sector. It communicates with pilots, issues course, altitude and speed
instructions, and tracks all aircraft in real time. His main function is to ensure the
safe and efficient flow of flights through the sector. The planning ATCO, on the other
hand, focuses on planning and coordination. He analyzes potential conflicts in
advance, prepares solutions, and coordinates with neighboring sectors, providing
recommendations to the executive ATCO. In this system, decisions are made mainly
based on the knowledge and experience of the ATCO, while information comes from
radar data, flight plans and visual surveillance. Therefore, the cognitive load of the
ATCO is high, because he has to monitor a large number of flights, evaluate conflicts
and manually communicate with other sectors.

The introduction of automation in the ATC changes the distribution of tasks between
human and the system. Automation can include automatically anticipating conflicts
and proposing solutions, tracking flights and warning of deviations from the flight
plan, distributing information about upcoming flights, as well as helping to
coordinate with other sectors or ATC centers. Automation reduces the cognitive load
of ATCOs, increases safety and efficiency, but at the same time changes the nature of
the human role from routine monitoring to supervision and intervention in complex
situations. Effective and resilient ATC in such a system requires ATCOs to be able to
properly use and monitor automation, as well as to intervene when the system
cannot solve a problem on its own.

4.6.1. The FRAM model for a non-automated air traffic control system

The FRAM model shown in Figure 13 represents an integral structure of the
functions in a non-automated ATC scenario with an emphasis on the interaction
between humans, technical resources and organizational functions. A total of 25
functions were identified, of which 15 are foreground functions: primary functions
that directly participate in air traffic management and are the focus of the analysis,
while the remaining 10 functions are background functions (see Table 4), which
support the working environment of the system and enable the smooth functioning
of basic activities. The color coding reflects both functional role and allocation of
responsibility. Blue functions are performed by humans, white are performed by
system, while green functions are assigned to the organization. The orange function
represents the final node which is in this scenario performed by humans.

Narrative instantiation of the FRAM model for a non-automation scenario

The operational cycle emerges from the interaction between background
information-generating functions, controller-centered monitoring and decision-
making functions, and coordination and implementation functions that collectively
lead to the expected safe system state. It begins with the execution of four basic
background functions that represent the primary sources of information in the
system (Figure 13):

- Surveillance data processing,

- Flight plans delivery,

- To provide MET data,

- To provide information on airspace status
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Figure 13. The Functional Resonance Analysis Method (FRAM): Model of Air Traffic Controller Activities at the Working Position (Non-Automation Scenario)
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These functions operate continuously and automatically, providing the primary
informational inputs to the system. The “Surveillance data processing” function
provides data on the actual positions and movements of aircraft based on radar
and/or ADS-B data. “Flight plans delivery” provides reference data on planned
routes, flight levels and other relevant elements of accepted flight plans. “To provide
MET data” generates current meteorological information, while “To provide
information on airspace status” provides data on the structure and limitations of the
airspace, including active restrictions, segregated zones and military activities.

” o u

The outputs of the functions “Surveillance data processing”, “Flight plans delivery’
and “To provide MET data” enter as input into the function “To display data at CWP”,
where they are integrated and visually displayed at the controller's working
position (CWP). Airspace status information, however, directly affects the “To
monitor the air traffic situation in given airspace” function, thus underscoring its
immediate operational importance. Variability originating in any of these upstream
background functions (e.g., delay, inaccuracy, or incompleteness of data) may
propagate downstream by affecting the quality and timing of information available
for monitoring. After the data is displayed on the CWP, two related but separate
functions are activated:

)

- To monitor the air traffic situation in given airspace,
- To monitor flights according to the adherence of flight plan.

The first function refers to the global assessment of the traffic situation in the sector,
while the second involves checking the compliance of each individual flight with the
reference flight plan. Both functions use as input: displayed surveillance data,
reference flight plans, meteorological data and airspace status information.
Additionally, the monitoring functions are conditioned by several upstream
background functions: “To manage resources”, “To manage procedures”, “To manage
competence”, and “Human factors”. These functions do not merely represent static
prerequisites but rather, they shape the performance variability of monitoring
activities. For example, resource availability, procedural clarity, controller
competence, and mental/physical state influence the efficiency, accuracy, and
timing of monitoring. Thus, monitoring performance emerges as a product of both
informational couplings and performance-shaping couplings.

Monitoring is additionally supported by the automated function “To provide alert”,
which can generate a warning about a potential conflict. In parallel, the controller
ATCO through the “To issue warning” function can identify and signal a potential
problem based on its own assessment of the situation. In this way, deviation
detection can come from both automation and human sources. During monitoring,
the “To update flight data” function can occur, the output of which becomes the key
input for the next function which is the “Conflict detection” function. The “Conflict
detection” function depends on the up-to-date flight data, the real traffic picture and
the correct operation of the warning system. Variability in earlier functions may
amplify at this stage. For example, delayed flight data update may postpone conflict
detection, thereby reducing available resolution time.

If a conflict or increased complexity is identified, the system can activate the “To
issue Complexity Solution Measures” function, which proposes or implements
measures to reduce the burden and complexity of the sector. The result of conflict
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detection and/or complexity assessment is the input for the “Decision Making”
function. This feature depends on: up-to-date flight information, procedural
requirements, minimum separation standards, procedural constrains, coordination
requirements and the influence of performance-shaping background functions.
Here, variability propagation becomes particularly significant: inaccuracies or
delays accumulated upstream may constrain the range of feasible decisions or
increase cognitive workload.

After the decision is made, the “To issue instruction” function is activated, which
generates the appropriate control instruction. The instruction then enters the “To
implement solution” function, where it is operationalized through a specific change
(e.g. altitude, course or speed). At the same time, the “To coordinate with other
controllers” function can be activated, especially in cases of aircraft transfers or
cross-sectoral dependencies. These couplings demonstrate that the system behavior
is not linear but network-based and dynamically adaptive. When the instruction has
been transmitted to the pilot and implemented, the function “Transfer aircraft to
next sector / ATC unit” (implicitly shown through the right part of the model) occurs.
Finally, the “Traffic is released” function (Expected Event) is activated, indicating
that the system has reached the desired safe state and that one operational cycle of
the ATCO has been successfully completed.

[t can be observed that the connections are complex and interdependent, which
allows the model to depict the propagation of effects and interaction between
functions, rather than just linear information flows. Each function can affect multiple
other functions, and the effects can be fed back into the cycle through feedback
loops, reflecting the complexity and dynamism of en-route ATCO work. This FRAM
model shows that even in a non-automated system there is a complex net of
dependencies between people, procedures and technical resources. All functions
and their interconnections allow the system to behave flexibly and resiliently, even
in unforeseen situations, because each function can adjust its behavior depending
on the information and resources it receives from other functions. This approach
clearly shows how the FRAM model enables the analysis of complex systems without
the limitations of linear diagrams and how the focus is placed on the interactions
and performance of the system under real conditions.

4.6.2. The FRAM model for an automated air traffic control system

In the automated scenario, the complete FRAM model is presented in Figure 14. The
model comprises a total of 29 functions, of which 19 are classified as foreground
and 10 as background functions. The color coding reflects both functional role and
allocation of responsibility. Red foreground functions represent activities that were
previously performed by humans but are now executed by automation. Blue
foreground functions continue to be performed by humans. Two white foreground
functions are also automated, while one green foreground function is assigned to
the organizational level. Regarding background functions, those colored in green
correspond to organizational activities, whereas grey background functions are
executed by automation. The final function, marked in orange, is likewise performed
by automation and represents a background function associated with the system’s
overall operational outcome.
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Figure 14. The Functional Resonance Analysis Method (FRAM): Model of Air Traffic Controller Activities at the Working Position (Automation Scenario)
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In contrast to the non-automated scenario, the function “To Issue a Warning” is
excluded from this model. In the automated configuration, the human operator no
longer directly identifies potential hazards at an early stage. Instead, the detection
and signaling of emerging risks are exclusively performed by automation through
the function “To Provide an Alert”. This modification significantly alters the
functional couplings within the monitoring and conflict detection processes, as the
early identification of variability is now centralized within the automated
subsystem.

To adequately represent the human-automation interaction introduced in this
scenario, five additional functions have been incorporated into the model. These
newly introduced functions primarily address cognitive and supervisory aspects of
automation use and are therefore essential for a comprehensive resilience analysis.

The first added function, “Identify system expected response”, refers to the ATCO’s
ability to correctly interpret and understand what the automated system has
generated, proposed, or executed. This function, performed by humans and depicted
in blue in Figure 14, is critical for maintaining shared understanding between the
operator and the automated system. In FRAM terms, it represents a necessary
coupling between automated outputs and human cognitive processing. Variability
at this interface may arise from misinterpretation, delayed comprehension, or
ambiguity in system feedback.

The function “To Manage Trust” represents the ATCO’s dynamic calibration of trust
in automation and is likewise performed by humans (blue). ATCOs’ trust in
automation is a key factor in the successful integration of automated systems into
the ATC environment. Insufficient trust (undertrust) may lead ATCOs to disregard
or underutilize automated support, thereby increasing workload and the likelihood
of human error. Conversely, excessive trust (overtrust) can result in overreliance on
automation and reduced active supervision, increasing the probability that system
errors remain undetected (Eurocontrol, 2003; Timotic and Netjasov, 2022).
Achieving an optimal level of calibrated trust is therefore essential to balance the
efficiency gains of automation with the need for critical human oversight to ensure
system safety. Within the FRAM structure, trust functions as a performance-shaping
factor that modulates how strongly automated outputs influence subsequent human
decisions.

The function “Automation Supervision” refers to the ATCO’s capability to oversee
automated processes, intervene when necessary, and manage edge cases or
anomalous situations that exceed the system’s design assumptions or operational
boundaries. In the automated model, supervision replaces direct tactical execution
as the dominant human contribution. This represents a structural shift in functional
roles: variability that previously originated in manual detection and tactical control
may now originate in monitoring depth, engagement level, or delayed intervention.

Given that effective operation in highly automated systems depends on coordinated
human-automation interaction, the organizational function “To Manage Teamwork“
has also been introduced (green in Figure 14). This function reflects the principle
that complex ATC tasks are best accomplished through complementary capabilities.
Automation contributes high processing speed, consistency, and workload
reduction, while humans provide contextual reasoning, adaptability, and the ability
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to manage unforeseen situations. If cooperation is poorly structured, conflicting
actions, loss of situational awareness, and degraded resilience may occur.
Conversely, well-managed teamwork ensures that the strengths of both human and
automated agents are integrated, thereby enhancing overall system safety and
resilience. From a FRAM perspective, this function shapes the quality of
coordination couplings and influences how variability is either amplified or
dampened across human-automation boundaries.

Furthermore, the function “Human-Machine Feedback Loop” (blue in Figure 14) has
been incorporated to represent the continuous bidirectional exchange of
information between the ATCO and the automated system. The existence of such a
feedback loop is essential in automated ATC environments, as it enables the ATCO
to maintain insight into system logic and operational state, while allowing the
automation to receive validation, correction, or override inputs from the human
operator. In the absence of an effective feedback loop, situational awareness may
deteriorate, trust calibration may become unstable, and either distrust or uncritical
reliance may develop. Within the FRAM framework, the feedback loop constitutes a
stabilizing coupling mechanism: it enables adaptive adjustment, facilitates early
error detection, and supports resilience under dynamic and unpredictable
operational conditions.

4.7. VARIABILITY ANALYSIS

The purpose of the variability analysis is to characterise the variability of the
functions that constitute the FRAM model. The identification of variability should
take into account both everyday, or ‘normal’ variability and possible cases of
unusual ‘out of range’ variability, and it should take into account both foreground
and background functions (Hollnagel, 2012). In the FRAM, the characterisation of
performance variability is needed to understand how functions can become coupled
and how this can lead to unexpected outcomes. According to Hollnagel (2012), if the
Output from a function does not vary even though the function itself varies, then the
variability of the function is in principle of no interest. But if the Output from a
function varies, then the variability of the function becomes important because it is
what determines the quality, hence the variability, of the Output. Within FRAM, the
variability of the Output of a function can, in principle, come from three different
sources (Hollnagel, 2012):

1. First, variability may be inherent in the function itself. That is, the way a
function is executed may naturally oscillate due to its internal characteristics,
mechanisms, or constraints. This type of variability is referred to as internal
(endogenous) variability, because it originates from the function itself,
independent of external influences.

2. Second, the variability of the output may be due to the conditions under
which the function is executed. The work environment, available resources,
time constraints, organizational factors or contextual requirements can
affect the way and quality of the performance of the function. This form is
designated as external (exogenous) variability, since it arises from external
circumstances and not from the nature of the function itself.
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3. Third, output variability can arise as a result of the influence of upstream
functions. Since the outputs of these functions represent the inputs,
preconditions, resources, control or time, for the observed function, any
variability in them can be passed on through the system. Such
interdependence is the basis of functional resonance, i.e. upstream-
downstream coupling of functions, through which variability can be
accumulated, amplified or transformed within the socio-technical system.

Internal and external system variability analysis, performance variability
analysis, and upstream-downstream analysis are presented in this section. All
analyses were developed in coordination with an expert in the field.

4.7.1. Internal and external system variability

The FRAM methodology is grounded in the assumption that risks emerge from the
variability of everyday performance and from the nonlinear interactions among
system functions (Macchi et al, 2009). Rather than attributing adverse outcomes
solely to component failures, FRAM emphasizes that normal functional variability,
when coupled across interconnected functions, may resonate and lead to
unintended consequences.

According to Hollnagel (2012), functions within a socio-technical system can be
grouped into three main categories: Human, Technology, and Organization. Each
category exhibits distinct variability characteristics. Human performance is
typically associated with high-frequency and high-amplitude variability. Behavioral
adjustments occur rapidly, often influenced by interaction with other actors and
contextual factors, reflecting the dynamic nature of the system. The amplitude of
variability may also be considerable, meaning that deviations in human
performance can be substantial.

Technological functions, in contrast, are designed to be stable, reliable, and
predictable. Their variability is generally limited during nominal operation, as
technical systems are engineered to minimize fluctuations in performance
(Hollnagel, 2012).

Organizational functions occupy an intermediate position. Their variability may be
lower than that of human functions, yet organizational factors often exert delayed
or indirect effects on human performance, thereby shaping overall system behavior
(Hollnagel, 2012).

Given the focus of this research, the variability of all three categories of functions is
examined. While it can be anticipated that human functions exhibit greater
variability than technological or organizational ones, a comprehensive analysis
requires consideration of all sources and types of variability.

Within FRAM, internal variability refers to the likelihood that a function varies due
to its own intrinsic characteristics, whereas external variability refers to the
likelihood that a function varies as a consequence of its operating conditions,
typically influenced by upstream functions (Hollnagel, 2012; Macchi et al, 2009). By
analyzing both internal and external variability, it becomes possible to identify the
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principal sources of variation, estimate their probability of occurrence, and assess
their potential impact.

Tables B.1 and B.2 in APPENDIX B present the internal and external variability of
the modeled functions. As the model represents general ATCO activities rather than
a specific operational event, both functions (first column) and their performers were
treated as generalized entities with average characteristics (Oliveira et al, 2023).
The second column of the tables specifies the function type (Human, Technology,
Organization), the third and fourth columns identify variability sources, and the fifth
and sixth columns describe frequency and impact. The variability sources were
defined generically, in consultation with a domain expert.

Table B.1 presents the internal and external variability of functions in the non-
automated system. The analysis indicates that most human-performed functions
have a high probability of generating variability with substantial amplitude. ATCO
performance may be influenced by fatigue, workload, stress, temporary loss of
situational awareness, and other cognitive or physiological factors. Consequently,
variability on the human side represents a significant contributor to overall system
dynamics.

Technological functions in the non-automated configuration demonstrate low
variability generation under normal conditions. However, when deviations occur,
their impact may be considerable, affecting multiple downstream functions.
Organizational functions exhibit moderate variability generation, yet when
variability manifests, its amplitude can be high, particularly due to its influence on
human performance.

In the automation ATC scenario, internal variability analysis focuses on
performance fluctuations within the automated system and within the remaining
human supervisory role. Internal variability in this context encompasses variations
in system performance, timing, accuracy, interface behavior, data integration, and
trust dynamics between human and machine (Hollnagel, 2012). Table B.2 presents
the variability profile for the automated system. In this scenario, automation
performs the majority of operational activities, while the ATCO assumes a
supervisory role and may intervene if automation fails. The only function that
remains fully human-performed is “CDM with LTM”. Consequently, internal
variability must be examined on both the automation and human sides (Timotic
Petkovic and Netjasov, 2026). This distinction is essential, as humans remain a
critical component of the socio-technical system. It is particularly important to
assess how human variability may change in response to automation malfunctions,
especially for functions that were previously performed by humans but are now
automated. External variability remains conceptually comparable across both
systems, as it arises from inter-functional couplings within the overall system
structure.

The variability of automation-performed functions is characterized by low
frequency but high impact. Failures or deviations occur rarely, however, when they
do occur, their consequences may propagate across multiple coupled functions,
potentially affecting the entire ATC system. In contrast, organizational functions
maintain variability patterns similar to those observed in the non-automated
scenario. For example, teamwork, considered an organizational function, exhibits
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relatively high frequency but moderate impact. This reflects the ongoing necessity
of maintaining effective cooperation between ATCOs and automation.

A thorough understanding of automated system logic, combined with appropriate
training and calibrated trust, enables ATCOs to rely on automation effectively while
preserving oversight capabilities. In this way, variability within the automated
configuration can be managed and absorbed, contributing to overall system
resilience rather than undermining it.

4.7.2. Performance variability analysis

The next step in the evaluation of variability involves the analysis of the way in
which the variability of the output of one function can be transmitted to the
following (downstream) functions, regardless of their own variability
characteristics. In other words, it is necessary to consider not only how much the
function varies, but also how that variation affects further functional couplings in
the system. A simple and operationally applicable approach, proposed by Hollnagel
(2012), is based on the characterization of functions through two basic dimensions:
time and accuracy. Aspects (Hollnagel, 2012; Oliveira, 2023) can be assigned to each
function:

a) in relation to time — not at all, too late, too early, on time, and
b) in relation to accuracy — accurate, acceptable, inaccurate.

By combining the temporal and qualitative dimensions, a spectrum of possible
output states is obtained, shown in Figure 15. When it comes to time variability, the
category not at all can be seen as an extreme form of the too late aspect. This means
that the output is either not implemented at all, or is implemented so late that it is
no longer usable for the next function (Hollnagel, 2012). The time dimension is
particularly important in systems like ATC, where a delay can have the same effect
as a complete absence of information.

In terms of accuracy, as applied in this research, the output of the function can be
accurate, acceptable or inaccurate. It is important to emphasize that accuracy is a
relative and not an absolute category, as it is evaluated in the context of functional
couplings between upstream and downstream functions. The output is considered
accurate if it fully meets the needs of the next function and does not contribute to
increasing its variability, on the contrary, it can even reduce it. The acceptable
output is usable, but requires some customization or additional processing before
the downstream function can use it. In contrast, inaccurate output is incomplete or
imprecise to the point that it cannot be used without significant corrections. The
consequences of inaccurate output are qualitatively similar to those of acceptable
output, but are more pronounced and with a greater potential for amplification of
variability in the system (Hollnagel, 2012).
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Temporal characteristics |
Too early On time Too late Not at all
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Accuracy

Inaccurate

Figure 15. Output characterization
Source: adapted from (Macchi et al, 2009) in (Timotic Petkovic and Netjasov, 2026)

In this way, the combined analysis of temporal and qualitative dimensions enables
a structured monitoring of the way variability is generated and propagated through
functional couplings, which is a key step in understanding potential resonance
within the socio-technical system.

The possibility of performance variability occurring for the output of each function
of the model with respect to time and accuracy is presented in Tables B.3 and B.4 in
APPENDIX B for the two observed scenarios. The probabilities will be characterized
as typical, likely, possible, and unlikely (highest to least possibility of occurring
(Oliveira, 2023)). Possible reasons for this variability were discussed in the previous
section (internal and external variability).

4.7.3. Upstream-downstream variability

The variability of the functions in the FRAM arises from their interconnections. The
output of the upstream function, which in the downstream function can have the
role of input, precondition, resource, control or time limit, can vary in terms of time
and accuracy, which directly affects the variability of the following function
(Hollnagel, 2012). In this way, the upstream function can act to increase, decrease,
or not affect the variability of the downstream function at all (Oliveira, 2023).
According to Hollnagel (2012), this relationship can be more precisely explained by
a more detailed description of the state of the function and the characteristics of its
output. The model functions were evaluated at an overall level, and the results of
this variability assessment are presented in Figure 16. In the analysis, the symbol
V1 denotes that variability is expected to increase, V| indicates a potential decrease
in variability (i.e. a damping effect), while V& signifies that variability is likely to
remain unchanged (Hollnagel 2012; Oliveira, 2023).

Figure 16 (Oliveira, 2023) illustrates the potential changes in function variability
with respect to time and precision, taking into account how the outputs of upstream
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functions are utilized in downstream functions as inputs, preconditions, resources,
controls, or time constraints.

When the outputs of upstream functions are used as inputs to downstream
functions, timing and accuracy of information become key factors. If the function is
activated earlier than intended, synchronization problems or inefficiencies in
information processing may occur. In situations where a certain input directly
initiates the activation of the next function, time variability becomes dominant,
because premature initiation or delay can disrupt the entire flow of the process. In
contrast, when the input is primarily received and processed without an immediate
triggering effect, then variability in accuracy is of greater importance. Inaccurate or
incomplete data require additional time for verification, correction and integration,
thus affecting the efficiency and reliability of further operations (Hollnagel 2012;
Oliveira, 2023).

Input Precondition  Resource Control Time

Time Too early Vior V] VT V7orV VT V1

On time W or V| V) Wl Vi or W) Ve or'v)

Too late ¥ VT V1 VT VT

Mot at all ¥ VT VT VT VT

Accuracy Accurate V) Vi Vi V] V]
Acceptable Vs Vs Vs Ve Vi

Inaccurate ¥T VT VT VT VT

Figure 16. Upstream-downstream coupling variability
Source: Oliveira, 2023.

The important notation when performing FRAM analysis is that the function cannot
be performed if the preconditions have not been established. If the state of that
precondition cannot be determined, then the variability of downstream function can
increase. In that case, there is a need to wait until condition is established, or it may
be necessary to reconsider the function before, if it is possible, to determine if the
condition has already been established (Oliveira, 2023). The both solutions present
a waste of time.

When it comes to resources, it represents something that is consumed by function
(Hollnagel, 2012). The wrong resources, or the lack of resources can lead to the
search for some alternatives and it can increase time and activate delay in the output
of a function. If the alternative is not what is needed in that moment, then the output
of a function may not be as it should be. Also, when the control of a function is
inaccurate, function may vary differently, or it may not occur or occur late if the
control is not defined. Under conditions of limited time, performance trade-offs may
occur, potentially leading to non-compliance with certain preconditions and
increasing variability in terms of both time (synchronisation) and accuracy
(inaccurate outputs) (Oliveira, 2023).

In order to carry out such an analysis, it is necessary to instantiate the model and
consider possible combinations of functional couplings. An instantiation describes
concrete couplings that exist or can exist within a certain scenario or set of
conditions and represents the realization of an abstract model in a specific context.
[t can be said that instantiation represents a concrete manifestation of the model for
given (real or assumed) circumstances, whereby it enables a more precise
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consideration of whether and in what way potential variability can become real
variability (Hollnagel, 2012). In this research, however, the evaluation of the
previously described FRAM models for two scenarios is carried out using the
Bayesian Networks (BBN) method. Thus, the analysis of upstream-downstream
coupling and propagation of variability is not only kept at a qualitative level, but is
extended to a quantitative assessment of interdependencies and their impact on
system performance.
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5. BAYESIAN BELIEF NETWORKS: MODEL DEVELOPMENT

Bayesian networks are graphical models based on Directed Acyclic Graphs (DAG),
in which nodes represent random variables, and directed branches represent
dependencies between them. The structure of the graph shows relationships, often
of a causal nature, and allows identification of conditional independence: if the
values of the parent nodes are known, the observed variable is independent of the
others in the network. These networks are based on Bayes' theorem and the
principles of Bayesian inference. Probabilities are updated when new evidence is
introduced, with initial assumptions being modified into posterior probabilities
based on available data or expert knowledge.

Although the graph defines the dependency structure, the quantitative part of the
model consists of tables of conditional probabilities associated with each node.
Based on them, it is possible to calculate a priori and posterior probabilities. When
evidence is entered into the Bayesian network, the posterior probabilities of
connected nodes are automatically updated through probabilistic inference,
allowing the analysis of the mutual influences among variables in the system.

The next section is about BBN analysis that has been applied to assess the time
aspects (on time, too early, too late or not at all) and accuracy (accurate, acceptable,
and inaccurate) of the outputs of the functions defined in the FRAM model. In
accordance with the variability analysis from the previous chapter, the accuracy
assessment was carried out for organizational functions, while the time analysis
included all other functions. First, it was necessary to transform the FRAM functions
into nodes suitable for use in the BBN model, while a priori and posterior
probabilities are calculated next to obtain numerical evidence. Then, sensitivity
analysis should be performed to identify critical nodes and critical paths in the
presented model. A detailed description of the BBN analysis is given below step by
step.

5.1. FUNCTIONS TO NODES TRANSFORMATION

Given that the BBN model works with random variables represented through parent
and child nodes, it was necessary to first transform the FRAM functions into nodes
before the actual quantification. Also, bearing in mind that the complexity of
quantification increases with the number of nodes in the network, a certain
reduction in the number of functions was performed during their transformation.
The following functions have been reshaped as follows:

- A new node "Data Acquisition" was introduced, which combines inputs from
the functions "Surveillance data processing”, "Flight plan delivery", "Provision
of meteorological data" and "Provision of airspace information", which are

defined as background functions in the FRAM model.

- The "To display data at CWP" function has been renamed to the "Data
presentation" node.
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- The functions "To monitor air traffic situation in a given airspace" and "To
monitor flights according to adherence to flight plan" are combined into the
"Monitoring" node.

- The "To issue Complexity Solution Measures" function is modeled through the
"Decision support" node.

- The "To implement solution" function is included in the "Decision making"
node.

- The "To communicate with pilots" function has been renamed to the "Pilot
actions" node.

The other nodes remained unchanged by name from the FRAM model. The BBN
qualitative illustrations of non-automated and automated ATC systems are
presented in Figures 17 and 18.
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Figure 17. Qualitative Illustration of the Bayesian Belief Network for a Non-Automated Air Traffic Control System Scenario
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5.2. THE FORMATION OF CONDITIONAL PROBABILITY TABLES

In Bayesian networks, each node is modeled as a random variable representing, for
example, an influencing factor or a causal element, while directed edges indicate
conditional or causal relationships from parent nodes to their respective child
nodes. The DAG structure ensures consistent probability propagation across the
network (Chen et al., 2024). For discrete nodes, the defined states are mutually
exclusive and collectively exhaustive, meaning that all possible outcomes are fully
represented and no overlap exists among them (Kammouh et al, 2020). Nodes
without incoming edges are referred to as root nodes and correspond to variables
that are not conditioned on other variables in the model. Conversely, nodes without
outgoing edges are termed leaf nodes and typically represent final or observed
outcomes (Tamburini et al, 2025).

A fundamental element of a Bayesian network is the conditional probability table
(CPT) assigned to each node. The CPT quantifies the strength and nature of the
dependencies between a node and its parent nodes, thereby formally capturing the
degree of influence within the modeled relationships (Chen et al, 2024; Ruiz-Tagle
etal, 2022; Tamburini et al, 2025).

Before calculating the CPTs, it is necessary to point out the principle on which
Bayesian networks are based. So, the calculation of Bayesian inference is referred to
Bayesian rule. The joint probability distribution (JPD) of the network comprised of
n variables A,, A,, As,.... A, can be calculated as:

P(Ay Ay Ag ..., Ay) = P(A4| Ag, ., An) - P(A3| As .o Ay) - P(An—ql An) - P(Ay) (1)
Further, Equation 1 can be written as:
P(Ay Az Ag ..., Ay) =TI, P(Ai| Aisr, Aia, -, An) = TIIL1 P(A;|Parents(4;)) (2)

Also, the calculation of the marginal distribution of individual nodes in the network
can be achieved by the process of marginalization, a distributive operation on
combinations (Fenton and Neil, 2018 in Wang et al). The global joint probability
distribution can be further marginalized by marginalizing the CPTs of the nodes.

In the BBN model, CPTs form the quantitative basis of the network, as they define
the probability distribution of each node's state depending on its parent nodes. For
orphaned nodes, the CPT contains a priori probabilities that describe the expected
state distribution in the absence of other influences. For nodes with one or more
parents, CPT includes the conditional probabilities for each combination of states of
the parent nodes, taking into account dependencies and causal relationships in the
network (Jensen & Nielsen, 2007; Kjaerulff & Madsen, 2013).

Defining probabilities can be based on empirical, statistical or historical data, as well
as on expert assessment, and in situations where data are not available, expert
opinion is most often applied (Cain, 2001).

Since the research focuses on the conceptual design of a future system for which
empirical data are not yet available, it was necessary to establish an appropriate
approach for assigning probabilities to the defined nodes. Furthermore, bearing in
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mind the functional variability identified through the FRAM analysis, each node is
characterized by multiple states. Organizational nodes are described by three states
(accurate, acceptable, inaccurate), whereas the remaining nodes are defined by four
states (on time, too early, too late, not at all).

In addition to the multi-state structure, most nodes (except root nodes) are
influenced by multiple parent nodes, which further increase the complexity of
constructing the corresponding CPTs. Following comprehensive analysis and
consultations with domain experts, the Weighted Average method was selected as a
suitable approach for probability elicitation. The weighted average approach
represents a straightforward and commonly used technique for modeling causal
relationships between nodes (Wang et al, 2023). The mathematical formulation of
the weighted average method is provided in Equation 3:

WMEAN =Y w; X, i=12,...1; 0<w; <1; Sw; =1 (3)

In accordance with Equation (3), the probability distribution of a child node is
obtained as the weighted average of the probabilities of its parent nodes. In this
formulation, i represents the number of parent nodes directly connected to the
child node, while w; represents the weight assigned to the i;; parent node. These
weights are defined based on expert judgment and express the relative influence of
each parent on the state of the child node. This aspect is particularly significant in
systems such as automated ATC system, where certain information sources may
have a more dominant impact on the final outcome.

The WMEAN method provides an initial set of probabilities that are logically
consistent, but it does not inherently define all intermediate combinations of parent
states, especially in cases where parent nodes have more than two possible states.
Assuming linear relationships between nodes (as a model assumption), linear
interpolation can be applied to calculate probabilities for all combinations of parent
states that are not explicitly specified. By using linear interpolation, the resulting
child-node probabilities change gradually and consistently between defined
extreme points, thereby supporting a more realistic representation of system
behavior. The linear interpolation procedure is described by Equation (4):

P=P1+CZ'(P2—P1), (4)
X=X
a — (5)
P; - the probability of the child node at the initial or lower point (extreme state of the
parent),
P, - the probability at the final or upper point,
a - the relative position within the segment between the two reference points, a € [0,1],
x - the WMEAN value,
x; - thelower point,
x, - theupper point.

If the value a = 0, the interpolated probability P is equal to P;, but if the value a =
1 then P = P,. If nodes have multiple states, then a is calculated proportionally to
the position of the state within the interval (Timotic Petkovic and Netjasov, 2026).
This combined approach enables the completion of all CPT entries in a consistent
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and logically structured manner, even in the absence of empirical data, by effectively
integrating expert judgment with mathematical rigor and internal model coherence.

5.3. PROBABILITY CALCULATION: THE STEP BY STEP EXPLANATION

The procedure for probability calculation and CPT construction is presented in the
following chapter through an illustrative example drawn from the non-automated
ATC system scenario. Specifically, the function “Pilot actions” was selected to
demonstrate the applied methodology.

STEP 1

First, the states need to be converted into scores using the performance variability
analysis presented in chapter 4.7.2. All functions are defined through four states
such as: on time, too early, too late, and not at all. Each parent state can be converted
into a score in the following way:

Not at all

score 0, the pilot fails to execute the required action. Such a
situation may generate serious safety risks due to the complete
absence of the expected response.

score 1, the pilot performs the action, but with a considerable
delay. This may lead to potential conflicts or increased workload
for the ATCO, as the action is not carried out within the
appropriate timeframe.

Too late

score 2, the pilot acts prematurely. Although the instruction is
correctly understood, it is executed earlier than intended. This
condition is generally less critical than a delayed response, since
there is still sufficient time to adjust and ensure safe operation.

Too early

On time

score 3, the pilot performs the action fully in accordance with the
given instructions and procedures. This state supports optimal
information flow and operational safety, representing the
desired and expected behavior.

The linear scale (0-3) was applied in the calculation especially due to transparency
and simplicity with the assumption of equal differences between conditions.
However, the important notation is that this assumption may not reflect the actual
non-linear relationships, but it enables model iteration and further adjustment
through expert judgement.

STEP 2

The appropriate weights are assigned to each parent indicating the importance of
its influence on the child node (Timotic Petkovic and Netjasov, 2026). According to
model assumption and expert judgement, in the non-automated system, the pilot’s
actions are influenced by following nodes: “Instruction issuing” and “Monitoring”.
The “Instruction issuing” node represents direct instructions given by an ATCO to
the pilot and has more influence because it is the primary source of information and
instructions for performing actions. On the other hand, the “Monitoring” node
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involves monitoring the situation by the ATCO and checking that the pilot is carrying
out the instructions correctly.

According to the assumption of an expert in a field, the following weights are given
to the mentioned parent nodes:

Instruction issuing - weight 0.6,
Monitoring - weight 0.4.
STEP 3

The Step 3 includes the calculation of the WMEAN value using the Equation 1, by
multiplying the score assigned to each parent state by its corresponding weight and
then summing the obtained values.

For the “Pilot actions” node, the WMEAN is computed for all possible combinations
of parent states, meaning that each state score is multiplied by the appropriate
weight and aggregated accordingly. Given that this node has two parent nodes, each
defined by four states, the CPT must contain sixteen rows, representing all possible
state combinations (4 x 4). An illustrative example of the WMEAN calculation for
one specific combination of parent states is provided in Equation (6).

WMEAN = (X'instruction issuing' =< too late > w "instruction issuing’) +
(X'monitoring’ =< on time >* w'monitoring’) = (1% 0.6) + (3% 0.4) = 1.8 (6)

STEP 4

Next step is to map the WMEAN value into predefined probability intervals. These
intervals are defined according to author’s and expert’s judgement and presented in
Table 6. Each WMEAN value interval corresponds to a specific probability
distribution for the states of the observed node. For example, if the WMEAN value
belongs to the interval [0.00-0.75), the highest probability is assigned to the not at
all state. However, if the WMEAN value is in the interval [2.25-3.00) then the highest
probability is assigned to the on time state. This should be done for all obtained
WMEAN values according to all combinations of parents’ states

Table 6. The predefined probability intervals - expert judgement

Weighted

Expected child state  Probability reasoning
score range

[0.0 to 0.75] Not at all Most parents’ score very low; the child's state is most

likely not at all.
The score indicates lateness; the child's state is likely
[0.75 to 1.5] Too late too late.
[1.50 to 2.25] Too earl The parents' score is early; the child's state is likely
' ' y too early.

Most parents’ state on time; the child state very likely

[2.25 to 3.0] On time to be on time.

In the case of the illustrative example, the WMEAN is 1.8 and belongs to the interval
Too early with the weighted score range [1.50 to 2.25). The further calculation is as
follows:
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for X, = 1.50: P, = [P(0), P(1), P(2), P(3)] = [0.0,0.2,0.7,0.1]
for X, = 2.25: P, = [P(0), P(1), P(2), P(3)] = [0.0,0.0,0.3,0.7],

1. To calculate the a value:

x—x 1.8—-1.5 0.3
L= =23 — 04,
X2—-Xq 2.25-1.5 0.75

2. To interpolate for every state to calculate the probability of the child
state for CPT:

P(0) = 0.0 + 0.4 - (0.0 — 0.0) = 0.0,

P(1) = 0.2+ 0.4- (0.0 — 0.2) = 0.12,
P(2) = 0.7+ 0.4- (0.3 —0.7) = 0.54,
P(3) = 0.1+ 0.4- (0.7 — 0.1) = 0.34.

The required probabilities for one row in the CPT are defined, and the process
should be repeated for all others combinations of the parent’s nodes states.
Appendix C provides an extract from an Excel file in which probability calculations
were performed for all rows within a node. In this way, probabilities were also
calculated for the other nodes required for the formation of CPTs. The important
notation is that the sum of probabilities for each row have to be one. The final CPT
for the “Pilot actions” node is presented in Figure 19 (a).
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Figure 19. a) Conditional Probability Table (CPT) for the “Pilot Actions” Node and (b) Posterior
Probability Distribution of the “Pilot Actions” Node

Source: GeNle Academic 5.0 software

STEP 5

After the CPT has been established, it becomes possible to calculate the posterior
probability distribution of the selected node. The resulting probability distribution
for the observed node, influenced by the two previously described parent nodes, is
presented in Figure 19 (b). These probabilities are derived directly from the defined
CPT in combination with the overall network structure.

The highest probability corresponds to the state on time (45.6%), followed by too
early (36.2%), whereas the states too late (13.1%) and not at all (5.1%) exhibit
considerably lower likelihoods. Such results suggest that, in the majority of cases,
the pilot responds appropriately and within the expected timeframe, thereby
contributing positively to system safety and resilience.
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Although there is a relatively high probability of early action, this outcome can
typically be adjusted or managed in a way that does not significantly compromise
operational safety or resilience. In contrast, delayed or missing responses occur
with much lower probability. Overall, despite inherent variability, the system
demonstrates a tendency to favor outcomes that pose minimal risk to operational
safety and stability, thereby supporting its resilient performance.

5.4. BAYESIAN BELIEF NETWORK MODELS

As explained earlier, the BBN method was applied to develop the quantitative ATC
model. This approach has proven to be both consistent and well suited for
representing uncertainty, particularly in situations where certain variables cannot
be directly observed and must instead be described through hypothetical variability.
In addition, BBNs provide a clear framework for modeling causal relationships and
influences among system elements.

A key advantage of the method lies in its ability to propagate uncertainty throughout
the network and to update probability distributions as new evidence becomes
available. This makes it especially appropriate for complex systems, where
numerous interdependencies exist. By offering an intuitive graphical structure
combined with a rigorous probabilistic foundation, BBNs simplify the
representation and analysis of such systems.

Importantly, BBN is a probabilistic approach widely used in safety assessment. In
the context of this research, it plays a central role in complementing the qualitative
FRAM model with a quantitative representation. While FRAM enables the
identification and description of functional variability, the BBN framework
translates these qualitative insights into measurable probabilistic relationships.
Through this integration, it becomes possible to systematically analyze both the
resilience and the safety of the ATC system.

Overall, the BBN method represents a powerful tool for analyzing systems
characterized by numerous interconnected elements, particularly when
relationships are uncertain, partially known, or supported by limited data. This is
especially relevant for the future ATC system, where not all structural and
operational details are yet fully defined. So, after transforming functions into nodes,
defining the connections between them, and calculating prior and posterior
probabilities, it is possible to form two BBN models.

The BBN model for a non-automated ATC system is presented in Figure 20. In the
given figure, the blue nodes represent activities performed by ATCOs, the white
nodes are activities performed by the system and that are directly automated, the
green nodes refer to organizational activities, while the last node, which relates to
the resilience and safety of the system, is shown in orange. In the case of the non-
automated ATC system, the obtained results indicate that the network predicts an
on-time realization of the event in nearly half of all cases. In an additional 36% of
cases, the event occurs earlier than planned, which can still be considered
acceptable since it does not jeopardize safety. Together, these findings suggest that
the system possesses an inherent capacity to absorb variability and preserve
operational stability.
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Figure 20. Bayesian Belief Network Model for a Non-Automated Air Traffic Control System Scenario
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An early execution can be interpreted as a manifestation of variability that does not
significantly disrupt system performance. In such situations, the system continues
to function efficiently, although minor adjustments may be required.

Conversely, the relatively low probability assigned to the most critical states further
highlights the system’s resilience. While deviations such as delays or errors remain
possible, their likelihood and overall impact are limited. The results demonstrate
that multiple interdependent functions collectively contribute to maintaining
stability, even when input variability is present.

Notably, the network captures the damping effect of variability propagation.
Although key input functions (e.g., “Meteorological provision” and “Surveillance”) are
initially modeled with equal prior probabilities across all states (25% each), the
interactions within the network lead to an increased probability of the final event
occurring on time. This indicates that the modeled system structure does not merely
transmit variability, but actively moderates its effects through functional
interdependencies.

The BBN model representing the automated ATC system is presented in Figure 21.
In the case of automated system, the colour scheme is similar as the previous one:
the white nodes are activities performed by automation, blue ones are activities
performed by ATCOs, green ones are organizational, while the orange one is the
same as in case of non-automated system. However, the results reveal a markedly
different probability distribution compared to the non-automated scenario. In this
case, the most likely outcomes of the final node, “Expected Event,” are too late (41%)
and too early (42%), while the probability of the on time state drops to only 7%. This
distribution indicates that, although the system continues to respond, its
performance is no longer optimal. Instead of attenuating variability, the automated
configuration appears to amplify or redistribute it, thereby introducing new sources
of deviation. The pronounced dominance of premature and delayed outcomes
suggests a loss of temporal precision and coordination within the system.

Moreover, the probability of the most critical state, not at all (10%), is considerably
higher than in the non-automated model. This implies a tangible risk that a key event
may fail to occur entirely, for example due to automation malfunction, inadequate
feedback mechanisms, or issues related to trust. From a resilience perspective, this
represents a serious concern, as it points to the potential for systemic breakdown
without sufficiently robust recovery or mitigation mechanisms.

An examination of the additional nodes introduced in the automated model further
clarifies these findings. In particular, the “Human-automation feedback loop” and
“To manage trust” nodes exert a strong influence on overall system behavior. Their
robustness largely determines whether the system can effectively adapt to and
recover from deviations. If these mechanisms are insufficiently developed, the
system tends to oscillate between premature and delayed actions, rather than
stabilizing around the desired on-time performance.
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Figure 21. Bayesian Belief Network Model for an Automated Air Traffic Control System Scenario
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6. SENSITIVITY ANALYSIS

In order to identify the activities that most strongly influence the resilience of the
future ATC system, sensitivity analysis was performed. Sensitivity analysis is a
mathematical method used to examine how variations in input variables affect the
outputs results of a model. More specifically, it enables the identification of those
inputs that have the greatest impact on overall system behavior.

This technique can be applied to both linear and nonlinear models, with the primary
objective of understanding how even small changes in input parameters may
influence the final outcome. It is particularly valuable in situations characterized by
uncertainty in the input data or when the modeled system is complex and difficult
to interpret.

In the context of this research, sensitivity analysis serves as an effective tool for
identifying the most influential factors, namely, specific ATCO’s activities that affect
the resilience of the future ATC system under conditions of change. These changes
refer to the introduction of automation into ATC operations. By determining which
activities exert the strongest influence on system performance, it becomes possible
to proactively evaluate and adjust the system design, thereby preserving and
enhancing the resilience and safety of the future ATC system.

For the purposes of this research, sensitivity analysis was performed in GENIE
Academic software. A probabilistic inference within the BBN model was performed
using the Kjaerulff junction tree algorithm, which enables exact propagation of
probabilities and efficient computation of posterior distributions and sensitivity
measures. The algorithm is based on the principle of selecting a target node, which
is actually a node within the BBN model for which a sensitivity analysis needs to be
performed. Next, the algorithm calculates the partial derivatives of the posterior
probability distribution for each target node depending on each input variable
available in the network. These derivatives allow measuring the sensitivity of the
target node to changes in the input variables (Kjaerulff and van der Gaag, 2000).

In order to systematically evaluate the influence of different factors on the resilience
of the modeled ATC system, three complementary types of analyses were performed
within the BBN framework: Tornado analysis, backward analysis and forward
analysis. Although all three approaches are based on probabilistic inference, they
differ in their logical direction, purpose, and interpretation. Backward and forward
analysis belong to “sensitivity-to-evidence” methodology with the aim to see how
the probability change of some node (evidence) may influence the target node, while
Tornado analysis is “sensitivity-to-parameters” methodology where it can be
observed how much the target node is sensitive to change of numerical values from
CPTs (Kjaerulff and van der Gaag, 2000).

6.1. TORNADO ANALYSIS

Tornado analysis is the part of the sensitivity analysis widely used in risk
assessment or decision-making processes due to its role in identifying the most
important variables or parameters that contribute the most to the uncertainty of the
outcome. The analysis primarily ranks inputs by importance, providing a clear
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picture of which variables have the mostimpact on the realization of the final output.
This analysis is based on a series of model runs where, in each run, one input is
varied while the others are held constant. The resulting output from each run is then
plotted on a Tornado diagram, where the most significant inputs are presented on
the top of the diagram, while the least influential ones are at the bottom (Homma
and Salteli, 1996).

Tornado analysis is used to identify the parameters that have the greatest influence
on the probability of a selected target node. In this analysis it is important to define
which node is the target node, and then, the method evaluates how sensitive the
posterior probability of that target node is to variations in the numerical parameters
of the network which are actually the values defined in the CPTs (Homma and
Saltelli, 1996). Unlike forward and backward analyses, tornado analysis does not
investigate a specific evidence scenario but rather ranks the variables according to
their relative influence within the network structure.

In the context of research into the resilience of ATC systems, this analysis enables
the identification of activities that have the greatest potential impact on the
resilience and safety of the system.

Tornado analysis was conducted for both the non-automated and automated ATC
scenarios in order to assess the structural distribution of influence within each
system configuration. Tornado analysis evaluates the sensitivity of the target node
to variations in individual model parameters, thereby identifying the most
influential elements in the network structure. In the non-automated model, this
analysis provides a baseline representation of how resilience-related influence is
distributed across human and organizational functions. In the automated model, it
reveals whether newly introduced mechanisms, such as trust management, human-
automation feedback loops, and automation reliability become dominant
determinants of system performance. Comparing the two models enables the assess
whether automation redistributes influence or concentrates it within a smaller set
of nodes, which has direct implications on structural robustness and resilience. A
more balanced distribution of influence suggests greater systemic robustness,
whereas increased concentration may indicate heightened structural vulnerability.
Thus, tornado analysis plays a crucial role in evaluating how automation reshapes
the underlying sensitivity structure of the ATC system.

The diagram, as a result of Tornado analysis, shows the most sensitive parameters
for a selected state of the target node sorted from the most to least sensitive. For
each parameter, it is possible to see its precise location in the model (node and its
state conditional on the parents and their states). Each bar represents the range of
variation in the probability of the target state caused by a change in the
corresponding network parameter within a predefined interval, in this case +10%
of its current value. Parameters associated with longer bars indicate a stronger
influence on the target node. The left and right sides of the bar represent the
minimum and maximum probability values obtained within the analyzed range.
Also, Tornado analysis can isolate one most influential factor, or a combination of
several most influential factors. Note that the Tornado diagram allows for the
extraction of ten or more nodes with specific states that most influence the final
outcome. In the case of both scenarios developed in this paper, the Tornado diagram
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shows the ten most influential nodes. Also, Tornado analysis does not represent a
direct cause-and-effect interpretation, but shows how sensitive the probability of
the target event is to changes in certain model parameters.

6.1.1. Tornado analysis for a non-automated air traffic control system

The first step in this analysis was to identify the activities that exert the greatest
influence within the network structure. To conduct this assessment, it is necessary
to define at least one node as the target of the analysis. Given that the primary
objective of this study is to determine which activities, or combinations of activities,
most strongly affect the realization of the “Expected Event” and consequently the
resilience and safety of the system through the timely completion of all operational
tasks, the final node of the network, labeled “Expected Event,” was selected as the
target node.

After defining the target, the sensitivity analysis enables the computation of how
variations in individual network parameters influence the posterior probability of
the target state. This procedure makes it possible to systematically identify the
nodes with the strongest impact on the final system outcome. As explained earlier,
the procedure was done in the GeNIE Academic software.

As shown in Figure 22, which presents the activity network of the non-automated
ATC system, the nodes highlighted in red represent parameters that exert a
significant influence on the posterior probability of the target node (a more intense
red coloration indicates a stronger structural impact) being realized. By identifying
the nodes with the highest intensity, it becomes possible to determine which
activities are most sensitive to variation and therefore most critical to overall
system performance. Note, the color scheme is automatically generated by the
software after a sensitivity analysis is performed. In the non-automated ATC system,
the most influential parameters belong to the following categories:

e Organizational functions: Procedures, Resources, Competences, and
Human Factors;
e Human functions:
o Highest impact: Pilot actions and CDM with LTM;
o Moderate but still relevant impact: Flight data updating, Instruction
issuing, and Warning issuing;
o Technological functions:
o Highest impact: Surveillance, Meteorological provision, and Flight
plan delivery and Data presentation;
o Moderate impact: Airspace status information and Alert provision.

The prominence of these parameters in the sensitivity analysis suggests that they
have the strongest influence on the probability of the final node, highlighting their
critical role in shaping system performance and maintaining operational stability in
a non-automated ATC environment. Resilience primarily depends on procedural
robustness, resource adequacy, operator competence, and effective coordination.
Human functions such as pilot actions and collaborative decision-making exert the
strongest structural influence because they directly determine whether operational
activities are completed on time.

64



Doctoral Dissertation

Doroteja Timoti¢ Petkovi¢

C) Surveillance
Mot_at_all 25% [l
Too_late 25%] |
Too_early 25% [

on_time 25% ([l =

(O Met Provision
Not_at_all 25% (]

Too_early 25% |l
on_time 25% (Il

() Fight plan delivery
Not_at_all 25% (Il
Too_late 25%|[ |
Too_early 25% [l
on_time 25% |l =
() Airspace Status Inf...
Not_at_all 25% (Il
Too_late 25%|[]
Too_early 25% [l
on_time 25% [l =

C) Data_Acquisition

Too_late 25%| | o ——

Not_at_all 8%]]

‘_I"
B
5
1]
g
=

Too_late 27% |
Too_early 40% -

on_time 25% [l

¥
(O Alert Provision

Not_at_all 16% [l
Too_late 23%|[]
Too_earty 40% -

on_time 21%|[ll =

on_time  21% |l

L J
C) Monitoring
Not_at_all &%]]

() CDM with LTM

C) Decision support

Not_at_all 25% (Il
Too_late 25%|[ |
Too_early 25% .
on_time 25% (Il

C) Warning issuing
Not_at_all 14%][]

Too_late 25%|[]
Too_early 44% -
Wlon_time 25% ([l =

3

C)Trafﬂc: Situation Eva...

Not_at_all 7%]]

Too_late 23%|[]
Too_early 41% -
on_time 29% (Il

r_

Too_early 42% -
On_time 22%. E¥|

(O Flight Data Updating

Mot_at_all 14% [} (O Coordination to othe...
Too_late 22%|] Not_at_all 6%]]
[ ™itoo_iate 23%][]

T ————{Too_early 43% [l

Je-{Too_late 23%][]

Too_earty 42% |
on_time 21%|[l =

¥

Not_at_all 4%]|
Too_late 21%|[]
Too_earfy 45% -
on_tme 30%(l =

Too_late 18%|[]

Mot_at_all 4%||

Too_early 42% -
on_time 37%[ll =w

N,
(O Confiict Detection _—fj'mu earty 39% |l

on_time 25% (Il

k 4
(O Decision making
Not_at_all 5%]|

Too_late 24%|[]
Too_earty 46% -
on_time 24% |l =

¥
O Instruction issuing

Not_at_all 5%]|
Too_late 17%|[]

on_time 39% |l =

C}Transfer to other ATC|
Not_at_all 5%
Too_late 19% ([
Too_earhy 40% -
on_time 36% [l

Figure 22. The most significant nodes in the network: a non-automated scenario
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Technological functions, particularly surveillance, meteorological provision, and
flight plan delivery, also play a significant role by shaping the informational
foundation upon which decisions are made. Together, these findings indicate that
resilience in the non-automated system is largely distributed across human and
organizational mechanisms, with technology serving as a critical but supportive
component rather than an autonomous stabilizing force.

Accordingly, a Tornado analysis was performed in order to identify the most
influential activities or combination of them affecting the realization of the final
outcome, represented by the “Expected event” node, in the scenario where all
activities are performed by a human operator. In other words, Tornado analysis
answers the question: which activities have the greatest influence on whether the
“Expected event” will be realized on time, too early, too late or not at all. Target
outcome: “Expected event” = On time

Figure 23 shows the Tornado diagram obtained when the “Expected event” node is
set to the state on time realization. The diagram provides the numerical sensitivity
values, highlighting the states for ten variables that have the greatest influence on
the output variable. As illustrated in Figure 23, some influences correspond to a
single state of an individual variable, while others represent combinations of several
states across different variables.

Sensitivity for Expected_svent=0n_time
Current value; 0.481625 Reachable range: [0.474199 .. 0.429051]

0.475 0.48 0.485

vl

1: Expected_event=0n_time | Pilot_actions=0n_time, Deckion_making=Too_early, Transfer_to_other_ATC=0n_time

2. Expected_event=0n_time | Pilot_actions=0n_time, Decigion_making=Too_early, Tranzfer_to_other ATC=Too_early

3: Procedurep=Innacurate
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Figure 23. Tornado diagram for the “Expected Event” node - on time realization in a non-automated
air traffic control system

From the Tornado diagram, presented in Figure 23, it can be observed that in the
baseline model the probability of the “Expected Event” occurring in the state on time
is approximately 48%. The Tornado analysis illustrates the sensitivity of this
probability to changes in the states of other nodes within the Bayesian network. In
this case, the reachable range is between [0.474 and 0.489], indicating that
variations in the most influential factors can shift the probability of timely event
realization from approximately 47.4% to 48.9%. The range of target values indicates
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minimum and maximum posterior probability values for the selected target
outcome. The relatively narrow range of variation suggests that the modeled system
exhibits a certain degree of stability, although specific operational and
organizational factors can still influence the likelihood of the event being realized
on time.

As previously explained, each bar in the Tornado diagram corresponds to the state
of a single variable or to a combination of several states within the network. In this
case, the left side of the bar indicates a decrease in the probability of the on time
realization, while the right side represents an increase in this probability. The length
of the bar reflects the magnitude of the influence, with longer bars indicating
stronger sensitivity of the target node to the corresponding factor.

The most influential entry in the diagram represents a combination of three
operational nodes: “Pilot actions = on time”, “Decision making = too early”, and
“Transfer to other ATC = on time”. This combination produces the largest variation
in the probability of the expected event being realized on time. The result highlights
the importance of the temporal coordination of key operational activities within the
ATC. In particular, the interaction between pilot actions, ATCO decision-making, and
sector transfer procedures plays a critical role in ensuring the timely realization of
operational events. These findings indicate that the performance of the non-
automated ATC system is strongly influenced by the synchronization of human-
driven operational processes, emphasizing the central role of human coordination
and timing in maintaining efficient system performance.

The second most influential case corresponds to the combination of states “Pilot
actions = on time”, “Decision making = too early”, and “Transfer to other ATC = too
early”. This result indicates that performing the sector transfer earlier than
expected, in addition to earlier decision making, can significantly affect the
probability of the event being realized on time. Such a finding highlights the
importance of temporal alignment between different operational activities. In
particular, it suggests that the discrepancy in the time execution of certain activities
can lead to changes in the operational outcome, even when other key actions were

performed in a timely manner.

In addition to these operational activities, several organizational functions also
appear among the influential factors affecting the timely realization of the event. For
example, the analysis shows that inaccurate procedures can significantly reduce the
probability of the event being realized on time, indicating that the quality and clarity
of operational procedures directly influence the efficiency of task execution within
the ATC system. Similarly, inadequate resources, such as insufficient personnel,
equipment, or information availability, may negatively affect operational
performance and reduce the likelihood of timely event realization. Finally, the
competences of the ATCO also play an important role, further emphasizing the
significance of the human factor in the overall performance and reliability of the
system.
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Target outcome: “Expected event” = Too early

The Tornado diagram presented in Figure 24 illustrates the sensitivity of the
probability of the too early realization of the “Expected event” in the non-automated
ATC system. The baseline probability of this state is approximately 36%, while the
sensitivity analysis indicates that this value may vary within the range of
approximately 35% to 37% depending on the states of the most influential variables.

And in this case, the most influential variables stand out as "Pilot actions", "Decision
making" and "Transfer to other ATC" in combination with different states. The
results indicate that early decision-making and early execution of operational
actions can increase the likelihood of premature event realization.

These findings highlight the importance of temporal coordination between
operational functions, suggesting that mismatches in the timing of key activities may
lead to early realization of operational events within the ATC process.

Sensitivity for Expected_event=Too_early
Current value: 0.362009 Reachable range: [0.354582 .. 0.365435]
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4: Expected_ewvent=0n_time | Pilot_actions=Too_early, Dedision_making=Too_early, Transfer_to_other_ATC=0n_time

5. Expected_ewvent=0n_time | Pilot_actions=0n_time, Decigion_making=0n_time, Transfer_to_other_ATC=Too_earhy
6: Expected_event=Too_early | Pilot_actions=Too_early, Dedision_making=Too_early, Transfer_to_other_ATC=Too_early
T: Expected_eveni=0n_time | Pilot_actions=Too_early, Decigion_making=Too_early, Transfer_to_other_ATC=Too_early

8: Expected_event=Too_early | Pilot_actions=0n_time, Degision_making=Too_early, Transfer_to_other_ATC=0n_time

9. Expected_event=0n_time | Pilot_actions=Too_early, Defision_making=0n_time, Transfer_to_other_ATC=0n_time

10: Expected_event=Too_early | Pilot_actions=0n_time, Degision_making=Too_early, Transfer_to_other_ATC=Too_early

Figure 24. Tornado diagram for the “Expected Event” node - too early realization in a non-automated
air traffic control system

Target outcome: “Expected event” = Too late

The Tornado diagram presented in Figure 25 illustrates the sensitivity of the
probability of the “Too late” realization of the “Expected event” in the non-automated
ATC system. The baseline probability of this state is approximately 12%, while the
sensitivity analysis shows that this value may vary within the range of
approximately 11% to 12% depending on the states of the most influential variables.

The most influential parameter is “Procedures = inaccurate”. This result shows that
imprecise or inadequate procedures significantly increase the probability of an
event being realized late. In other words, the quality of operational procedures plays
a key role in maintaining the timely execution of activities in the ATC system.
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The second most influential is the node “Resources = inaccurate”. This indicates that
insufficient or inadequate resources, such as a lack of staff, equipment or
information, may increase the likelihood of delays in event delivery. Similarly, the
factors “Competences” and “Human factors” appear, which shows that the human
and organizational aspects of the system have a significant impact on the occurrence
of delays in operations. For example: “Competences = inaccurate” increases the
probability of delays, while “Human factors = inaccurate” also contributes to
increasing the probability of late realization of events. These results emphasize the
importance of controller competencies, work organization and human performance
in maintaining system efficiency.

Unlike the previous diagrams (on time and too early), where operational activities
dominated, here they appear only in the lower part of the diagram, as a combination:
“Pilot actions”, “Decision making”, “Transfer to other ATC”, especially in cases where
all these activities were implemented late. This means that delay can occur when
multiple operational functions are late at the same time, but their impact is minor

compared to organizational factors such as procedures and resources.

Sensitivity for Expected event=Too_late
Current value: 0.118119 Reachable range: [0.114045 .. 0.122188]
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10: Expected_event=Too_early | Pilbt_actions=Too_early, DEcision_making=Too_late, Transfer_to_other_ATC=Too_late

Figure 25. Tornado diagram for the “Expected Event” node - too late realization in a non-automated
air traffic control system

Target outcome: “Expected event” = Not at all

The Tornado diagram presented in Figure 26 illustrates the sensitivity of the
probability of the not at all realization of the “Expected event” in the non-automated
ATC system. The baseline probability of this state is approximately 4%, while the
sensitivity analysis indicates that this value may vary between approximately 3%
and 4% depending on the states of the most influential variables.

The most significant impact is associated with organizational and human-related
factors, particularly the accuracy of procedures and the availability of resources.
Inaccurate procedures and inadequate resources increase the likelihood that the
expected event will not be realized. In addition, ATCO’s competences and human
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factors also influence the probability of this outcome. Operational activities such as
“Pilot actions”, “Decision making”, “Transfer to other ATC” sector appear lower in the
diagram, suggesting that the complete failure of event realization is more strongly
related to systemic and organizational conditions than to the timing of individual

operational actions.

Sensitivity for Expected_svent=Not_at_all
Current value; 0.0322477 Reachable range: [0.0352787 .. 0.0402167)]
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10: Expected_event=Not_at_all | Pilot_actions=Not_at_all, Degision_making=Not_at_all, Transfer_to_other_ATC=Not_at_all

Figure 26. Tornado diagram for the “Expected Event” node - not at all realization in a non-automated
air traffic control system

6.1.2. Tornado analysis for an automated air traffic control system

As for the non-automated system, for the case where automation is introduced into
the ATC system, itis necessary to set the last node, the "Expected Event" as the target.
In this way, it is possible to identify the most influential activities on the final
outcome and the analysis procedure is the same as for the previous scenario. A
visual representation of the most significant activities within the automated ATC
system is given in Figure 27. Note, the color scheme is automatically generated by
the software after a sensitivity analysis is performed: the most influential activities
are given in a stronger red color.

In the automated ATC system, the most influential parameters belong to the
following categories:

e Organizational functions:
o Highest impact: Human factors
o Moderate but still relevant impact: Competences, Resources and
Procedures

e Human functions: To manage teamwork and Human-automation feedback
loop
e Technological functions:
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o Highest impact: Pilots actions, Data presentation, Surveillance, and
Meteorological provision.
o Moderate impact: Airspace status information and Flight plan delivery
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Figure 27. The most significant nodes in the network: an automated scenario
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In this scenario, a redistribution of structural influence can be observed compared
to the non-automated configuration. The most influential parameter becomes
“Human factors”, indicating that, despite the introduction of advanced technological
support, the human operator remains the critical safety barrier. In automated
environments, ATCOs assume a supervisory role, which increases the importance of
cognitive workload management, situation awareness maintenance, and the ability
to detect and override potential automation failures. Consequently, system
resilience becomes strongly dependent on the quality of human-automation
interaction.

) “

Functions such as “Competences”, “Resources”, and “Procedures” retain moderate
influence, reflecting the need for adapted training in relation to automation
introduction, robust organizational support, and clearly defined fallback strategies
in highly automated contexts. Human functions shift toward managing teamwork
and maintaining an effective human-automation feedback loop, emphasizing that
resilience in automated systems emerges from coordinated socio-technical
interaction rather than from isolated human actions.

o« » o«

Among technological functions, “Pilot actions”, “Data presentation”, “Surveillance”,
and “Meteorological provision” exhibit the highest impact. Automation increases
dependence on the accuracy and reliability of input data and on the clarity of
information presentation. Inaccurate surveillance or meteorological data may
propagate through automated decision-support algorithms, amplifying their
systemic effect. Therefore, resilience in the automated ATC system is shaped not
only by technological reliability but by the transparency, interpretability, and
adaptability of the entire socio-technical network

As for the previous scenario, Tornado analysis was conducted for the "Expected
Event" and the analysis of the most influential factors on the realization of the states
of this event in the case when the system is fully automated, i.e. when all activities
are performed by automation.

Target outcome: “Expected event” = On time

The Tornado diagram depicts the most influential activities for a selected state of
the output node in Figure 28. These activities are arranged in descending order of
sensitivity. It can be observed that in the baseline model the probability of the
“Expected Event” occurring in the state on time is approximately 6.9%. In this case,
the reachable range is between 0.0678 and 0.0703, indicating that variations in the
most influential factors can shift the probability of timely event realization from
approximately 6.8% to 7.0%. The range of target values indicates minimum and
maximum posterior probability values for the selected target outcome. It can be
observed that the range of change is very small, which indicates that the system is
extremely stable in relation to changes in individual factors.

In Figure 28 ten most influential nodes with their states are presented. The first two
entries in the Tornado diagram in Figure 28 correspond to the states of the “Human
factors”node. The results show that favorable human factors, representing adequate
mental condition, alertness, and situational awareness of the ATCO, increase the
probability of timely event realization (right side of the diagram). Conversely,
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unfavorable human factors reduce this probability (left side of the diagram). This
finding highlights the importance of the ATCO’s cognitive state in automated
environments, where operators primarily monitor automated processes and must
intervene rapidly when necessary.

In contrast to the non-automated system, the automated model introduces the node
“Human-automation feedback loop”, which appears in combination with operational
activities such as “Pilot actions”, “Decision making”, and “Transfer to other ATC". The
results indicate that the timely exchange of information between human operators
and the automated system has a significant influence on the timely realization of
operational events. In automated environments, ATCOs often perform a monitoring
role, supervising the actions of automated tools and intervening when necessary.
Therefore, maintaining adequate levels of attention and situational awareness is
essential to ensure that ATCOs can react quickly and effectively if the automated

system fails or behaves unexpectedly.
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5. Expected_event=Too_early | Pilot_actions=0n_time, Decision_makigg=Too_late, Transfer_to_other ATC=Too_early, Human_automation...

6: Expected_event=Too_early | Pilot_actions=0n_time, Decision_making=Too_early, Transfer_to_other_ATC=0n_time, Human_automation_...

7: Expected_ewvent=0n_time | Pilot_actions=0n_time, Decision_making=Too_early, Transfer_to other_ATC=0n_time, Human_automation_f...

8. Expected_ewvent=0n_time | Pilot_actions=0n_time, Decision_makingFToo_early, Transfer_to_other_ATC=Too_early, Human_automation_...

5: Expected_ewvent=Too_early | Pilot_actions=0n_time, Decision_makijg=Too_early, Transfer_to_other_ATC=Too_early, Human_automatio. ..

10: Expected_event=0n_time | Pilot_actions=0n_time, Decision_making=Too_early, Transfer_to_other_ATC=0n_time, Human_automation_...

Figure 28. Tornado diagram for the “Expected Event” node - on time realization in an automated air
traffic control system

Target outcome: “Expected event” = too early

The Tornado diagram presented in Figure 29 illustrates the sensitivity of the
probability of the too early realization of the “Expected event” in the automated ATC
system. The baseline probability of this state is approximately 41.9%, while the
sensitivity analysis indicates that this value may vary within the range of
approximately 41.5% to 42.3% depending on the states of the most influential
variables.

The results show that human-related factors have the strongest influence on this
outcome. In particular, favorable human factors, representing adequate mental
condition, alertness, and situational awareness of the ATCO, reduce the probability
of premature event realization, while unfavorable human factors increase this
probability.
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In addition, the “Human-automation feedback loop” implies as an important element
influencing system behavior. The results suggest that premature realization of
operational events may occur when the interaction between the ATCO and the
automated system is not optimally synchronized. Therefore, the timely and effective
exchange of information between human operators and automated support systems
is essential for maintaining stable system performance. In the correlation with the
other important nodes such as "Pilot actions", "Decision making" and "Transfer to
other ATC", the "Human-automation feedback loop" plays important role of realizing
ATCO activities without some premature reactions.
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Figure 29. Tornado diagram for the “Expected Event” node - too early realization in an automated air
traffic control system

Target outcome: “Expected event” = too late

The Tornado diagram presented in Figure 30 illustrates the sensitivity of the
probability of the too late realization of the “Expected event” in the automated ATC
system. The baseline probability of this state is approximately 41.3%, while the
sensitivity analysis indicates that this value may vary within the range of
approximately 40.9% to 41.7% depending on the states of the most influential
variables. The range of change is relatively small, which again indicates that the
model shows a certain level of stability, although certain factors may affect the
probability of late realization of the event.

As shown in Figure 30, the first two bars correspond to the “Human factors” variable,
as was also observed in the analysis of the previous two states, although their
interpretation differs depending on the target outcome. When the node “Human
factors = accurate”, the left side of the bar represents a scenario in which the human
factors are favorable, meaning that the ATCO is in a good mental condition,
maintains adequate alertness, and possesses a high level of situational awareness.
Under such conditions, the probability of the too late realization decreases,
contributing to more stable system performance. Conversely, the right side of the
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bar indicates that deviations in human factors such as fatigue, reduced attention, or
loss of situational awareness may increase the likelihood of delayed realization of
the expected event.
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Figure 30. Tornado diagram for the “Expected Event” node - too late realization in an automated air
traffic control system

Similarly, when the node “Human factors = inaccurate”, unfavorable human factors
increase the probability of delayed event realization, while improvements in human
factors reduce this probability. These results emphasize that the ATCO’s cognitive
state plays a crucial role in maintaining timely system performance even in an
automated operational environment.

The “Human-automation feedback loop” node appears again as an important
element influencing system behavior. The results suggest that delays may occur
when the interaction between the ATCO and the automated system is not optimally
synchronized, which is consistent with the observations made for the previously
analyzed states. Therefore, the effectiveness of human-automation coordination
plays a crucial role in maintaining stable and timely system performance.

Other important nodes that also appear in the diagram are "Pilot actions", "Decision
making" and "Transfer to other ATC". These nodes appear in combination with the
"Human-automation loop" node, and since they are performed by automation in this
scenario, it can be seen that the knowledge of the automated system and the
feedback of the system to the human and vice versa, is an essential feature in
executing the final event without delay.
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Target outcome: “Expected event” = not at all

The Tornado diagram presented in Figure 31 illustrates the sensitivity of the
probability of the “Not at all”’ realization of the “Expected event” in the automated
ATC system. The baseline probability of this state is approximately 9.9%, while the
sensitivity analysis indicates that this value may vary within the range of
approximately 9.65% to 10.5% depending on the states of the most influential
variables. The range of change is relatively small, which again indicates that the
model shows a certain level of stability, although certain factors may affect the
probability of late realization of the event.

The tornado sensitivity analysis for the automated ATC system indicates that the
probability of the target state Expected event = not at all is most strongly influenced
by parameters related to human factors. The states Human factors = accurate and
Human factors = inaccurate appear as the most influential parameters, indicating
that even in an automated operational environment, system performance remains
highly dependent on human-related characteristics.
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Figure 31. Tornado diagram for the “Expected Event” node - not at all realization in an automated air
traffic control system

In addition to the previously discussed variables, the Tornado diagram (Figure 31)
also highlights the influence of two functions that are performed by humans such as
“Automation supervision” and “To manage teamwork”, and one performed by
automation such as “Instruction issuing”. These functions represent important
aspects of ATCO’s activities in an automated ATC environment. Automation
supervision refers to the monitoring of automated system functions and the ATCO’s
ability to detect and respond to potential system deviations. The function “To
manage teamwork” reflects the coordination between ATCOs and mainly the
automation, which is essential for maintaining a consistent flow of information and
decisions within the system. Finally, the function “Instruction issuing” represents the

communication of operational instructions to pilots, which directly enables the
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execution of planned actions. Since this function is performed by automation, the
correlation with the two previously mentioned human functions indicates how
important it is for humans and automation to be in good coordination while
performing tasks. Thus, the presence of these functions in the Tornado diagram
indicates that, even in an automated environment, effective coordination,
supervision of automated tools, and timely communication remain critical elements
influencing system performance.

6.2. BACKWARD ANALYSIS

Backward analysis is based on diagnostic reasoning and involves setting evidence
on the target (output) node and observing how this evidence influences the
posterior probability distributions of upstream nodes (Wang et al, 2023). In other
words, instead of examining how causes affect consequences, backward analysis
investigates which combinations of causes are most consistent with a given
outcome. This approach answers the question: “Given that a particular system
outcome has occurred, which factors most likely contributed to it?”

Backward analysis is particularly useful for identifying critical paths, diagnosing
system vulnerabilities, and understanding how unfavorable outcomes may emerge
from interactions among multiple interdependent functions. In resilience studies, it
enables the detection of structural weaknesses that may not be immediately visible
through forward (predictive) analysis.

The essential step in this procedure is to assign a 100% probability to a selected
state of the target node, which represents the key performance indicator for
assessing system resilience (Oliveira et al, 2023). By fixing the target outcome in this
way, it becomes possible to observe how the posterior probabilities of its parent and
upstream nodes adjust, thereby identifying those factors that most strongly
contribute to the specified outcome. The model actually computes the following:

P(Cause|Consequence)

This approach not only highlights the nodes with the greatest influence, but also
reveals the specific states in which these nodes need to be in order for the final
expected event to occur on time. In the context of this study, this corresponds to the
successful and timely completion of the entire loop of ATCO activities.

Furthermore, the same analytical procedure can be applied to alternative states of
the target node. By doing so, different causal configurations and pathways leading
to other system outcomes can be identified, enabling a comprehensive
understanding of the structural conditions associated with both desirable and
undesirable performance states.

In order to perform backward analysis, the target node "Expected Event" was set to
record with a 100% probability for the desired state (on time, not at all, too late and
too early), whereby this information is propagated backwards through the network
to the parent and dependent nodes. In this way, it is possible to determine which
nodes and states have the greatest contribution to specific outcome.
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In this way, a set of activities can be determined that will represent the "critical path"
in the realization of the final event set on desired state. In this case, as already
explained in one of the previous chapters, the final outcome refers to the realization
of the ATCOs activities depending on selected state in order to preserve the
resilience and safety of the system. That is why it is very important to examine which
activities should be acted on in advance in order to avoid some undesirable effects
and situations. One important notation when defining the "critical path" of activities
is that with this analysis, it is not identified deterministically, but rather represents
a set of variables with the largest posterior contribution to a given goal.

6.2.1. Backward analysis for a non-automated air traffic control system

The following text presents the results of a backward sensitivity analysis when the
states of the "Expected Event" node are set to 100% realization for the non-
automation scenario.

Back-propagation with output accuracy 100% on time - Best case

Figure 32 presents the BBN when the state of the final node, “Expected event”, is set
to 100% on time realization. The results indicate that system resilience emerges
from the distributed flexibility of multiple operational functions that can adapt to
variability and compensate for deviations occurring during the operational process.
In this configuration, resilience is not associated with a single critical activity but
rather with the collective contribution of several interconnected functions.
Responsibility for maintaining system performance is distributed across functions
such as decision making, monitoring, coordination, and operational execution,
allowing deviations in one activity to be mitigated by adjustments in others.
Consequently, the system demonstrates a high capacity to absorb variability,
primarily due to a human adaptability and effective coordination among operational
actors.

Table 7 presents the probabilities of the most influential nodes and their respective
states that contribute to the realization of the “Expected event” as on time when the
final node is fixed at 100% on time. The results show that the strongest influence is
associated with the node “Pilot actions”, which are performed on time in 63% of the
cases. This is followed by “Transfer to other ATC”, which occurs on time in 49% of
the cases, and “Decision making”, which is realized on time in 35% of the cases.
Although the proportion of too early outcomes in the “Decision making” node
remains relatively high, the interaction with other ATCO activities allows these
deviations to be compensated. As a result, the overall sequence of operations may
still lead to the successful and timely realization of the final event.

The critical operational path identified in this model, which highlights human
flexibility and coordination as the primary contributors to resilience in the non-
automated system, is shown in Figure 32 and can be described as follows:

Monitoring — Conflict detection — Decision making — Instruction issuing — Pilot
actions — Transfer to other ATC — Expected event.

In addition to this main path, it is also important to consider the supporting
sequence (Figure 32):
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Monitoring — Traffic situation evaluation — Conflict detection — Coordination to
other ATC — Transfer to other ATC — Expected event.

This supporting path emphasizes the importance of early situation awareness.
When the system is able to recognize traffic conditions and potential conflicts in a
timely manner, it enables subsequent operational functions to be performed at the
appropriate moment, thereby increasing the likelihood of the final event being

realized on time.
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Figure 32. Bayesian Belief Network with 100% “on time” Expected Event Realization in a Non-
Automated System

Table 7. Nodes that form the critical path in the case of 100% “on time” Realization of the Final Event
in a Non-Automated Air Traffic Control System

OnTime Tooearly Toolate NotatAll
Decision Making 35% 54% 11% 0%
Instruction Issuing 53% 41% 5% 0%
Pilot Actions 63% 34% 3% 0%
Transfer to other ATC 49% 42% 9% 1%
Conflict Detection 39% 47% 12% 1%
Monitoring 34% 50% 15% 1%

Back-propagation with output accuracy 100% Not at all - Worst case

A back-propagation analysis was conducted under the assumption that the
“Expected event” did not occur in 100% of cases. Figure 33 illustrates this scenario
within a non-automated system where the desired outcome is completely absent.
The results show that the majority of key functions such as “Monitoring”, “Conflict
Detection”, “Traffic Situation Evaluation”, “Coordination”, “Pilot Actions”, and
“Transfer to Other ATC” are highly unlikely to be performed on time.

The probability distributions are predominantly concentrated in the “Not at all” and
“Too late” states, while the likelihood of the on time state is almost negligible. For
instance, the probabilities of performing “Conflict Detection” on time, “Decision
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Making” on time, and “Instruction Issuing” on time amounts to 2%, 0%, and 0%,
respectively. Similarly, “Coordination” (1%) and “Pilot Actions” (0%) show
extremely low probabilities of timely execution.

At the same time, upstream factors such as “Procedures,” “Resources,’
“Competencies,” and “Human Factors” predominantly shift toward the inaccurate
state. This overall pattern suggests that a system relying exclusively on human
performance lacks sufficient capacity to complete the full chain of activities within
the required timeframe. Consequently, resilience is significantly reduced, and the
system remains without an effective protective mechanism when exposed to
disturbances.
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Figure 33. Bayesian Belief Network Back-Propagation with 100% “not at all” Outcome in the
Expected Event Node for a Non-Automated Air Traffic Control System
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In this case, a critical path is consisting of functions that are crucial to the realization
of the final event on time, but can barely be realized on time, namely (Figure 33):

Monitoring — Conflict detection — Decision making — Instruction issuing — Pilot
actions — Transfer to other ATC — Expected event.

Back-propagation with output accuracy 100% Too early

The back-propagation analysis was conducted for the scenario in which the final
node “Expected event” was set to the state too early with 100% probability. This
configuration allows the identification of the most probable upstream conditions
that could lead to a premature realization of the expected event in a non-automated
ATC system. This back-propagation analysis is presented in Figure 34.

The results indicate that the human-performed functions, given in blue nodes, such

»” «

as “Monitoring”, “Conflict Detection”, “Decision Making”, “Instruction Issuing”, “Pilot
Actions”, “Coordination”, and “Transfer to Other ATC”, exhibit a dominant shift
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toward the too early state. The model redistributes probabilities across key
functions, while the likelihood of on time decreases and the not at all state remains
comparatively low. This pattern suggests that, in a non-automated environment
where operational functions are executed exclusively by humans, premature actions
across multiple stages of the operational chain are the most probable contributors
to the early occurrence of the expected event.

Importantly, the functions performed by system (white nodes) do not indicate
structural failure but rather reflect altered timing dynamics. The system remains
operational. However, the temporal alignment between functions is disrupted. The
organizational factors such as “Procedures”, “Resources”, “Competences”, and
“Human Factors”, do not predominantly transition into the “Inaccurate” state, which
would indicate systemic degradation. Instead, their distributions suggest that the
early realization of the event is not primarily caused by organizational breakdown,
but rather by cumulative temporal deviations in human-executed processes.
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Figure 34. Bayesian Belief Network Back-Propagation with 100% “too early” Outcome in the
Expected Event Node for a Non-Automated Air Traffic Control System

In this case (Figure 34), two critical paths can be defined:

Monitoring — Traffic Situation Evaluation — Conflict detection — Coordination —
Transfer to other ATC — Expected event, and

Monitoring — Decision support — Decision making — Instruction issuing —Pilots
actions — Transfer to other ATC — Expected event.

Back-propagation with output accuracy 100% Too late

Backward analysis was performed for a scenario in which the final node "Expected
event" is set to the state too late with a probability of 100%, within a non-automated
air traffic control system (Figure 35). The results show a pronounced shift of most
human functions towards the too late state, with almost negligible values for the on
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time state. Functions such as “Monitoring”, “Conflict Detection”, “Decision Making”,
“Instruction Issuing”, “Pilot Actions”, “Coordination” and “Transfer to Other ATC”
show dominant delay probabilities, indicating the existence of a chain structure of
time displacement along the entire operational flow. The delay in the early stages
(“Monitoring” with only 3% on time and 51% too late realization, and “Conflict
Detection” with 7% on time, and 44% too late realization) generates a domino effect
that is transmitted to the decision-making, issuing of instructions and execution of
actions.

Unlike the scenario of premature realization of the event, in this case the
organizational factors (“Procedures”, “Resources”, “Competences” and “Human
Factors”) dominantly move to the inaccurate state (56%, 54%, 51% and 48%
respectively), which indicates that the cause of the delay is not exclusively of an
individual nature, but is a consequence of the systemic weakening of support for
human functions. Although the system does not show a complete collapse of activity,
the loss of temporal stability and the ability to respond in a timely manner is evident,
which significantly impairs its resilience.
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Figure 35. Bayesian Belief Network Back-Propagation with 100% “too late” Outcome in the Expected
Event Node for a Non-Automated Air Traffic Control System

In this case, a critical path is consisting of functions that are crucial to the realization
of the final event too late, namely (Figure 35):

Monitoring — Traffic situation evaluation — Conflict detection — Decision making
- Instruction issuing — Pilot actions — Transfer to other ATC — Expected event.

6.2.2. Backward analysis for an automated air traffic control system
Back-propagation with output accuracy 100% on time - Best case

In the automated system scenario, the BBN configuration in which the “Expected
event” is set to 100% on time is shown in Figure 36. The results indicate that the
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system exhibits reduced flexibility compared to the non-automated case, primarily
because human operators are no longer directly engaged in all operational
functions, but are instead limited to supervisory and intervention roles. In this
configuration, resilience largely depends on a smaller number of critical nodes,
particularly “Human-automation feedback” and “Automated supervision”.

The findings suggest that the automated system achieves higher efficiency under
nominal conditions, provided that all components function as intended. However,
this efficiency is accompanied by increased structural sensitivity: a malfunction or
degradation in one of the key nodes can significantly diminish the likelihood of
timely realization of the final event. This implies that the introduction of automation
in future ATC systems must be accompanied by carefully designed redundant and
transparent feedback mechanisms to preserve overall system resilience.
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Figure 36. Bayesian Belief Network with 100% on Time Expected Event Realization in an Automated
System

Table 8 presents the probability distributions of the nodes most strongly associated
with the timely realization of the final event when the final node is fixed at 100% on
time in the automated configuration. The results show that the strongest contributor
to timely task execution is “Pilot activities”, which are performed on time in 65% of
cases, followed by the “Human-automation feedback loop”, realized on time in 54%
of cases. Although the nodes “Decision Making”, “Transfer to other ATC”,
“Coordination”, and “To manage trust” still display a slightly higher tendency toward
too early realization, the presence of an effective feedback loop between automation
and the ATCO enables these premature actions to be detected, adjusted, and
compensated. As a result, their early execution does not substantially compromise
the timely achievement of the final operational objective.
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Table 8. Most Influential Nodes under 100% “on time” Realization of the Final Event in an Automated
Air Traffic Control System

On Time Too early Too late Not at All
Human-automation feedback loop 54% 38% 8% 0%
Automation Supervision 47% 39% 12% 2%
To manage Trust 37% 41% 19% 3%
Decision Making 20% 44% 30% 7%
Pilot Actions 65% 26% 5% 4%
Coordination 32% 47% 19% 3%
Transfer to other ATC 41% 42% 15% 3%
Accurate  Acceptable Inaccurate
To manage Teamwork 56% 33% 11%

In this case, two critical paths can be observed that contribute to the realization of
the “Expected event” on time, namely (Figure 36):

To Manage Trust— Automation supervision -To Manage Teamwork = Human-
automation feedback loop — Expected Event, and

Decision making — Instruction issuing — Pilot actions — Transfer to ATC— Expected
Event.

Back-propagation with output accuracy 100% Not at all - Worst case

In the automated system configuration (Figure 37), imposing the same condition
produces a markedly different probability distribution. Key operational functions
show a substantially higher likelihood of being executed on time: conflicts are
detected on time in 35% of cases, instructions are issued on time in 35% as well,
pilot reactions occur on time in 27%, and transfer to another ATC unit is completed
promptly in 41% of cases.

Organizational factors also demonstrate improved performance compared to the
non-automated scenario. The “Human Factors” is in the “Accurate” state in 47% of
cases, “Competencies” in 31%, while “Procedures” and “Resources” are accurate in
33% and 34% of cases, respectively. Furthermore, nodes specific to the automated
architecture, such as “Automation Supervision” and the “Human-Automation
Feedback Loop” contribute significantly to the “On time” and “Accurate” states,
reinforcing overall system performance.
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Figure 37. Bayesian Belief Network Back-Propagation with 100% “not at all” Outcome in the
“Expected Event” Node for an Automated Air Traffic Control System

In this case, two critical paths can be observed, namely (Figure 37):

Data Acquisition — Data Presentation —»Monitoring — Conflict Detection — Decision
Making — Instruction Issuing — Pilot Actions — Transfer to Other ATC — Expected
Event, and

Identification of system expected response — To Manage Trust — Automation
Supervision - Human Automation Feedback — Expected Event.

Back-propagation with output accuracy 100% Too early

Backward analysis of the automated ATC system was performed for a scenario
where the "Expected event" node is set to the state "Too early" with a probability of
100% (Figure 38). The results show that the premature realization of the event does
not lead to system degradation, but to a marked shift in the temporal dynamics of
operational functions. Human functions, such as “Monitoring”, “Decision Making”
and “Pilot Actions”, show a dominant tendency towards the "Too early" state, but at
the same time retain a significant percentage of "On time" realization, which
indicates the preserved operational capability of the system.

Automated functions, including “Conflict Detection”, “Instruction Issuing”, and
“Automation Supervision”, show a relatively balanced distribution between "On
time" and "Too early" states, without transitioning into critical states.

Organizational functions do not show a significant shift towards the "Inaccurate"
state, which confirms that the premature realization of the event is not a
consequence of organizational disruption, but rather a change in the dynamics of
human-automation interaction.
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Figure 38. Bayesian Belief Network Back-Propagation with 100% “too early” Outcome in the
“Expected Event” Node for an Automated Air Traffic Control System

Two dominant critical pathways can be identified in this case. The first corresponds
to the core operational chain of the ATC process, consisting of the sequence:

Conflict detection — Decision making — Instruction issuing — Pilot actions —
Transfer to other ATC unit — Expected event.

The second critical pathway is related to human-automation interaction and
includes the sequence:

Identification of system state — To manage trust - Automation supervision —
Human-automation feedback loop — Expected event.

Back-propagation with output accuracy 100% Too late

Backward analysis of the automated ATC in case of a scenario where the "Expected
event" end node is set to the "Too late" state with a probability of 100% is presented
in Figure 39. The results show that, in contrast to the non-automated system, there
is no global degradation of functions. Most operational nodes, including “Conflict
Detection”, “Instruction Issuing”, “Pilot Actions” and “Transfer to Other ATC”, retain a
significant percentage of realization in the "On time" and "Too early" states, while

the "Too late" state is dominant only in the final outcome.
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Figure 39. Bayesian Belief Network Back-Propagation with 100% “too late” Outcome in the “Expected
Event” Node for an Automated Air Traffic Control System

Organizational functions do not transition to the "Inaccurate" state, indicating that
the cause of the delay is not a systemic collapse or a decline in organizational
support. The analysis shows that the delay is most pronounced in the nodes
representing automation interaction and supervision, especially in the functions
“Human-Automation Feedback” and “Automation Supervision”. This indicates that
the system is functionally stable, but sensitive to disturbances in the coordination
between humans and automated processes. Automation maintains the continuity of
the execution of routine tasks, but the final failure can occur as a result of
disruptions in the integration and synchronization of key control mechanisms, thus
shifting the resilience of the system from the operational to the level of management
and supervision.It should be noted that in this case no dominant critical pathway
can be identified, since the probability of the too late state remains lower than the
probabilities of the other states throughout the analysed nodes.

6.3. FORWARD ANALYSIS

Forward analysis is a type of probabilistic analysis that allows the analysis of the
influence of an input node on the output of a network. In this approach, a probability
distribution is associated with the input nodes, while the final probability
distribution of the target node is actually calculated by propagating uncertainty
through the network. The analysis is conducted with the aim of examining how
uncertainties in the input nodes can affect the probability of the final node. This
analysis is essentially cause-to-effect analysis in which the marginal distribution of
ancestor nodes measure their influence on connected descendant nodes (Wang et
al, 2023), and it can be written as follows:

P(Consequence|Cause)
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This analysis is particularly useful for evaluating the effects of introducing
automation and for predicting system behavior under different scenarios. This
approach enables evaluation of the impact of different inputs on the network output
and helps identifying the input nodes with the highest effect on the output (Delgado-
Aguilera Jurado et al, 2022).

Forward analysis therefore enables the assessment of how variability propagates
within the modified system and whether the automated configuration dampens or
amplifies disturbances. After identifying the most influential factors through the
Tornado analysis and determining the critical operational path using the backward
analysis, a forward analysis was performed in order to examine how variations in
the key parameters propagate through the system. This approach enables the
evaluation of how variability in critical functions affects the overall system behavior
and the realization of the “Expected event”, particularly in the automated system
where operational functions are transferred from the human operator to automated
components.

Forward analysis was primarily conducted for the automated ATC system, as this
configuration introduces significant structural changes in the distribution of
functions between the human operator and the automated system, and it is
important to evaluate resilience under these conditions of structural change. While
the non-automated system serves as a baseline reference with already established
operational behavior, the introduction of automation fundamentally alters system
architecture by adding new interaction mechanisms, such as human-automation
feedback loops, trust management, and automation reliability. These elements
introduce additional sources of variability and nonlinear interdependencies, whose
effects cannot be directly inferred without simulation.

Therefore, the forward analysis focused on key nodes related to human-automation
interaction and supervision of automation, such as “Human factors”, “Human-
automation feedback loop”, “Automation supervision”, and “To manage trust”. By
setting evidence on these nodes, several operational scenarios were simulated in
order to examine how deviations in these functions influence downstream
processes and the realization of the expected event. This approach provides
additional insight into the resilience of the automated system and the mechanisms
through which variability may affect overall system performance. The mentioned

scenarios for selected nodes are explained further.

1. Degraded human factor

The first analyzed scenario refers to degraded human factors where the evidence is
set to "Human factors = inaccurate”. In this case, the analysis includes how basic
activities, previously performed by ATCOs, are changing and now are being
performed by automation. The main goal of this scenario is to show how ATCO’s
fatigue, loss of situational awareness, poor mental state, reduced ability to monitor
automation, and other related factors can affect the realization of the final event.
Although it is an automated system, previous analyses have shown that this node is
of exceptional importance for the resilience of the future ATC system, primarily
because it affects the quality of the ATCO's reaction in situations when it is needed.
Forward analysis for this node is presented in Figure 40.
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Figure 40. Forward analysis - “Human factors” = Inaccurate

The results of the forward analysis (Figure 40) show noticeable changes in the
probability distribution across several nodes in the network. In particular, the
probability of the state too late in the “Decision making” node increases significantly
(from 27% to 49%), while the probability of the on time state decreases (from 23%
to 4%). This indicates that degraded situational awareness and reduced ATCO
attention may lead to delayed decision-making processes. In addition, significant
changes are observed in the “Conflict detection” node (“not at all” increase from 27%
to 80%), suggesting that insufficient monitoring of automated processes may reduce
the likelihood of timely conflict identification. These changes propagate further
through the network and ultimately affect the probability distribution of the
“Expected event”. However, the changes in the final node are not drastic despite the
degradation of human performance. Such behavior suggests a certain level of
robustness within the system structure.

Note that these changes do not imply that automation itself performs worse, but
rather that degraded human supervision and interpretation of automated
information may influence how automated outputs are used within the operational
process. This illustrates that even in highly automated systems the human operator
remains an essential component of system performance and resilience.

2. Automation supervision problem

In this scenario, the "Automation supervision" node is set to the too late state to
examine what happens in situations where the ATCO does not notice the existence
of an automation problem in time.
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Figure 41. Forward analysis - “Automation supervision” = Too late

The results (Figure 41) show noticeable changes in several nodes related to human-
automation interaction. First of all, a change is observed in the node that is actually
an influential node to the node being analyzed, which is the node “To manage trust”.
[t can be observed that it shifts predominantly to the state too late, reaching a
probability of 54% (23% in baseline scenario), while the probabilities of the states
too early, not at all, and on time are 26%, 18%, and 2%, respectively (41%, 6% and
30% in baseline scenario, respectively). In addition, the node “Human-automation
feedback loop” exhibits significant temporal variability, with probabilities of 41% for
too late, 40% for too early, 10% for not at all, and only 9% for on time (23%, 45%,
4%, and 28% in baseline scenario, respectively).

Ultimately, these changes influence the final node “Expected event”, where the
probability of the too late realization becomes dominant at 48%, followed by 34%
for too early, 13% for not at all, and only 5% for the on time realization (41%, 42%,
10%, 7% in baseline scenario, respectively). This indicates that delayed supervision
of automated processes primarily shifts the system toward delayed operational
outcomes, highlighting the critical role of timely human oversight in maintaining the
performance and resilience of automated air traffic control systems.

3. Poorinteraction between humans and automation

In order to examine the impact of delayed information from automation or late
ATCO reaction due to incomplete or incorrect information from automation on the
final outcome, the "Human-automation feedback loop" node was set to the too late
state (Figure 42).
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Figure 42. Forward analysis - “Human-automation feedback loop” = too late

The effects of the delayed human-automation interaction are clearly reflected in the
final node “Expected event”, where the probability of the too late realization becomes
dominant at 57% (41% in baseline scenario), followed by 24% for too early (42% in
baseline scenario), 17% for not at all (10% in baseline scenario), and only 2% for
the on time realization (7% in baseline scenario). These results indicate that delays
in the human-automation feedback loop may significantly shift system performance
toward delayed operational outcomes.

Further on, from Figure 42, it can be seen that a change in the analyzed node
propagates through the network and leads to changes in probabilities within nodes
to which it is not directly connected. Practically, the node “Decision making” shifts
toward earlier decisions, with the probability of the state too early reaching 47%
(43% in baseline scenario), while the probabilities of the states on time and too late
become 35% and 16% (23 and 27% in baseline scenario), respectively.

In the node “Conflict detection”, the probability of the on time state remains relatively
high at 47% (27% in baseline scenario), followed by 39% for the too early state
(33% in baseline scenario), indicating that the automated detection process remains
relatively stable despite the delayed feedback.

However, the node “Instruction issuing” shows increased temporal variability, with
probabilities of 48% for on time (39% in baseline scenario), 39% for too early
(identical as in baseline scenario), and 11% for too late (17% in baseline scenario).
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4. Problems with ATCO' trust in automation

The node “To manage trust” represents the timing of the ATCO’s trust calibration in
relation to the automated system. When trust is managed on time, the ATCO
appropriately balances reliance on automation with active supervision, which
supports stable system performance. If trust is established too early, the ATCO may
rely excessively on automated recommendations, leading to reduced monitoring of
the system, which may increase the risk of delayed or unsuccessful event realization.
Conversely, when trust is established too late, the ATCO may hesitate to rely on
automation, potentially delaying decision-making and operational actions. Finally,
the state not at all represents the absence of trust in automation, where automated
support is largely disregarded.

“To manage trust” = too early

When the node “To manage trust” is set to the state too early (Figure 43), the results
indicate the effects of premature trust in automation. This situation represents a
scenario in which the ATCO relies on automated recommendations earlier than
appropriate, which may reduce the level of active supervision. This situation may
indicate an over-trust in automation. In such situations, operators may accept
system outputs without sufficient verification, potentially reducing active
monitoring of the system. If the automation provides inaccurate or incomplete
information, this excessive reliance may increase the likelihood of unexpected
operational events and negatively affect overall system resilience (Timotic and
Netjasov, 2022).

The changes are first observed in the nodes directly connected to “To manage trust”.
In the node “Automation supervision”, the probability of the too early state increases
to 50% (41% in baseline scenario), followed by 39% for on time (38% in baseline
scenario) and 17% for too late, indicating that the operator may prematurely rely
on automation and reduce monitoring of its performance. A similar tendency
appears in the node “Human-automation feedback loop”, where the probabilities
become 48% for too early (45% in baseline scenario), 26% for on time (28% in
baseline scenario), and 22% for too late (23% in baseline scenario), suggesting
earlier but less stable interaction between the human operator and automated
functions.

The probability distribution of the final node “Expected event” remains unchanged.
This indicates that premature trust in automation does not significantly alter the
overall distribution of the final outcomes in the model. The reason for this lies in the
distributed structure of the system, where the final event depends on the interaction
of several operational functions rather than on a single node.
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Figure 43. Forward analysis - “To manage trust” = Too early

“To manage trust” = too late

A forward analysis (Figure 44) was performed by setting the node “To manage trust”
to the “too late” state to examine the effects of delayed trust in automation. This
scenario represents a situation in which the ATCO develops trust in the automated
system later than appropriate, leading to excessive verification of automated
recommendations. This situation indicates the under-trust in the system
automation. When automated support is not utilized fully and additional verification
steps delay operational decisions, such behaviour can reduce the efficiency of the
automated system and increase the probability of delayed operational outcomes
(Timotic and Netjasov, 2022).

In the node “Automation supervision”, the probabilities become 44% for too early,
40% for too late, 9% for not at all, and only 8% for on time (41%, 17%, 4%, and 38%
in baseline scenario, respectively), indicating unstable supervision of automated
processes.

In the node “Human-automation feedback loop”, the probabilities shift to 44% for
too early, 34% for too late, 14% for on time, and 8% for not at all (45%, 23%, 28%
and 4% in baseline scenario, respectively), suggesting temporal misalignment in the
interaction between the human operator and the automated system.
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Figure 44. Forward analysis - “To manage trust” = Too late

In the node “Human-automation feedback loop”, the probabilities shift to 44% for
too early, 34% for too late, 14% for on time, and 8% for not at all (45%, 23%, 28%
and 4% in baseline scenario, respectively), suggesting temporal misalignment in the
interaction between the human operator and the automated system.

The node “To manage teamwork” also shows changes, with 57% for acceptable, 27%
for inaccurate, and 16% for accurate (33%, 12%, and 55% in baseline scenario,
respectively), indicating reduced efficiency in human-automation collaboration.
These changes propagate further through the operational nodes. The cumulative
effect of these changes is reflected in the final node “Expected event”, where the
probability of the too late realization becomes dominant at 45% (41% in baseline
scenario), followed by 38% for too early, 12% for not at all, and 6% for on time (42%,
10% and 7% in baseline scenario, respectively). These results suggest that delayed
trust in automation may introduce instability in the timing of operational processes
and increase the likelihood of delayed system outcomes.

“To manage trust” = on time

A forward analysis was performed by setting the node “To manage trust” to the state
on time (Figure 45) in order to examine the effects of appropriately calibrated trust
in automation. This scenario represents a situation in which the ATCO develops
trust in the automated system at the appropriate moment, allowing the operator to
rely on automation while maintaining adequate supervision.

According to the results of the analysis, in the node “Automation supervision”, the
probability of the on time state increases to 67%, followed by 32% for too early and
1% for too late (38%, 41% and 17% in baseline scenario, respectively), indicating
stable and timely supervision of automated processes.
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Figure 45. Forward analysis - “To manage trust” = on time

In the node “Human-automation feedback loop”, the probabilities that are changed
are 45% for on time (28% in baseline scenario), 9% for too late (23% in baseline
scenario), and 1% for not at all (4% in baseline scenario) while the percentage of
too early realisation didn’t changed (45% in both scenarios). This suggests,
relatively balanced interaction between the human operator and automated
functions.

Furthermore, the node “To manage teamwork” shows a dominant accurate state of
80% (55% in baseline scenario), followed by 20% for acceptable (33% in baseline
scenario), while the inaccurate state disappears entirely, indicating improved
human-automation coordination.

These changes propagate through the network affecting the operational nodes. In
the node “Decision making”, the probabilities become 39% for too early, 36% for too
late, 13% for on time, and 11% for not at all (43%, 27%, 23% and 7% in baseline
scenario, respectively), indicating moderate temporal variability in decision
processes.

Finally, the node “Expected event” shows 47% for too early, 37% for too late, 8% for
on time, and 8% for not at all (42%, 41%, 7% and 10% in baseline scenario,
respectively), suggesting that although appropriately calibrated trust supports
stable system behavior, the overall variability of the operational process remains
present.

“To manage trust” = not at all

This scenario represents an extreme case in which the ATCO does not develop trust
in the automation at all (Figure 46). This means that the operator constantly checks
the system, does not rely on its recommendations and retains full control over the
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decision-making process. This scenario can be interpreted as a complete lack of
trust in the automated system, which can lead to increased operator workload and
disruption in human-automation interaction.

In the node “Automation supervision”, the probability of the too late state becomes
dominant at 53% (17% in baseline scenario) while only 1% for on time (38% in
baseline scenario), indicating inefficient supervision of automated processes. In the
node “Human-automation feedback loop”, the probabilities become 49% for too late
(23% in baseline scenario), and just 6% for on time (28% in baseline scenario),
suggesting a significant temporal misalignment in the interaction between the
human operator and the automated system. Furthermore, the node “To manage
teamwork” shifts predominantly to the inaccurate state with a probability of 72%
(12% in baseline scenario), and only 3% for accurate (55% in baseline scenario),
indicating deteriorated collaboration between the human operator and automated
functions.

Ultimately, the effects of these changes appear in the final node “Expected event”,
where the probability of the too late realization becomes dominant at 50% (41% in
baseline scenario), followed by 31% for too early, 15% for not at all, and 4% for the
on time realization (42%, 10% and 7% in baseline scenario, respectively), indicating
that the absence of trust in automation may lead to delayed system performance.
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Figure 46. Forward analysis - “To manage trust” = not at all

The overall analysis of the influence of different trust states on the realization
of “Expected event”

Figure 47 shows the influence of different trust states on the probability distribution
of the “Expected event” node. The results were obtained through backward analysis,
where the node “To manage trust” was fixed in different states in order to observe
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how variations in trust calibration influence the final system outcome. The results
indicate that trust calibration significantly affects the temporal distribution of
operational outcomes, particularly the balance between delayed and premature
realizations of the expected event.

H Notatall HToo late Too early HOntime

CALIBRATED TRUST B34 37% 8%

PREMATURE TRUST [EIo}A 41% 7%
DELAYED TRUST 12% 45%

TRUST NOT ESTABLISHED 15% 50% 4%

%]
X

Figure 47. Influence of trust calibration on the probability distribution of the Expected event node

When trust is not established, the probability of the too late realization reaches the
highest value of 50%, while the probability of too early realization is 31%, and on
time realization remains very low (4%). This suggests that insufficient trust in
automation may lead to delayed system responses, as operators tend to verify
automated outputs or hesitate to rely on automated support. When trust is delayed,
the probability of too late realization slightly decreases to 45% relative to trust not
established, while the probability of too early realization increases to 38%,
indicating a gradual shift in system behaviour as trust begins to develop.

In the case of premature trust, representing a situation of potential over-trust in
automation, the probability of too early realization is 42%, while the probability of
too late is 41%. This suggests that excessive reliance on automation may cause the
system to react earlier than necessary. Finally, when trust is calibrated
appropriately, the distribution becomes more balanced. The probability of too early
realization reaches 47%, while the probability of too late realization decreases to
37%, and the probability of on time realization increases to 8%, which is the highest
among the analysed scenarios. This indicates that appropriate trust calibration
improves the temporal coordination of system functions and contributes to more
stable system behaviour.

Overall, the results show that trust calibration acts as a regulatory mechanism that
shifts system behaviour between delayed and premature responses. While
insufficient trust leads to delayed outcomes, excessive trust tends to push system
behaviour toward premature actions. Balanced trust supports more stable system
performance, although the probability of perfectly on time outcomes remains
relatively limited due to the inherent variability of complex socio-technical
functions in ATC system.
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7. CONCLUSION

The introduction of advanced automated tools, machine learning methods and
artificial intelligence into the ATC system is expected to contribute to more efficient
execution of operational tasks and improve the management of complex and
dynamic operational situations. These technological innovations represent
significant potential for improving the overall performance of ATM system, while
simultaneously increasing airspace capacity and providing additional support to
ATCOs in dealing with increasing operational demands.

In such an environment, safety remains a basic system requirement, while resilience
is increasingly recognized as a key feature that needs to be systematically
considered during all phases of system development and modernization. The
increase in the level of automation inevitably affects the change in the role and
position of ATCOs within the human-machine system. Accordingly, the main motive
for choosing this research topic results from the significant impact that the
introduction of automation has on the role and position of the human operator
within the human-machine system. As automated systems take over an increasing
share of operational functions, the nature of human participation in the
management process is also changing from the immediate execution of tasks to the
monitoring of system operation, timely intervention and system recovery in the
event of a disruption. Such a transformation requires careful consideration of the
relationship between the efficiency brought by automation and the specific
capabilities of human operators, especially in non-nominal or degraded operating
conditions, when the ability to adapt and recover the system becomes crucial.

Also, trust represents one of the key elements of the relationship between humans
and automation, and an additional motive for conducting this research is the need
to establish an appropriate level of trust in the newly introduced automated
systems. For ATCOs, trust in system functionality plays a significant role in achieving
effective and balanced interaction between humans and automated tools. An
environment in which trust in automation is properly calibrated with avoiding both
uncritical reliance on the system and excessive suspicion of its operation is essential
for automation to be applied in a safe, adequate and effective manner.

Therefore, the basic idea of this research is a proactive consideration of the future
ATC system for which there is still no available empirical operational data. The goal
is to assess the safety and resilience of the system, both in its current state and after
the introduction of automation. This proactive approach enables early recognition
of potential system vulnerabilities, changes in the distribution of roles within the
system, as well as the appearance of new forms of variability in performance. In this
way, support is provided for making informed decisions during the process of
designing and implementing future system solutions.

The research was conducted through the creation of two scenarios: a non-
automated ATC system, in which activities are mostly performed by a human, and
an automated ATC system in which automation takes over the main function of the
activity performer, while a human is responsible for monitoring and intervening as
necessary.
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The research methodology included several steps: first, it was necessary to define
the purpose and scope of the research, and then to choose how to conduct a
qualitative and quantitative analysis of the aforementioned scenarios. Given that the
ATC system represents a socio-technical environment composed of human,
technological, and organizational elements that continuously interact with each
other, it was necessary to select analytical methods capable of addressing such
systemic complexity. An additional challenge in this research was the absence of
empirical operational data, as the study considers a future system for which real-
world data are not yet available. Consequently, the research relied on insights drawn
from relevant scientific literature, findings from previously completed projects
addressing similar topics, and consultations with domain experts in order to
support the analysis and methodological approach.

Consequently, two complementary methods were applied in the analysis. For the
qualitative part of the study, the FRAM method was employed to model system
functions/activities and their interactions. Two FRAM models were developed in
FRAM Model Visualizer software: the first representing a non-automated system
consisting of 25 functions, each corresponding to activities within the ATC system
performed by humans, technological systems, or organizational structures, and the
second, representing an automated system comprising 29 functions. The latter
model includes the functions from the previous model with modified executors, as
well as additional functions primarily related to human-automation interaction.

The FRAM method enables a comprehensive representation of the activities
performed by an ATCO during operational work and captures the relationships
between these activities. It also allows the examination of how performance
variability may arise during the execution of these functions and how such
variability can propagate throughout the system. Once the main functions are
identified, their couplings and potential variability can be further analyzed based on
expert judgment. After the FRAM models were developed, the variability of the
functions was identified through internal and external performance variability
analysis, as well as through upstream-downstream variability analysis.

Following this qualitative assessment, it was necessary to define an appropriate
method for the potential quantification of the previously established FRAM models.
Since the main objective of this research is the analysis of both resilience and safety
in a future ATC system, the BBN method was selected for the quantification phase.
BBN represents a probabilistic approach that, based on expert judgment and prior
knowledge, enables quantitative inference and supports proactive system analysis.
The combined application of FRAM and BBN methods enables a more
comprehensive analysis of complex socio-technical systems, because FRAM
provides insight into the system structure, function interdependencies and potential
performance variability, while BBN enables the quantification of those relationships
and the analysis of their impact on system safety and resilience.

Prior to the quantification process, the FRAM functions were transformed into
nodes within the BBN structure followed by the definition of the corresponding
probabilities and the construction of CPTs. Considering the functional variability
identified through the FRAM analysis, each node was characterized by multiple
states: organizational nodes were defined by three states (accurate, acceptable,
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inaccurate), while the remaining nodes were described by four states (on time, too
early, too late, not at all). Following a comprehensive analysis and consultations
with domain experts, the WMEAN method was selected as an appropriate approach
for probability elicitation providing an initial set of logically consistent probabilities,
but without inherently definition of all intermediate combinations of parent node
states, particularly when parent nodes contain more than two possible states. Under
the assumption of linear relationships between nodes, linear interpolation was
applied to estimate probabilities for combinations of parent states that were not
explicitly defined. Through the use of linear interpolation, the resulting child-node
probabilities change gradually and consistently between defined extreme points,
enabling a more realistic representation of system behavior.

On the basis of the formed quantified models, the probabilities of realization of the
final node were calculated. In the case of a non-automated system, the results show
that the “Expected event” is realized on time in almost half of the cases, while in about
36% of cases it is realized earlier, which can still be considered acceptable because
it does not threaten the safety of the system. This distribution indicates the ability
of the system to mitigate variability and maintain stability of operations.

On the other hand, the results of the BBN model for the automated system show a
significantly different distribution. The most likely outcomes are too early (41.9%)
and too late (41.3%), while the realization on time is much less common (6.9%). This
indicates a loss of temporal precision and coordination in the system, which can lead
to a decrease in its resilience. Also, the increased probability of the state not at all
(9.9%) indicates the risk that a key event is not realized, for example due to
problems in the operation of the automation, insufficient feedback or an inadequate
level of trust in the system. The nodes “Human-automation feedback loop" and “To
manage Trust” play a key role in preserving the resilience of the system, because
they affect the ability of the system to adapt and recover from deviations and are
especially highlighted in this analysis.

In order to identify the activities that affect the resilience of the future ATC system
the most, a sensitivity analysis was conducted. The analysis was carried out in the
GeNIE Academic software, using three complementary methods within the BBN
framework: Tornado analysis, backward analysis and forward analysis. Although all
three methods are based on probabilistic reasoning, they differ in the logical
direction of the analysis, the purpose and the method of interpretation of the results:
backward and forward analysis belong to the "sensitivity-to-evidence" approach,
which examines how a change in the probability of a certain node (evidence) affects
the target node, while Tornado analysis represents a "sensitivity-to-parameters"
approach, which evaluates the sensitivity of the target node to changes in numerical
values in CPT.

Accordingly, the main conclusions and contributions that can be drawn from the
present research are as follows:

e A non-automated system exhibits greater flexibility because it relies on
human adaptation and coordination. Multiple functions, such as monitoring,
conflict detection, decision making and pilot activities, can mutually
compensate for deviations, thus contributing to system stability and
resilience.
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¢ An automated system reduces variability in routine tasks, but at the same
time loses precision in time coordination. In this way, instead of amortizing
variability, the system can generate new deviations. Therefore, it is necessary
to improve the detection of system reactions, properly calibrate the trust
between humans and automation, optimize feedback (clear, fast and
unambiguous information) and define procedures for dealing with situations
when automation does not respond.

e The results of the sensitivity analysis show that the resilience of the non-
automated system primarily results from human adaptation, coordination
and organizational stability. Organizational factors have a key influence, as
well as pilot activities and decision-making, while technology plays an
important, but above all supporting role by providing information for
operational decision-making.

e In an automated system, the distribution of impacts changes, with human
factors becoming the most critical element of resilience. Despite the greater
degree of automation, the stability of the system depends to a large extent on
the quality of interaction between humans and automation, as well as on the
reliability and accuracy of the information on which the automated systems
base their decisions.

¢ In a non-automated system, the key resilience path includes nodes such as
Monitoring, Conflict Detection, Decision Making, Instruction Issuing, Pilot
Actions, Transfer to ATC, and Expected Event.

e In an automated system, the two key paths include nodes such as: a) To
Manage Trust, Automation Supervision, To Manage Teamwork, Human-
Automation Feedback Loop to Expected Event, and b) Decision Making,
Instruction Issuing, Pilot Actions, Coordination, and Transfer to ATC for the
Expected Event.

e In both scenarios, certain functions can compensate for the variability of
other, but in the automated system overall performance becomes more
dependent on a smaller set of key ATCO supervisory activities.

e In the non-automated system, resilience emerges from the distribution of
responsibilities across multiple interconnected human-driven functions,
while in the automated system resilience depends on fewer critical nodes,
increasing efficiency in nominal conditions but also vulnerability in case of
disruptions.

e The non-automated system tends to fail because most functions struggle to
achieve the on time state, whereas the automated system maintains higher
reliability in routine tasks even when the final event is not realized.

e Consequently, automated systems require carefully designed redundancy,
transparent human-automation feedback mechanisms, proper trust
calibration, and clearly defined fallback procedures to maintain system
resilience.
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In automated system, degradation of human factors (fatigue, loss of
situational awareness, reduced attention) significantly affects operational
functions such as decision-making and conflict detection. In particular, there
is an increase in the probability of delays in decision-making and a reduced
probability of timely conflict detection. Although automation can mitigate
some of the consequences, the results show that the quality of human
supervision still plays a key role in maintaining system resilience.

A delay in the supervision of automated processes leads to a shift in the
system towards a delay in the realization of operational outcomes. This
scenario clearly shows that automated systems require continuous and
timely human supervision to maintain the stability and efficiency of
operations.

A delay in the interaction between the ATCO and the automated system
significantly increases the likelihood of the final event being delayed.
Although automated processes, such as conflict detection, can remain
relatively stable, the lack of timely information exchange between human
and system negatively affects the coordination of operational activities.

The results show that both under-trust and over-trust can negatively affect
system performance in automated system. Under-confidence leads to delays
in operations due to additional checks and reduced use of automation, while
over-confidence can reduce the level of oversight of the system. The most
stable behavior of the system is achieved when trust is properly calibrated,
because then there is a balanced cooperation between human and
automation.

The stability of the system does not depend exclusively on the reliability of
the technology, but on the coordinated functioning of human, organizational
and technological elements, whereby human supervision, the quality of the
feedback loop and the correct calibration of trust are key factors in
preserving resilience.

Based on the conducted analysis, it can be concluded that the combined application
of FRAM and BBN methods enables a comprehensive analysis of the ATC system.
While FRAM provides insight into the structure of the system, the interdependencies
of functions and the variability of their execution, BBN enables the quantification of
those relationships and the assessment of their impact on final outcomes through
probabilistic inference. This approach enables proactive risk management,
identification of strategies to increase system resilience, as well as the
implementation of reliable safety analysis, which contributes to the development of
effective and proactive policies in ATC.

Finally, future research directions may include the following:

Extending the model to different levels of automation - future research could
analyze different levels of automation in ATC systems where automation has
begun to be introduced, and examine how changes in the distribution of
functions between humans and automation affect the safety and resilience of
the system.
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A more detailed analysis of trust in automation - one direction of further
research may be the development of more detailed models for the
assessment and calibration of trust in automation, including psychological,
organizational and operational factors that influence the formation of trust
in ATCOs.

Analysis of extreme or crisis operational scenarios - the model could be
further extended by analyzing non-nominal situations, such as technical
failures, loss of communication or sudden increase in traffic, in order to
assess the resilience of the system under critical conditions.

Integration with other methods for resilience analysis - further research may
consider combining the FRAM-BBN approach e.g agent-based modeling or
simulation models, to obtain an even more complete picture of system
behavior.

To conclude, the results of this research indicate that a sustainable transformation
towards a highly automated ATM system requires careful balancing between the
technological possibilities of automation and the adaptive abilities of human
operators, because their integration is a key prerequisite for preserving the safety
and resilience of future systems.

104



Doctoral Dissertation Doroteja Timoti¢ Petkovi¢

REFEENCES

[1]
[2]

Amorim, A. G., & Pereira, C. M. (2015). Improvisation at workplace and accident
causation-an exploratory study. Procedia manufacturing, 3, 1804-1811.

APACHE Consortia. 2018. Review of current KPIs and proposal for new ones,
Deliverable D3.1, H2020-SESAR-2015-1. s.l. : Sesar-11-2015 ATM Performance,
2018.

APACHE Consortia. 2018a. Functional requirements and specifications for the ATM
performance assessment framework, Deliverable D3.2. s.l. : H2020-SESAR-2015-1,
2018a. Sesar-11-2015 ATM Performance.

AUTOPACE (2016) Deliverable D2.1: future automation scenarios.
https://ec.europa.eu/research/participants/documents/downloadPublic?’docume
ntlds=080166e5ad958d86&appld=PPGMS Accessed 25 August 2025

AUTOPACE (2017a) Deliverable D3.1: ATCo psychological model with automation.
https://ec.europa.eu/research/participants/documents/downloadPublic?docume
ntlds=080166e5b1d7cdf2&appld=PPGMS Accessed 25 August 2025

AUTOPACE (2017b) Deliverable D3.2: Competence and Training requirements.
https://ec.europa.eu/research/participants/documents/downloadPublic?docume
ntlds=080166e5b733dc10&appld=PPGMS Accessed 25 August 2025

Aven, T. (2022). A risk science perspective on the discussion concerning Safety I,
Safety Il and Safety III. Reliability Engineering & System Safety, 217, 108077. DOI:
https://doi.org/10.1016/j.ress.2021.108077

Azadeh A, Salehi V, Arvan M, Dolatkhah M (2014) Assessment of resilience
engineering factors in high-risk environments by fuzzy cognitive maps: a
petrochemical plant. Saf Sci 68:99-107. https://doi.org/10.1016/j.ssci.2014.03.004
Baspinar B, Tutku AA, Koyuncu E (2021) Event-based air transport network
resiliency management with meta-population epidemic model. | Aerosp Inf Syst
18(9):632-644. https://doi.org/10.2514/1.10109 35

Bauranov, A., & Rakas, ]. (2024). Bayesian network model of aviation safety: Impact
of new communication technologies on mid-air collisions. Reliability Engineering &
System Safety, 243, 109905. DOI: https://doi.org/10.1016/j.ress.2023.109905
Cain, Jeremy. (2001). Planning Improvements in Natural Resources Management.
file:///C:/Users/HP%20EliteBook%20830%20G6/Downloads/BBNGuidelines-
Cain%20(1).pdf

Chen G, Li G, Xie M, Xu Q, Zhang G. (2024). A probabilistic analysis method based on
Noisy-OR gate Bayesian network for hydrogen leakage of proton exchange
membrane fuel cell. Reliab Eng Syst Saf Mar;243:109862. https://doi.org/
10.1016/j.ress.2023.109862.

D. Bonini, 2005. “A Model of Trust in the work of an Air Traffic Controller”, Trinity
College Dublin, PhD Thesis.

D. Bonini, March 2001. “ATC do I trust thee? Referents of Trust in Air Traffic
Control”, In CHI'01 Extended Abstracts on Human Factors in Computing Systems
(pp. 449-450).

De Carvalho, P. V. R. (2011). The use of Functional Resonance Analysis Method
(FRAM) in a mid-air collision to understand some characteristics of the air traffic
management system resilience. Reliability Engineering & System Safety, 96(11),
1482-1498. DOI: https://doi.org/10.1016/j.ress.2011.05.009

Delgado-Aguilera Jurado, R., Gobmez Comendador, V. F., Zamarrefio Suarez, M., Pérez
Moreno, F., Verdonk Gallego, C. E., & Arnaldo Valdés, R. M. (2022). Assessment of
potential conflict detection by the atco. Aerospace, 9(9), 522.

Dittmann, A., Kallus, W., & Van Damme, D. (2000). Integrated task and job analysis
of air traffic controllers. Phase 3: Baseline reference of air traffic controller tasks and
cognitive processes in the ECAC area.

105


https://ec.europa.eu/research/participants/documents/downloadPublic?documentIds=080166e5b1d7cdf2&appId=PPGMS
https://ec.europa.eu/research/participants/documents/downloadPublic?documentIds=080166e5b1d7cdf2&appId=PPGMS
https://ec.europa.eu/research/participants/documents/downloadPublic?documentIds=080166e5b733dc10&appId=PPGMS
https://ec.europa.eu/research/participants/documents/downloadPublic?documentIds=080166e5b733dc10&appId=PPGMS
https://doi.org/10.1016/j.ress.2021.108077
https://doi.org/10.1016/j.ssci.2014.03.004
https://doi.org/10.1016/j.ress.2023.109905
file:///C:/Users/HP%20EliteBook%20830%20G6/Downloads/BBNGuidelines-Cain%20(1).pdf
file:///C:/Users/HP%20EliteBook%20830%20G6/Downloads/BBNGuidelines-Cain%20(1).pdf

Doctoral Dissertation Doroteja Timoti¢ Petkovi¢

[18]

https://skybrary.aero/sites/default/files/bookshelf/5579.pdf Accessed 25 August
2025

Errico A, Filippone E, Palumbo R, Pascarella D, Gargiulo, F (2016) Simulation
approach to the resilience engineering assessment of the ATM system in crisis
scenarios. In: AIAA modeling and simulation technologies conference, 4-6 January,
San Diego. pp 0424. DOI: https://doi.org/10.2514/6.2016-0424

EUROCONTROL (2003). Guidelines for Trust in Future ATM Systems: Principles,
under SHAPE Project. Eurocontrol Headquarters, Brussels chrome-
extension://efaidnbmnnnibpcajpcglclefindmkaj/https://skybrary.aero/sites/defa
ult/files/bookshelf/1644.pdf Accessed 25 August 2025

EUROCONTROL (2009) A White Paper on Resilience Engineering for ATM, Belgium
pp: 1-12. https:// www. euroc ontrol. int/ sites/ default/files/2019-07 /white-
paper-resilience-2009.pdf

EUROCONTROL, Performance Review Commision. 2022. Performance Review
Report - An Assessment of Air Traffic Management in Europe during the Calendar
Year 2021. Brussels, Belgium : s.n., 2022.

EUROCONTROL, Performance Review Commission. 2020. Performance Review
Report - An Assesment of Air Traffic Management in Europe during the Calendar
Year 2019. Brussels, Belgium : s.n., 2020.

EUROCONTROL. 2019. SESAR Concept of Operations (CONOPS), Deliverable D2.5.
s.l. : H2020-SESAR-2015-2, 2019. Content Integration - ATM Operayions.
EUROCONTROL. 2023. Performance Review Report - An Assesment of Air Traffic
Management in Europe during the Calendar Year 2022. Brussels, Belgium : s.n., 2023.
EUROCONTROL. 2024. Performance Review Report - An Assessment of Air Traffic
Management in Europe during Calendar Year 2023. Brussels, Belgium : s.n., 2024.
EUROCONTROL. 2025. Performance Review Report - An Assessment of Air Traffic
Management in Europe during the Calendar Year 2024. Brussels, Belgium : s.n., 2025.
European Commission. 2010. Regulation 691/2010 Performance Scheme for Air
Navigation Service and Network Functions. 2010.

Fenton, N., & Neil, M. (2018). Risk assessment and decision analysis with Bayesian
networks. Crc Press.

Ferraro, J., Clark, L., Christy, N., & Mouloua, M., 2018. Effects of automation reliability
and trust on system monitoring performance in simulated flight tasks. In
Proceedings of the Human Factors and Ergonomics Society Annual Meeting (Vol. 62,
No. 1, pp. 1232-1236). Sage CA: Los Angeles, CA: SAGE Publications. DOI:
https://doi.org/10.1177/1541931218621283

Ferreira, P.N.P., Cafas, J.J. (2019). Assessing operational impacts of automation
using functional resonance analysis method. Cogn Tech Work 21, 535-552. DOLI:
https://doi.org/10.1007/s10111-019-00540-z

Gravio GD, Patriarca R (2016) Safety performance of complex sys tems: lesson
learned from ATM resilience analysis. Ind Eng Manag 5(2):193.
https://doi.org/10.4172/2169-0316.1000193

Guo, Y, Jin, Y., Hu, S, Yang, Z., Xi, Y., & Han, B. (2023). Risk evolution analysis of ship
pilotage operation by an integrated model of FRAM and DBN. Reliability
Engineering & System Safety, 229, 108850. DOLI:
https://doi.org/10.1016/j.ress.2022.108850

Hirose, T. & Sawaragi, T. (2020). Extended FRAM model based on cellular
automaton to clarify complexity of socio-technical systems and improve their safety.
Safety science, 123, 104556. DOI: https://doi.org/10.1016/j.ssci.2019.104556
Hirose, T., Sawaragi, T., & Horiguchi, Y. (2016). Safety analysis of aviation flight-deck
procedures using systemic accident model. IFAC-PapersOnLine, 49(19), 19-24. DOI:
https://doi.org/10.1016/j.ifacol.2016.10.455

106


https://doi.org/10.1177/1541931218621283
https://doi.org/10.1007/s10111-019-00540-z
https://doi.org/10.4172/2169-0316.1000193
https://doi.org/10.1016/j.ress.2022.108850
https://doi.org/10.1016/j.ssci.2019.104556

Doctoral Dissertation Doroteja Timoti¢ Petkovi¢

[35]

[36]

Hollnagel E (2011) The resilience analysis grid. In: Hollnagel E, Paries ], Woods D,
Wreathall | (eds) Resilience Engineering in Practice. A Guidebook. CRC Press
Hollnagel E (2012) FRAM: the functional resonance analysis method; modelling
complex socio-technical systems. Ashgate, Farnham. DOLI:
https://doi.org/10.1201/9781315255071

Hollnagel E (2014) Is safety a subject for science? Saf Sci 67:21-24.
https://doi.org/10.1016/j.ssci.2013.07.025

Hollnagel E (2017) Safety-II in practice: developing the resilience potentials.
Routledge. https://doi.org/10.4324 /9781315201023

Hollnagel, E. (2004). Barriers and accident prevention. Aldershot: Ashgate DOI:
https://doi.org/10.4324/9781315261737

Hollnagel, E. (2017). FRAM: the functional resonance analysis method: modelling
complex socio-technical systems. Crc Press.

Hollnagel, E. (2018). Safety-I and safety-1I: the past and future of safety
management. CRC press.

Hollnagel, E. (2025). From Safety to Safely: Principles and Practice of Systemic
Potentials Management. Routledge. https://doi.org/10.4324 /9781032664729
Hollnagel, E., Wears, R. L., & Braithwaite, J. (2015). From Safety-I to Safety-1I: a white
paper. The resilient health care net: published simultaneously by the University of
Southern Denmark, University of Florida, USA, and Macquarie University, Australia.
Homma, T., & Saltelli, A. (1996). Importance measures in global sensitivity analysis
of nonlinear models. Reliability Engineering & System Safety, 52(1), 1-17.

Jensen, F. V., & Nielsen, T. D. (2007). Bayesian Networks and Decision Graphs:
February 8, 2007. New York, NY: Springer New York.

Kammouh O, Gardoni P, Cimellaro GP. Probabilistic framework to evaluate the
resilience of engineering systems using bayesian and dynamic bayesian networks.
Reliab Eng Syst Saf June 2020;198:106813. https://doi.org/10.1016/].
ress.2020.106813.

Kjeerulff, U. B., & Madsen, A. L. (2013). Bayesian Networks and Influence Diagrams:
A Guide to Construction and Analysis (2nd ed.). Springer. DOI: 10.1007/978-1-
4614-5104-4

Leveson N (2004) A new accident model for engineering safer systems. Saf Sci
42(4):237-270. DOI: https://doi.org/10.1016/S0925-7535(03)00047-X
Ljungberg D, Lundh V (2013) Resilience Engineering within ATMDevelopment,
adaption, and application of the Resilience Analysis Grid (RAG). https://www.diva-
portal.org/smash/get/diva2:694400/ FULLT EXTO01. pdf. Accessed 03 October
2025

Macchi, L. (2010). A Resilience Engineering approach for the evaluation of
performance variability: development and application of the Functional Resonance
Analysis Method for air traffic management safety assessment (Doctoral
dissertation, Ecole Nationale Supérieure des Mines de Paris). chrome-
extension://efaidnbmnnnibpcajpcglclefindmkaj/https://pastel.hal.science/pastel-
00589633 /file/Macchi_PhD_Thesis.pdf Accessed 25 August 2025

Macchi, L., Hollnagel, E., & Leonhard, ]J. (2009, October). Resilience Engineering
approach to safety assessment: an application of FRAM for the MSAW system. In
EUROCONTROL Safety R&D Seminar (pp. 12-pages). EUROCONTROL.
https://minesparis-psl.hal.science/hal-00572933/ Accessed 25 August 2025
Marshall CJ, Roberts B, Grenn MW (2018) Context-driven autonomy for enhanced
system resilience in emergent operating environments. IEEE Syst ] 13(3):2130-
2141. DOI: https://doi.org/10.1109/]SYST.2018. 28811 11

Mirkovic, B., Timotic Petkovic, D., Netjasov, F. et al. A data-driven approach to
resilience in air traffic management: case study Barcelona area control centre. Cogn
Tech Work 26,457-485 (2024). DOI: https://doi.org/10.1007/s10111-024-00770-
w

107


https://doi.org/10.1201/9781315255071
https://doi.org/10.1016/j.ssci.2013.07.025
https://doi.org/10.4324/9781315201023
https://doi.org/10.1016/j.%20ress.2020.106813
https://doi.org/10.1016/j.%20ress.2020.106813
https://doi.org/10.1007/978-1-4614-5104-4
https://doi.org/10.1007/978-1-4614-5104-4
https://doi.org/10.1016/S0925-7535(03)00047-X
https://doi.org/10.1109/JSYST.2018.%2028811%2011

Doctoral Dissertation Doroteja Timoti¢ Petkovi¢

[54]

[61]

[62]

Mohsendokht, M., Li, H., Kontovas, C., Chang, C. H., Qu, Z., & Yang, Z. (2026). Systemic
Risk Analysis of Complex Socio-Technical Systems from the Safety-II Perspective.
Reliability Engineering & System Safety, 112200. DOI:
https://doi.org/10.1016/j.ress.2026.112200

Muller G (2012) Fuzzy architecture assessment for critical infrastructure resilience.
Procedia Comput Sci 12:367-372. DOI:
https://doi.org/10.1016/j.procs.2012.09.086

Oliveira, D., Moraes, A., Junior, M. C., & Marini-Pereira, L. (2023). Safety analysis of
RNP approach procedure using fusion of FRAM model and Bayesian belief network.
The Journal of Navigation, 76(2-3), 286-315. DOL:
https://doi.org/10.1017/S0373463323000152

Parasuraman, R., & Riley, V., 1997. Humans and automation: Use, misuse, disuse,
abuse. Human factors, 39(2), 230-253. DOLI:
https://doi.org/10.1518/001872097778543886

Patriarca R, Bergstrom ], Di Gravio G, Costantino F (2018a) Resilience engineering:
current status of the research and future challenges. Saf Sci 102:79-100. DOI:
https://doi.org/10.1016/j.ssci.2017.10.005

Patriarca R, Di Gravi G, Costantino F, Falegnami A, Bilotta F (2018b) An analytic
framework to assess organizational resilience. Saf Health Work 9(3):265-276. DOL:
https://doi.org/10.1016/j.shaw.2017.10.005

Patriarca R, Di Gravio G, Costantino F (2017) A Monte Carlo evolution of the
Functional Resonance Analysis Method (FRAM) to assess performance variability in
complex systems. Saf Sci 91:49-60. DOI:
https://doi.org/10.1016/j.ssci.2016.07.016

Patriarca R, Gravio GD, Costantino F (2016) Resilience engineering to assess risks
for the air traffic management system: a new systemic method. Int ] Reliab Saf
10(4):323-345. DOI: https://doi.org/10.1504/]RS.2016.084477

Patriarca, R, Di Gravio, G., Woltjer, R., Costantino, F., Praetorius, G., Ferreira, P., &
Hollnagel, E. (2020). Framing the FRAM: A literature review on the functional
resonance analysis method. Safety Science, 129, 104827. DO
https://doi.org/10.1016/j.ssci.2020.104827

Peng, C., Zhen, X,, & Huang, Y. (2023). Human-automation interaction centered
approach based on FRAM for systemic safety analysis of dynamic positioning
operations for offshore tandem offloading. Ocean Engineering, 267, 113249.
Q.Yang, |. Tian, and T. Zhao, 2017. “Safety is an emergent property: illustrating
functional resonance in air traffic management with formal verification,” Safety
Science, vol. 93, pp. 162-177, DOI: https://doi.org/10.1016/j.ss¢i.2016.12.006
Ragosta, M., Martinie, C., Palanque, P., Navarre, D., & Sujan, M. A. (2015, September).
Concept maps for integrating modeling techniques for the analysis and re-design of
partly-autonomous interactive systems. In Proceedings of the 5th International
Conference on Application and Theory of Automation in Command and Control
Systems (pp. 41-52). DOI: https://doi.org/10.1145/2899361.2899366

Ranasinghe U, Jefferies M, Davis P, Pillay M (2020) Resilience engi neering indicators
and safety management: a systematic review. Saf Health Work 11(2):127-135.
https:// doi. org/ 10. 1016/j. shaw. 2020.03.009

Ruiz-Tagle A, Lewis AD, Schell CA, Lever E, Groth KM. BaNTERA: a bayesian network
for third-party excavation risk Assessment. Reliab Eng Syst Saf July
2022;223:108507. https://doi.org/10.1016/j.ress.2022.108507.

Salvendy, G. (Ed.). (2012). Handbook of human factors and ergonomics. John Wiley
& Sons. pp: 38-56. DOI: https://doi.org/10.1002/9781119636113.ch2

Sawaragi, T., Horiguchi, Y., & Hina, A. (2006, October). Safety analysis of systemic
accidents triggered by performance deviation. In 2006, SICE-ICASE International
Joint Conference (pp. 1778-1781). IEEE.

108


https://doi.org/10.1016/j.procs.2012.09.086
https://doi.org/10.1017/S0373463323000152
https://doi.org/10.1518/001872097778543886
https://doi.org/10.1016/j.ssci.2016.07.016
https://doi.org/10.1504/JRS.2016.084477
https://doi.org/10.1016/j.ress.2022.108507
https://doi.org/10.1002/9781119636113.ch2

Doctoral Dissertation Doroteja Timoti¢ Petkovi¢

SESAR Joint Undertaking - web page. www.sesarju.eu. [Online] [Cited: December 23,
2025.]

SESAR Joint Undertaking. 2019. A proposal for the future architecture of the
European airspace. s.l. : Publicatins Office of the European Union, 2019.

SESAR Joint Undertaking. 2020. European ATM Master Plan, Digitalising Europe's
Aviation Infrastructure. 2020. Executive view.

SESAR Joint Undertaking. 2025. European ATM Master Plan - Making Europe the
most efficient and environmentally friendly sky to fly in the world. 2025 .

Steen, R, & Ferreira, P. (2020). Resilient flood-risk management at the municipal
level through the lens of the Functional Resonance Analysis Model. Reliability
Engineering & System Safety, 204, 107150.
https://doi.org/10.1016/j.ress.2020.107150

Stroeve SH, Blom HAP, Bakker GJ (2009) Systemic accident risk assessment in air
traffic by Monte Carlo simulation. Saf Sci 47:238-249. DOI:
https://doi.org/10.1016/j.ssci.2008.04.003

Stroeve, S. H., Bosse, T., Blom, H. A,, Sharpanskykh, A., & Everdij, M. H. (2013). Agent-
based modelling for analysis of resilience in ATM. Eurocontrol.
https://sesarju.paddlecms.net/sites/default/files/sids2013_submission_12.pdf
Accessed 06 October 2025

Stroeve, S. H., van Doorn, B. A,, & Everdij, M. H. (2015). Analysis of the roles of pilots
and controllers in the resilience of air traffic management. Safety science, 76, 215-
227.DOL: https://doi.org/10.1016/j.ssci.2015.02.023

Svensson, A., 2020. Human-automation teamwork: Current Practices and future
directions in air traffic control. Ph.D. Thesis, Linkoping University

Tamburini, F., Wismer, S. E., Cozzani, V., & Groth, K. M. (2025). Bayesian network
model for assessing hydrogen ignition probability. Reliability Engineering & System
Safety, 111959. DOI: https://doi.org/10.1016/j.ress.2025.111959

Tian, W., & Caponecchia, C. (2020). Using the functional resonance analysis method
(FRAM) in aviation safety: a systematic review. Journal of advanced transportation,
2020(1), 8898903. DOI: https://doi.org/10.1155/2020/8898903

Timotic, D., Netjasov, F., & Cicevic, S, 2020. Investigation of Relationship Between
Trust in Automation and Human Personality Traits Among Air Traffic Controllers.
U. Kjaerulff. (1993). Sensitivity analysis in Bayesian networks. International Journal
of Approximate Reasoning, pp. 391-407.

Wang, N., Wu, M., & Yuen, K. F. (2023). Assessment of port resilience using Bayesian
network: A study of strategies to enhance readiness and response capacities.
Reliability =~ Engineering &  System Safety, 237, 109394. DOI:
https://doi.org/10.1016/j.ress.2023.109394

Woltjer R, Pinska-Chauvin E, Laursen T, Josefsson B (2015) Towards understanding
work-as-done in air traffic management safety assessment and design. Reliab Eng
Syst Saf 141:115-130. https:// doi.org/10.1016/j.ress.2015.03.010

Woltjer, R., & Hollnagel, E. (2007). The Alaska Airlines flight 261 accident: a systemic
analysis of functional resonance. In 2007 International Symposium on Aviation
Psychology (p. 763).

Woltjer, R, & Hollnagel, E. (2008, September). Functional modeling for risk
assessment of automation in a changing air traffic management environment. In
Proceedings of the 4th international conference working on safety (Vol. 30).
https://www.researchgate.net/publication/237088888 Functional modeling for
risk assessment of automation in a changing air traffic management environme
nt Accessed 25 August 2025

Yasue, N., Sato, G., & Sawaragi, T. (2025). Extracting knowledge of workers by
identifying performance variability using functional resonance analysis method.
Reliability Engineering & System Safety, 111466. DOLI:
https://doi.org/10.1016/j.ress.2025.111466

109


https://doi.org/10.1016/j.ress.2020.107150
https://doi.org/10.1016/j.ress.2025.111959
https://doi.org/10.1155/2020/8898903
https://doi.org/10.1016/j.ress.2023.109394
https://www.researchgate.net/publication/237088888_Functional_modeling_for_risk_assessment_of_automation_in_a_changing_air_traffic_management_environment%20Accessed%2025%20August%202025
https://www.researchgate.net/publication/237088888_Functional_modeling_for_risk_assessment_of_automation_in_a_changing_air_traffic_management_environment%20Accessed%2025%20August%202025
https://www.researchgate.net/publication/237088888_Functional_modeling_for_risk_assessment_of_automation_in_a_changing_air_traffic_management_environment%20Accessed%2025%20August%202025

Doctoral Dissertation Doroteja Timoti¢ Petkovi¢

[88] Yi J, Ma C, Zhao ] (2022) Advances in resilience engineering for air traffic
management applications. ] Phys: Conf Ser.

https://iopscience.iop.org/article/10.1088/1742-6596/2364/1/012028 /pdf
Accessed 03 October 2025.

110



Doctoral Dissertation

Doroteja Timoti¢ Petkovi¢

APPENDIX A

Table A 1. Function aspects description — non-automation scenario

E::::;igf] /Aspects F1: To display data at CWP
Input Meteorological data provided
Flight data from the radar was provided
ADS-B data
Data from flight plans
Output Visual representation of the traffic situation in the observed airspace
Visual display of potential conflict
Real-time aircraft data
Precondition n/a
Resource n/a
Control n/a
Time Performed continuously in real time
Name of F3: To monitor flights according to adherence to the flight plan
Function/Aspects
Input Airspace status updates
Real-time aircraft data
Output Flight trajectory checked
Alerts for deviations from flight plans
Precondition The human operator is in an adequate mental and physical condition
ATCO is available at the workstation
Resource Executive and Planner Controllers
Control Monitoring procedures
Compliance with technical training requirements
Time Performed continuously in real time
ggrﬁiizjl; /Aspects F4: To evaluate the traffic situation
Input Flight trajectory checked
Meteorological data provided
Airspace status updates
Output Traffic situation evaluated
Complexity issue detected
Precondition The human operator is in an adequate mental and physical condition
ATCO is available at the workstation
Resource Executive and Planner Controllers
Control New flight data available
Minimum separation criteria
Time Performed continuously in real time
Name o ,
Func tiojr: /Aspects F5: To provide alert
Input Visual display of potential conflict
Output Alert issued
Precondition n/a
Resource n/a
Control n/a
Time n/a
gg;’z‘;zj’; /Aspects F6: To update flight data
Input Traffic situation evaluated
Output Flight data updated
Precondition n/a
Resource n/a
Control New flight data available
Time n/a
Name of F7: To issue a warning
Function/Aspects
Input Risk monitoring provided
Alerts for deviations from flight plans
Output Warning of potential conflict
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Precondition n/a
Resource n/a
Control n/a
Time n/a
Name o, . ,
Func tio{1 /Aspects F8: Conflict detection
Input Alert issued
Flight data updated
Warning of potential conflict
Output Conflict warning detected
Coordination warming detected
Precondition Airspace status updates
The human operator is in an adequate mental and physical condition
Minimum separation criteria
ATCO is available at the workstation
Resource Executive and Planner Controllers
Control Compliance with technical training requirements
Time n/a
Name of F9: To issue Complexity Solution Measures
Function/Aspects
Input Flight data updated
Complexity issue detected
Conflict warning detected
Complexity solution measures need
Output Complexity Solution Measure provided
Precondition n/a
Resource n/a
Control Complexity procedures
Time n/a
Name o . ,
Func tio]l; /Aspects F10: Decision Making
Input Conflict warning detected
Complexity Solution Measure provided
Visual representation of the traffic situation in the observed airspace
Output Instruction decided
Precondition The human operator is in an adequate mental and physical condition
ATCO is available at the workstation
Resource Executive and Planner Controllers
Control New flight data available
Clearance procedures
Compliance with technical training requirements
Time n/a
ggrﬁiizfl /Aspects F11: To issue instructions
Input Instruction decided
Output Instruction issued
Flight is ready to be transferred
Precondition ATCO is available at the workstation
Resource n/a
Control Traffic situation evaluated
Time n/a
ﬁgﬂiig]’: /Aspects F12: To implement solutions
Input Instruction issued
Output Solution strategies were communicated to pilots
New flight data available
Precondition ATCO is available at the workstation
Resource n/a
Control n/a
Time n/a
Name o, .
Func tiojl; /Aspects F13: To contact pilots
Input The most current flight information is provided
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Solution strategies were communicated to pilots

Output The pilot implemented the instruction
Precondition n/a
Resource n/a
Control n/a
Time n/a
Name.of F14: To co-ordinate with other controllers
Function/Aspects
Input Coordination warming detected
Instruction issued
Airspace status updates
Output Coordination messages provided
Precondition The human operator is in an adequate mental and physical condition
ATCO is available at the workstation
Resource Executive and Planner Controllers
Control Coordination procedures
Compliance with technical training requirements
Time n/a
Name of F15: To transfer control of aircraft to the appropriate Controller/Systems
Function/Aspects
Input Coordination messages provided
Flight is ready to be transferred
Output Flight is transferred
Precondition The human operator is in an adequate mental and physical condition
ATCO is available at the workstation
Resource Executive and Planner Controllers
Control Communication procedures
Compliance with technical training requirements
Time n/a
Name of BG1: Surveillance data processing
Function/Aspects ’
Input n/a
Output ADS-B data
Flight data from radar was provided
Precondition n/a
Resource n/a
Control n/a
Time n/a
Name of BG2: Flight plans delivery
Function/Aspects ’
Input n/a
Output Data from flight plans
Precondition n/a
Resource n/a
Control n/a
Time n/a
Name of BG3: To provide MET data
Function/Aspects ’
Input n/a
Output Meteorological data provided
Precondition n/a
Resource n/a
Control n/a
Time n/a
gg)ﬁiizjt; /Aspects BG4: To provide information on airspace status
Input n/a
Output Updated airspace information is available to controllers
Precondition n/a
Resource n/a
Control n/a
Time n/a
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ggrr:::izfr; /Aspects BG5: To manage resources

Input n/a

Output ATCO is available at the workstation

Precondition n/a

Resource n/a

Control n/a

Time n/a

ggrﬁiizjl; /Aspects BG6: To manage competence

Input n/a

Output Compliance with technical training requirements

Precondition n/a

Resource n/a

Control n/a

Time n/a

ggﬂzz]’: /Aspects BG7: To manage procedures

Input n/a

Output Monitoring procedures
Coordination procedures
Clearance procedures
Min separation criteria
Complexity procedures
Communication procedures

Precondition n/a

Resource n/a

Control n/a

Time n/a

Name o

Func tiojl; /Aspects BG8: Human factors

Input n/a

Output The human operator is in an adequate mental and physical condition

Precondition n/a

Resource n/a

Control n/a

Time n/a

Name o ,

Func tiojl; /Aspects BGY9: CDM with LTM

Input n/a

Output Complexity solution measures need

Precondition n/a

Resource n/a

Control n/a

Time n/a

ggrﬁiizfl /Aspects BG10: Traffic release (Expected Event)

Input The pilot implemented the instruction
Flight is transferred

Output n/a

Precondition n/a

Resource n/a

Control n/a

Time n/a
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Table A 2. Function aspects description - automation scenario

ggﬂiizj’; /Aspects F1: To display data at CWP
Input Flight data from the radar was provided
ADS-B data
Data from flight plans
Update airspace status to controllers
Meteorological data update
Output Visual display of airspace situations
Visual display of potential conflict
Real-time aircraft data
Updated airspace status to controllers
Meteorological data provided
Precondition n/a
Resource n/a
Control n/a
Time n/a
ggﬂiiz]’: /Aspects F2: To monitor the air traffic situation in the given airspace
Input Visual display of airspace situations
Updated airspace status to controllers
Output Airspace status updates
The most current flight information is provided
Precondition Instruction issued
System tool is available
Humans are aware of the situation or surroundings
Resource System tools
Control Monitoring procedures
Technical training for ATCO on automation
Skill training for ATCO
System tools update
Time Performed continuously in real time
Name of F3: To monitor flights according to adherence to the flight plan
Function/Aspects )
Input Airspace status updates
Real-time aircraft data
Output Flight trajectory checked
Precondition System tools update
System tool is available
Humans are aware of the situation or surroundings
Resource System tools
Control Technical training for ATCO on automation
Skill training for ATCO
Monitoring procedures
Time Performed continuously in real time
ggrﬁiizﬁ JAspects F4: To evaluate the traffic situation
Input Flight trajectory checked
Airspace status updates
Meteorological data provided
Output Traffic situation evaluated
Complexity issue detected
Precondition System tool is available
Humans are aware of the situation or surroundings
Resource System tools
Control New flight data available
Technical training for ATCO about automation
Skill training for ATCO
System tools update
Minimum separation criteria
Time Performed continuously in real time
Name o, ,
Func tioj:l /Aspects F5: To provide alert
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Input Visual display of potential conflict
Output Alert issued
Precondition System tool is available
Resource System tools
Control n/a
Time n/a
ggrﬁiizjl; /Aspects F6: To update flight data
Input Traffic situation evaluated
Output Flight data updated
Precondition System tool is available
Resource n/a
Control New flight data available
Time n/a
ggﬂzz}’; /Aspects F7: Conflict detection
Input Alert issued
Flight data updated
Output Conflict warning detected
Coordination warming detected
Precondition Airspace status updates
System tool is available
System tools update
Humans are aware of the situation or surroundings
Resource System tools
Control Separation standards
Skill training for ATCO
Technical training for ATCO on automation
Time n/a
ﬁgﬂzz]’: /Aspects F8: To issue Complexity Solution Measures
Input Flight data updated
Complexity issue detected
Conflict warning detected
Complexity solution measures need
Output Complexity Solution Measure provided
Precondition System tool is available
Resource n/a
Control n/a
Time n/a
Name o, . ,
Func ti0{1 /Aspects F9: Decision Making
Input Conflict warning detected
Complexity Solution Measure provided
Visual display of airspace situations
Output Instruction decided
Precondition System tool is available
Humans are aware of the situation or surroundings
Resource System tools
Control New flight data available
Technical training for ATCO on automation
Technical training for ATCO on automation
System tools update
Clearance procedures
Time n/a
ggt’;iiz]r; /Aspects F10: To issue instructions
Input Instruction decided
Output Instruction issued
Flight is ready to be transferred
Precondition System tool is available
Resource n/a
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Control Traffic situation evaluated
Time n/a
Name'of F11: To implement solutions
Function/Aspects
Input Instruction issued
Output Solution strategies were communicated to pilots by Data-link
New flight data available
Precondition System tool is available
Human is aware of the situation or surroundings
Resource n/a
Control n/a
Time n/a
Name o .
Func tioll: /Aspects F12: To contact pilots
Input The most current flight information is provided
Solution strategies were communicated to pilots by Data-link
Airspace status updates
Output The pilot implemented the solution
Precondition Data-link available
Resource n/a
Control Team Collaboration
Communication procedures
Time n/a
Name.of F13: To co-ordinate with other controllers
Function/Aspects
Input Coordination warming detected
Instruction issued
Airspace status updates
Output Coordination messages provided
Precondition Humans are aware of the situation or surroundings
System tool is awailable
Resource System tools
Control Coordination procedures
Team collaboration
Skill training for ATCO
Technical training for ATCO about automation
Time n/a
Name of F14: To transfer control of aircraft to the appropriate Controller/Systems
Function/Aspects ’
Input Coordination messages provided
Flight is ready to be transferred
Output Flight is transferred
Precondition Humans are aware of the situation or surroundings
System tool is available
Resource System tools
Control Communication procedures
Skill training for ATCO
Technical training for ATCO on automation
Time n/a
Name of F15: Identify system expected response
Function/Aspects ’
Input Instruction decided
Conflict warning detected
Complexity issue detected
Humans are aware of the situation or surroundings
Output System response is obtained clearly
Human has situational awareness
Human understanding
Observed automation behavior
Precondition ATCO is available at the workstation
Resource Executive and planner ATCO
Control Technical training for ATCO on automation
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Time n/a
Name o
Func tiofr.t /Aspects F16: To manage TRUST
Input System response is obtained clearly
Observed automation behavior
Humans are aware of the situation or surroundings
Humans have situational awareness
Output Adjusted trust level
Precondition ATCO is available at the workstation
Resource Executive and planner ATCO
Control Technical training for ATCO about automation
Organizational safety culture
Time n/a
Namelof F17: Automation supervision
Function/Aspects
Input Human understanding
Output Analysis of system actions
Automation status
Information from teammates (human or automated)
Precondition Adjusted trust level
ATCO is available at the workstation
Humans are aware of the situation or surroundings
Resource Executive and planner Controllers
Control Organizational safety culture
Technical training for ATCO on automation
Time n/a
Name'of F18: To manage teamwork
Function/Aspects
Input Adjusted trust level
Information from teammates (human or automated)
Automation status
Output Team collaboration
Coordinated decisions
Shared situational awareness
Precondition n/a
Resource n/a
Control Adjusted trust level
Time n/a
Name of F19: Human - Machine Feedback Loop
Function/Aspects ’
Input Analysis of system actions
Team collaboration
Automation status
Coordinated decisions
Shared situational awareness
Output Effectiveness of the feedback loop
Tmely human intervention
Precondition Humans are aware of the situation or surroundings
Resource Executive and planner Controllers
Control Adjusted trust level
ﬁgﬂiig]’: /Aspects BG1: Surveillance data processing
Input n/a
Output ADS-B data
Flight data from radar was provided
Precondition n/a
Resource n/a
Control n/a
Time n/a
gg)ﬁiiz{q /Aspects BG2: Flight plans delivery
Input n/a
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Output Data from flight plans

Precondition n/a

Resource n/a

Control n/a

Time n/a

Name of BG3: To provide MET data

Function/Aspects ’

Input n/a

Output Meteorological data provided

Precondition n/a

Resource n/a

Control n/a

Time n/a

ggﬂzz]’: /Aspects BG4: To provide information on airspace status

Input n/a

Output Updated airspace information is available to controllers

Precondition n/a

Resource n/a

Control n/a

Time n/a

gg)ﬁiiﬁ{: /Aspects BG5: To manage resources

Input n/a

Output System tool is available
Data-link availability
ATCO is available at workstation

Precondition n/a

Resource n/a

Control n/a

Time n/a

ﬁgﬂzg]’: /Aspects BG6: To manage competence

Input n/a

Output Technical training for ATCO about automation
Skill training for ATCO
System tool update

Precondition n/a

Resource n/a

Control n/a

Time n/a

ggrﬁiizfl /Aspects BG7: To manage procedures

Input n/a

Output Monitoring procedures
Coordination procedures
Clearance procedures
Minimum separation criteria
Separation standards
Communication procedures
Organizational safety culture

Precondition n/a

Resource n/a

Control n/a

Time n/a

Name o

Func tiojt; JAspects BG8: Human factors

Input n/a

Output Humans are aware of the situation or surroundings

Precondition n/a

Resource n/a

Control n/a

Time n/a
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Name o ,

Func tio]; /Aspects BGY9: CDM with LTM

Input n/a

Output Complexity solution measures need

Precondition n/a

Resource n/a

Control n/a

Time n/a

ggrﬁiizjl; /Aspects BG10: Traffic release (Expected Event)

Input The pilot implemented the instruction
Flight is transferred
Effectiveness of the feedback loop
Timely human intervention

Output n/a

Precondition n/a

Resource n/a

Control n/a

Time n/a
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APPENDIX B

Table B 1. Internal and external variability - non-automation scenario

Function Typeofa  Source of internal Source of external Uncertainty Amplitude
function variability variability (frequency)
To monitor H Workload, fatigue, High traffic demand, High High
the air stress due to high norms and policies,
traffic traffic, psychological pressure, and shortage
situation in factors, and of available
the given circadian controllers. Wrong
airspace interpretation of
rhythm. Situational information.
awareness,
attention, and focus,
personal training.
To monitor H Workload, fatigue, High traffic demand, High High
flights stress due to high norms and policies,
according to traffic, psychological pressure, and shortage
adherence factors, and of available
to the flight circadian controllers. Wrong
plan interpretation of
rhythm. Situational information.
awareness,
attention, and focus, Slower detection of
personal training. deviations from flight
paths.
To evaluate H Workload, fatigue, Traffic High High
the traffic stress due to high unpredictability can
situation traffic, psychological render pre-emptive
factors, and flow control measures
circadian ineffective, requiring
rapid human
rhythm. Situational intervention.
awareness, attention
and focus, personal High cognitive load in
factors, training. complex airspace
conditions.
To update H Workload, fatigue, Manual updates High High
flight data stress due to high increase the risk of
traffic, Psychological data errors.
factors, and
circadian rhythm. Technology
malfunction.
Conflict H Workload, fatigue, Weather conditions, High High
detection stress due to high pilot behaviour and
traffic, psychological  aircraft performance,
factors, and
circadian surveillance
inaccuracies,
rhythm. navigation
uncertainties,
Situational communication delays.
awareness, attention
and focus, personal Shortage of available
factors, and training. controllers.
To issue a H Overwork (or high Weather conditions, High High
warning task load) leads to pilot behaviour and
(only in the fatigue and aircraft performance,
current low increased workload,
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automation which can lead to surveillance
system) late or missed inaccuracies,
recognition of navigation
conflict or a uncertainties,
situation of risk. communication delays.
Delays due to Shortage of available
manual assessment ATCOs.
before issuing
warnings.
To issue the H Workload, fatigue, Technology effects High High
Complexity stress due to high (interpretation of
Solution traffic, psychological
Measures factors, and information and
circadian rhythm. usability of
equipment);
Intense air traffic
requiring a high
concentration
of ATCOs.
CDM with H More time- Technology effects High High
LTM consuming without (interpretation of
automated decision
aids. information and
usability of
Workload, fatigue, equipment);
stress due to high
traffic, psychological Intense air traffic
factors, and requiring a high
circadian concentration
rhythm. of ATCOs.
Decision H Workload, time Weather conditions, High High
Making pressure, individual high traffic volume,
experience and system or equipment
expertise, situational issues, procedural
awareness, attention constraints,
and focus, personal technological
factors, training. interface, and team
communication.
To contact H Problem in Problem with radio Medium High
pilots communication with contact.
pilots, different
language-
misunderstanding.
To issue H Workload, time Slower command High High
instructions pressure, individual execution due to
experience and manual assessment.
expertise, situational Technological
awareness, interface.
attention, and focus.
To H Workload, time Slower command High High
implement pressure, individual execution due to

the solution

experience and
expertise, situational

manual assessment.

122



Doctoral Dissertation

Doroteja Timoti¢ Petkovi¢

awareness, Technological
attention, and focus. interface.
To H Miscommunication Unexpected traffic High High
coordinate or incomplete data changes, poor
with other during handover communication tools,
controllers could result in high traffic, sector
aircraft not being overlap, and different
adequately tracked work styles.
or managed by the
next controller,
leading to separation
€errors.
Workload, stress and
fatigue, attention,
and understanding
of sector boundaries
and procedures
To transfer H Early or late Communication delays High High
control of handoffs can affect or failures, traffic
the aircraft safety and workload. density at handoff
to the Awareness of point, system interface
appropriate neighbouring sector, issues, differences in
Controller/S miscommunication procedures between
ystems can cause loss of centres, or regular
separation or delay action differences
in service, when transferring
multitasking ability. across borders.
Surveillance T Requires manual Radar or ADS-B failure Low High
data interpretation of raw due to external
processing radar data; Risk of conditions; Improper
(Radar missing critical maintenance.
functioning, aircraft movements.
ADS-B
functioning)
Flight plans T Errors in flight plan Software and Low High
delivery delivery canleadto  hardware malfunction.
discrepancies in Late delivery.
FDPS, potentially
causing conflicts or
delays in processing.
Provide T Weather forecasting Software and Low High
MET data errors or delays in hardware malfunction.
real-time updates.
To provide T Operators must Late provision of Low High
information manually cross- information.
on airspace check restricted
status airspace updates.
To display T Alagin data Software and Low High
data on CWP processing or issues  hardware malfunction.
with the CWP

interface could
hinder a controller’s
ability to monitor
and respond to air

Loss of image due to a
power failure.
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traffic changes in
real time.

Manual adjustments
needed, increasing

workload.
To provide T Alagin data Automation support Low High
an alert processing or issues  may fail or give a false
with the CWP alarm.
interface.
To manage 0 Organisational Insufficient resources Medium High
resources memory, to complete tasks.
organisational
culture.
To manage 0 Effectiveness of Availability of training, Medium High
competence communication, training frequency.
authority gradient,
organisational
memory,
organisational
culture, training.
To manage 0 Effectiveness of Availability of Medium High
procedures communication, procedures, number of
authority gradient, procedures.
organisational
memory,
organisational
culture.
Release H Traffic may not be Traffic may not be High High
traffic released on time due  released on time due
to the variability of to the variability of
other functions. other functions.
H-Human, T-Technology, O-Organization
Table B 2. Internal and external variability - automation scenario
Function Typeofa  Source of internal Source of external  Uncertainty Amplitude
function variability variability (frequency)
To monitor T Reduced vigilance Incomplete picture High/Low High
the air due to automation from sensor/data
traffic complacency. fusion errors.
situation in Overtrust, loss of
the given situational
airspace awareness/Accuracy
of data, refresh rates,
system lag, sensor
integration errors.
To monitor T Delayed reaction to Incorrect or High/Low High
flights deviations, outdated flight plan
according to overtrust, loss of data.
adherence situational
to the flight awareness/Latency
plan in receiving flight

plan updates;
inconsistency in
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trajectory prediction
models.

To evaluate T
the traffic
situation

Incorrect judgment
due to skill
degradation, trust,
and loss of
situational
awareness,/ System
modelling accuracy,
and computational
delays.

Dependence on Al
decision accuracy
and inaccurate
traffic prediction by
the system.

High/Low

High

To update T
flight data

Delay or error in
manual input
override due to loss
of situational
awareness or trust
in automation (when
automation fails,
humans must
intervene, and this
can happen)/
Update frequency,
synchronization
errors between
subsystems, format
mismatches.

Software glitches
could result in
incorrect data.

High/Low

High

Conflict T
detection

Over-reliance on
automation, missing
manual cross-
checks, skill
degradation,/
Sensitivity of
detection
algorithms, and
prediction
uncertainties.

False positives or
negatives from
automation
algorithms.

High/Low

High

To issue the T
Complexity

Solution

Measures

Delayed decision
due to uncertainty/
Choice of solutions
based on algorithm
heuristics; Solution
conflicts with other

actions.

Limited flexibility in
system-generated
solutions.

High/Low

High

CDM with H
LTM

Communication
delays or
misunderstandings.

Integration errors
between systems.

High

High

Decision T
Making

Overtrust, loss of
situational
awareness, skill
degradation,/Algorit
hm biases, decision
thresholds, and
limited adaptability
to unexpected
scenarios.

Insufficient or
ambiguous data.

High/Mediu
m

High

To contact T
pilots

Communication
errors or delays in
issuing messages/

Delay in

Radio/intercom
malfunction, poor
signal.

High/Mediu
m

High
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communication
dispatch, message
clarity, translation
errors if text-to-
speech used.

To issue T Missing critical Miscommunication High/Mediu High
instructions updates due to due to poor m
distractions or due interface.
to previously
performed by
automation,/ Timing
of instruction,
formatting, conflicts
with other
instructions or goals.
To T Delayed execution Automation High/Mediu High
implement due to doubt,/ misapplication, m
the solution Execution timing, technical limitations.
sequencing issues,
and resource
constraints.
To T Miscommunication Interface mismatch, High/Low High
coordinate or missed communication tool
with other coordination,/ lag.
controllers Message timing,
protocol
mismatches,
inconsistent
interfaces, and
handoff delays.
To transfer T Missed or incorrect System routing High/Low High
control of handoff./ Handoff failure, timing
the aircraft lag, sector boundary mismatch.
to the alignment, system
appropriate coordination errors.
Controller/S
ystems
Surveillance T Misinterpretation of Data latency, Low High
data data displayed; dropouts, and
processing overtrust or hardware/software
(Radar undertrust in malfunctions.
functioning, automation.
ADS-B
functioning)
Flight plans T Delay in verifying or Delayed or Low High
delivery updating due to corrupted
cognitive overload.  transmission, system
syncing issues.
Provide T Misinterpretation of Inaccurate or Low Medium
MET data automated weather outdated weather
alerts. data; sensor failure.
To provide T Failure to detect Delay in updating Low High
information restrictions or restrictions, data
on airspace updates due to source errors.
status inattentiveness.
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To display Misinterpretation of ~ System errors could Low High
data on CWP displayed cause airspace
information due to mismanagement,
mental fatigue or display lag.
loss of situational
awareness.
To provide Alert fatigue, False alarms, Low High
an alert misinterpretation. delayed alerts.
To manage Misallocation due to Resource tracking Medium High
resources workload system limitations
misjudgement (if the
automation fails and
the ATS is not ready
for that).
To manage Lack of training or Inadequate training Medium High
competence experience with tools or SOPs.
automated systems.
To manage Misapplication or Outdated Medium High
procedures skipping steps (if the ~ procedures are not
automation fails, aligned with current
skill degradation due systems.
to inadequate and
infrequent training
or knowledge
refresher)
Teamwork Poor collaboration,  Tools not supporting High Medium
misunderstandings, collaboration
ATCO doesn’t have effectively, and a
available knowledge lack of transparency
of how automation in automation work.
works, and the
human is not
familiar with how
the automated
system is designed
To Complacency, Hidden system High High
supervise inattention, or lack errors, lack of
automation of understanding. transparency.
functioning
Identify the Incorrect mental Poor documentation High High
expected model of or feedback from the
system automation, system.
response inadequate
knowledge about
automation design,
and its actions
Trust Overtrust or distrust  Inconsistent system High High
in automation. performance.
Human - Failure to notice Delayed or unclear High High
Machine system cues or system feedback.
Feedback respond
Loop appropriately.
Release Determining optimal  Trust in automation Low High
traffic timing, sequencing is crucial for
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conflicts, and operational flow.
resource availability System
misclassification of
ready traffic

H-Human, T-Technology, O-Organization

Table B 3. Functional Resonance Analysis Method Functions under Non-Automation Scenario -
Performance Variability

Function Possibility of occurring Possibility of occurring
performance variability - time performance variability - accuracy
Too On Too Not at Accurate Acceptable Inaccurate
early time late all
Surveillance data Unlikely Typical Possible Possible*  Typical Unlikely Unlikely
processing (Radar
functioning

ADS-B functioning)

Flight plans Unlikely Typical Possible Possible*  Typical Unlikely Unlikely
delivery
Provide MET data Unlikely Typical Possible Possible*  Typical Unlikely Unlikely

To display data on Unlikely Typical Possible Possible*  Typical Unlikely Unlikely
cwp

To provide Unlikely Typical Possible Possible* Likely Typical Possible
information on
airspace status

To monitor the air Possible Typical Possible Unlikely Typical Likely Possible
situation picture

To monitor flights Likely  Typical Possible Unlikely Typical Likely Unlikely
according to

adherence to flight

plan

To evaluate traffic Likely = Typical Possible Unlikely Typical Likely Unlikely
situation

To update flight Unlikely Typical Possible Possible*  Typical Likely Unlikely
data

Conflict detection Likely  Typical Possible Unlikely Typical Likely Unlikely

To provide alert Likely = Typical Possible Unlikely Typical Likely Unlikely

To issue warning Likely = Typical Possible Possible*  Typical Likely Unlikely
(only in current -

low automation

system

To issue Unlikely Typical Possible Possible*  Typical Likely Unlikely
Complexity
Solution Measures

CDM with LTM Unlikely Typical Possible Possible*  Typical Likely Unlikely

Decision Making Possible Typical Possible Unlikely Typical Likely Unlikely
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To contact with Unlikely Typical Possible Possible*  Typical Likely Unlikely
pilots

To issue Unlikely Typical Possible Possible*  Typical Likely Unlikely
instruction

To co-ordinate Likely = Typical Possible Unlikely Typical Likely Unlikely
with other

controllers

To transfer control Likely = Typical Possible Unlikely Typical Likely Unlikely
of aircraft to the

appropriate

Controller/Systems

To manage Unlikely Typical Possible Possible*  Typical Likely Unlikely
resources

To manage Unlikely Typical Possible Possible*  Typical Likely Unlikely
competence

To manage Unlikely Typical Possible Possible*  Typical Likely Unlikely
procedures

Manage teamwork  Possible Typical Likely  Possible*  Typical Likely Unlikely
Release traffic Unlikely Typical Possible Unlikely Typical Likely Unlikely

*Possible - only in the case of total breakdown

Table B 4. Functional Resonance Analysis Method Functions under Automation Scenario -

Performance Variability

Function Possibility of occurring Possibility of occurring
performance variability - time performance variability - accuracy
Too On Toolate Notatall Accurate Acceptable Inaccurate
early time
Surveillance Unlikely = Typical Possible Possible* Typical Unlikely Unlikely
data processing
(Radar
functioning
ADS-B
functioning)
Flight plans Unlikely  Typical Possible Possible* Typical Unlikely Unlikely
delivery
Provide MET Unlikely  Typical Possible  Possible* Typical Unlikely Unlikely
data
To display data Unlikely  Typical Possible Possible* Typical Unlikely Unlikely
on CWP
To provide Possible Typical Possible Unlikely Typical Possible Unlikely
information on
airspace status
To monitor the Possible  Typical Possible  Possible* Typical Possible Possible

air situation
picture
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To monitor Unlikely  Typical Possible Possible* Typical Possible Possible
flights

according to

adherence to

flight plan

To evaluate Unlikely  Typical Possible  Possible* Typical Possible Possible
traffic situation

To update flight  Unlikely = Typical Possible Possible* Typical Possible Possible
data

Conflict Unlikely  Typical Possible Possible* Typical Possible Possible
detection

To provide alert  Possible  Typical Possible  Possible* Typical Likely Possible

To issue Unlikely  Typical Possible  Possible* Typical Likely Possible
Complexity

Solution

Measures

CDM with LTM Unlikely  Typical Possible Possible* Typical Possible Possible

Decision Unlikely  Typical Possible Possible* Typical Possible Possible
Making

To contact with Possible  Typical Possible  Possible* Typical Possible Unlikely
pilots

To issue Possible Typical Possible Possible* Typical Possible Possible
instruction

To co-ordinate Possible Typical Possible Possible* Typical Possible Possible
with other
controllers

To transfer Possible  Typical Possible  Possible* Typical Possible Possible
control of

aircraft to the

appropriate

Controller/Syst

ems

To manage Unlikely = Typical Likely Possible* Typical Possible Possible
resources

To manage Unlikely  Typical Possible  Possible* Typical Possible Possible
competence

To manage Unlikely  Typical Possible  Possible* Typical Possible Possible
procedures

Manage Possible Likely Possible Possible* Typical Possible Possible
teamwork

Supervise Possible Likely Possible  Possible* Typical Possible Possible
Automation
Functioning

Identify Unlikely Likely Possible  Possible* Typical Possible Possible
Expected

System

Response
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Trust Possible Likely Possible Possible* Typical Possible Possible
Human- Possible  Typical Likely Possible* Typical Possible Likely
machine

feedback loop

Release traffic Unlikely  Typical Possible  Possible* Typical Possible Unlikely

*Possible - only in the case of total breakdown
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APPENDIX C
A B C D E ; 6 | ) K L M N 0 P Q R s

* Instruction Issuing_Decision making __ Weighted Mean alfa PO | e | e | P) Node/state Tooarly | OnTime |Toolate |Notatall| Weight
2 0 0 0 0.0 0.0 0.20 0.00 0.0 Instruction Issuing 2 3 1 o 08
3 0 1 04 053 0.8 047 0.05 0.00 Monitoring 2 3 1 IRY]
4 0 2 08 007 0.9 0.67 014 001
5 0 3 12 060 0.8 0.40 046 006
6 1 0 06 0.80 0.32 0.60 0.08 0.00
7 1 1 1 033 0.3 0.53 030 0.03 Weighted Score Range Intuition | Child State
8 1 2 14 047 0.3 027 062 0.09 0.0t00.75 Mostly not atall_|Notatal
9 1 ;I 040 0.00 0.2 054 034 0.75t015 Mostlylste  [Toolate
1 2 0 12 0.60 0.8 0.40 046 0.06 150225 Mostly early | Too early
" 2 1 16 0.3 0.00 017 0.65 0.18 2251030 Mostly on time _|On time
12 2 2 2 0.67 0.00 0.07 0.43 0.50 notatall toolate tooearly ontime
13 2 3 24 020 0.00 0.00 030 0.70 AR e ro | e | p2) | )
14 3 0 18 040 0.00 012 054 034 Not at ll 0 075 03] 02 0 0
15 3 1 22 093 0.00 0.01 033 0.6 Too late 075 15 0 01 o1 0
16 3 2 26 047 0.00 0.00 030 0.70 Too early 15 225 of 02 o7 01
7 3 3 3 100 0.00 0.00 030 0.70 On time 225 3 0 o 03 o7
18

Figure C1. An extract from an Excel file for the probability calculation for “Pilots action” node in non-automated system
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BUOI'PA®UJA AYTOPA

HopoTteja TumoTtuh IleTkoBuh je pohena 4.7.1994. roauHe y BasmeBy. OcCHOBHY
mkoay ,MusoBaH 'mumuh“ 3appuuiaa je 2008. rogrHe ca oAJUYHUAM yCIIEXOM, Kao
Hocusal, BykoBe jgumjiomMe M Kao Hajoobu hak reHepainuje. CpeAmy IIKOJY,
BasbeBcky ['mMHas3ujy, 3aBpuiniaa je 2013. roarHe, Takohe ca 04JTUUHUM YCIIEXOM.

Cao6pahajuu d¢axkyarer YHuBep3utera y bBeorpaay ynucana je IIKoJICKe
2013/2014. roguHe, a faHa 22. 09. 2017. roavHe 3aBplINJIa je OCHOBHE aKaJleMCKe
CTy/Uje, IpBOT cTeneHa, oouma 240 (aBecta yeTpaeceT) 6o0Ba ECIIB, Ha moayy
3a Baszayuminu cao6pahaj v TpaHcnopT, ca npocedyHoM ouieHoM 8,98 (ocam u 98/100).
3aBpwHU pajg Ha temy ,CUCTEM TAJIACA ¥ XAb AEPOZIPOMY: YTHUILIA] HA PE/]
JIETEHbA U TOBE3AHOCT MPEXKE JIMHUJA“ nox MmenTopcTBOM nipod. Ap JdaHuie
Bba6uh, je og6paHua ca oneHoM 10 (feceT) U TUMe CTeKJ1a 3Bawe: JIMIJIOMUPaHU
UHXKemep caoopahaja.

Macrep akaaeMcke cTtyaMje, Apyror crerneHa, Ha Cao6pahajuom ¢akyaterty
YHuBep3uteta y beorpaay, oouma 60 (weszgecet) 6omoBa ECIIB, Ha moayay
BazgymiHu caobpahaj u TpaHcmopT ymucana je mkosicke 2017/2018. roaune.
MacTep akageMmcke ctyauje 3aBpiuuia je 25. 09. 2018. roguHe ca NMpocevyHOM
oneHoM 9,63 (aeBeT u 63/100). Mactep pag Ha Temy ,MOJZIEJIMPAGE Y3POKA
U3JIETAKbA CA NOJIETHO-CJIETHUX CTA3A ITIPUMEHOM BAJECOBUX MPEXA“
noJ MeHTopcTBOM npod. Ap Pehe HeTjacos, ogbpanuia je ca oueHom 10 (aeceT) u
THUMe CTeKJIa 3Bae: MacTep nHkKemwep caoopahaja.

JokTopcke akajgeMmcke cryamje, Tpeher crenena, Ha CaobpahajHoM dakynTeTy
YHuBep3uteta y beorpaay, obuma 180 (cto ocampecetr) 6ox0Ba ECIIB, Ha
ctyauvjckoM nporpamy Cao6pahaj ynucasa je Tekyhe mkosicke 2018/2019. rogune.
Jlo cajia je mos103kUJ1a CBe UCNIUTE Npe/iBUheHe HaBeleHUM CTY/MjCKUM TPOrpaMoM,
ca npoceyHoM oueHoM 10 (zeceT) ¥ og6paHUIa TOAUILIBLY PaJ, HA CEMUHADY.

TokoM cTyzauja, a Ha OCHOBY yclexa Ha IPeTX0AHUM HUBOUMA CTy/Hja, bua je Be
roavHe npumaJjan ,CTulleHAuje 3a MOACTULAKE O0Opa3oBama U ycaBpllaBamba
HaJlapeHUX YYeHUKa W CTyJAeHaTa“, Kojy Jojesbyje rpaj, Ba/beBo, moyeBLIU Of
mkoJsicke 2016/17, a 3ak/by4Ho ca 1mkosickoMm 2017 /18. T'oguHoM.

Of jyna go meumo6pa 2018. roauHe, KaHAUAATKHEA je 6opaBua y bpuceny Ha
cTpy4dHoj npakcu y EypokoHTosny ca cegumiteMm y bpuceny, bearuja. CtpydHy
npakcy obaBuJa je y ofceky noj HasuBoM Network Manager Directorate/Office of
the Director y Tpajawy of mect mMeceuu. [Ipe Tora je o6aBusa ciaesehe cTyyHe
npakce: [lupektopat LluBunHor BasgyxomsoBctBa Peny6sinke Cp6uje, ofcek 3a
ynpaB/batbe Ba3AyLIHUM caobpahajeM, J/uLeHLHUpalkbe KOHTPOJIOpA JeTea,
Ba3/lyXOIJIOBHY METEOPOJIOTHjY U Ba3AyXOIJIOBHO UHpopMUcake (dpebpyap 2018.
roguHe), Koutposa netewa Cp6uje u Lipue 'ope SMATSA Z100 Beorpag, oacek 3a
Ba3/lyxom0BHO MHPopMucamwe (jya1 2017. rogune) u AirSERBIA, ozcek 3a po6Hu
TpaHcnopT (anpus-Mmaj 2017. rogune).

Op janyapa 2019. roausHe 3amocsieHa je Ha Cao6pahajnom ¢akyarery
YHuBep3uTeTa y Beorpaay, npBo kao HCTpa:KMBa4-NPUNPABHUK Y IEPUOY OJ
janyapa 2019. roauHe no penem6pa 2021. roguHe Kaja 6MBa U3abpaHa y 3Bambe
HCTPAaXKMBa4Y-CapaJHUK Koje MMa M JaH JaHac. TokoMm cTyjuja, 6una je
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aHra)koBaHa je Ha npojekty MuHuctapcTBa Hayke u TexHoJsiomkor passoja 3a
[ToapIIKy OJp>XUBOT pa3Boja BasAylIHOT caobpahaja y Peny6auinu Cpouju (6poj
npojekta 36033), kao U Ha MehyHapoAHOM NpOjeKTy noj HasuBoM ,saFety And
Resilience guidelines for aviatiOn-FARO". ¥ Toky oBor nepuoza 6usia je y4eCHUK
Bullle JoMahux U MehyHapoaHUX KOHepeHLMja, CEeMUHApa, paJUOHULA U JIETHUX
wkoJsa. [lopes Tora, KaHAWJATKUKA je y TOKY CBOI paJjHOT aHraxMaHa Ha
CaobpahajHoM ¢akyaTeTy ydecTBOBajia Y HAacTaBU Ha OCHOBHUM CTyJujaMa y
OKBHUPY npejMeTa BazjyxonsoBHa HaBUrayja.

Pe3ysiTaTe cBOr HAQyYHOUCTPAXXUBAYKOT pajia KaHAWAATKMbA je NyOJIMKOoBasia Kpo3
ykynHo 16 HayyHux pagoBa. OJ HaBeJeHOT 0poja, jesaH pajf, o6jaB/beH je y
MebhyHapoJgHOM yacomucy U3y3eTHOr 3Hadaja (M2la+), jeman pag y
MehyHapoAHOM 4Yaconmucy oj 3Hadyaja (M21), jesaHaect pajoBa y 300pHUILMMA
panoBa ca MehyHapoHUX Hay4YHUX KOHepeHnyja (M33), ABa pajga y 300pHULIMMA
MehyHapoaHUX HaydyHUX cKynoBa (M34), nok je jemaH paj o006jaB/beH Yy
HallMOHaJIHOM Yaconucy (M53).

KanaupaTtkuma je noxahasia HEKOJIMKO CTPYYHUX U HAYYHUX KypceBa U paJIMOHULLA
0/1 KOjUX ce MOTY U3JiBOjUTH caenehe: ,Airport capacity Imbalance” y opranusanuju
EBporicke opraHusauuje 3a 6e36eaHoCT BazayuiHe miaoBuzgoe- EYPOKOHTPOJI,
oapxkaHor 25. Maprta 2021 y BupTtyesnHoMm dopwmary, ,Safety and Human factors
Webinar” cny4aj Kocta Konkopaua, y opranusanuju EBporncke opranusanuje 3a
6e3begHocT BasaywHe MioBuaobe - EYPOKOHTPOJI (ogcexk 3a 6e36emHOCT),
OZIpKAHOT y TMeT ceMHHapa y mnepuoay centembap 2020-¢ebpyap 2021 y
BUpTYyeJIHOM popmary, ,Just culture across industries: Continuing to learn from each
other” y opranusanyju EBponcke opraHusanyje 3a 6e306eJHOCT BasAyllHe
mioBua6e - EYPOKOHTPOJI, oapkaHor y 4eTUpU ceMHUHapa y nepuoay oKTobap-
HoBeMbap 2020. y BuptyenHom c¢opmary, ,Engage summer school 2020° y
opranusauuju KaTezape 3a aepojpoMe U 6e36eJHOCT BasAylIHe IMJIOBU/J6e
(Caob6pahajuu pakynrteT YHUBep3uTeTa y beorpasy), yiana Engage koH3opuujyma
y3 MOJPLIKY OCTaJMX 4YJAaHOBA KOH30pLHMjyMa, ofpkaHe 21-25. cemnteMbpa y
BUpTYyesHOM dopmMmarty, ,Engage summer school 2025, y opranusanuju Katezgpe 3a
aepojgpoMe U 0Oe3begHOCT Ba3gyliHe MaoBuJ6e (Cao6pahajuu dakynarer
YuuBep3uTteTra y beorpaay), 4iaHa Engage koH3opLMjyMa y3 NOAPIIKY OCTaIUX
4YJIaHOBa KOH30pILMjyMa, oApxkaHe 27-31. janyapa y beorpaay, ATC-Intro course at
EUROCONTROL-ALC, oppxaHnor y Jlykcembypry y jyny 2025. roguHe y3 NoApLIKy
Engage 2 npojekTa, Kao ¥ MHOTe JipyTe.

['oBOpM eHIJIECKH je3UK, yJaTa je U MajKa je [iBoje fele.
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HU3JABA O AYTOPCTBY
WMe v npe3umMe ayTopa Jopoteja . Tumoruh IletkoBuh
Bbpoj nHaekca AC181004
H3ajB/byjem

Jla je IOKTOpPCKa AxcepTallyje Mo, HacJ0OBOM

MOJEJ/IOBAIGE YTHULIAJA IIOBERhAIbA HHUBOA AYTOMATH3ALHJE HA
BE3BEJHOCT U PE3UWJIMJEHTOCT CUCTEMA KOHTPO!JIE JIETEIHA

- pe3yJTaT CONCTBEHOT UCTPAKMBAYKOT Pajia;

- Jla AucepTranuja y LeJWHU HU Yy JieJJOBUMa HUje OuWJa INpejoxeHa 3a
CTULlakbe Jpyre JAUIUIOME @peMa CTYy[UjCKUM MporpaMmuMma Jpyrux
BHUCOKOILKOJICKUX YCTaHOBA;

- Jla cy pe3yJITaTH KOPEKTHO HAaBeJeHU U

- Jla HUCaM KpIIMWJIa ayTOPCKa MpaBa U KOPUCTUJIA UHTEJIEKTYa/IHy CBOjUHY
JpyTUX JALA.

Y Beorpapny, IloTiuc aytopa

o oo
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H3JABA O UCTOBETHOCTHU LITAMIIAHE U EJIEKTPOHCKE
BEP3HUJE JOKTOPCKOT PAJA

UmMe wu  npesume Jopoteja Tumotuh IletkoBuh
ayTopa

Bbpoj nHaekca AC181004
CTyaujcku nporpam Caoo6pahaj

Hacnos pazga MOJEJ/IOBAIGE YTHLAJA IIOBEhAIbA HUBOA
AYTOMATHU3ALUH]E HA BESBEJHOCT U
PE3WJIMJEHTOCT CUCTEMA KOHTPOJIE JIETEIbA

MeHTOp ap ®eha Hetjacos, pegoBHu npodecop
YHusep3ureT y Beorpaay - Cao6pahajuu ¢axkysirer

HUsjaBpyjeM pga je 1wTaMnaHa Bep3wja MOr JOKTOPCKOI paja HCTOBETHA
eJIEKTPOHCKO] Bep3HjU KOjy caM INpeJao paju NoxpamwHBawa y JUrHTaJIHOM
peno3suTopujymy YHUBep3uTeTa y beorpaay.

Jlo3Bo/baBaM Jia ce o6jaBe MOjU JIMYHM MOJAIM Be3aHU 3a J00Hjambe aKaJeMCKor
Ha3WBa JOKTOpA HayKa, Kao LITO Cy UMe W Npe3uMe, FrofijMHA U MeCTO pohemwa U
JlaTyM oJi0paHe paja.

OBM JIMYHM NOJALMU MOTY ce 00jaBUTHM Ha MpPEXHUM CTpaHUIlAMa JAUTMTaJHe
O6ub/1MOTEeKe, Y eJIeKTPOHCKOM KaTaJory U y nybJsMuKalMvjaMa YHHUBep3uTeTa y
Beorpany.

Y Beorpapny, IloTiuc ayTopa

o oo

138



Doctoral Dissertation Doroteja Timoti¢ Petkovi¢

U3JABA O KOPUII'REW®LY

OBsamhyjeMm YHuBep3uTeTcKy O6ubauoTeky ,CBeTo3ap MapkoBuh“ ga vy
JlurutajHu penos3vTOpUjyM YHUBep3uTeTa y beorpaay yHece MoOjy JAOKTOPCKY
JucepTalnyjy noJ, HacJ0BOM:

MOJE/IOBAIbE YTHULAJA TNOBEHRAIA HHUBOA AYTOMATU3ALMUJE HA
BE3BEJHOCT U PE3UWJIMJEHTOCT CUCTEMA KOHTPO!JIE JIETEIHA

KOja je MOje ayTOpPCKO JeJ10.

JlucepTanujy ca CBUM MNpWIO3UMa IMpejAasa caM y eJeKTPOHCKOM ¢opmary
IIOTOZJHOM 32 TPAjHO apXUBUPAbE.

Mojy [OKTOpCKY JAucepTanujy moxXpameHy Y JIUTUTAJIHOM pPeNno3UTOPHjYMY
YHuBep3uTeTa y beorpazy 1 JJOCTyNHY y OTBOPEHOM MPUCTYIy MOTY Jla KOPUCTE
CBU KOjU TOIITYjy oApejbe caAp)kaHe y oJabpaHoM Ty JivneHle KpeaTuBHe
3ajegnulle (Creative Commons) 3a Kojy caM ce 0AJdy4HO.

1. AytopctBo (CC BY)
2. AytopctBo - HekoMepuujanaHo (CC BY-NC)
@AyTOpCTBO - HekoMep1HjaiHo - 6e3 npepaza (CC BY-NC-ND)
4. AyTOpCTBO — HEKOMEPIHjaHO — 1eJIUTH oA uctuM ycaoBuma (CC BY-NC-SA)
5. AytopcTBo - 6e3 npepaaa (CC BY-ND)
6. AyTopcTBO - AeauTH nof uctuM yciaoBuma (CC BY-SA)

(MosinMo J1a 320KPY>KUTE CaMo je[JHY OJi LeCT MOHyHeHUX JULEHIIU.
KpaTak onuc JiMlleHLIU je cacTaBHU [l€e0 OBe U3jaBe).

Y Beorpapny, IloTiuc ayTopa

o oo
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1. AytopcTtBo. /lo3Bo/baBaTe YMHOXaBakbe, JUCTPUOYIUjY U jaBHO CAOMILITaBaHbe
JleJia, ¥ TIpepajie, ako ce HaBeJle MMe ayTopa Ha HAaYMH oJipeheH ol CTpaHe ayTopa
WJIM JlaBaolia JIMIleHlle, YaK U y KoMepldjajiHe cBpxe. OBO je Hajc/1000jHUja O CBUX
JINLIEHIIU,

2. AyTOpCTBO - HeKOMepLUjaIHo. /[03Bo/baBaTe YMHOXKaBamwe, JUCTPUOYLIU)Y U
jaBHO caollITaBame JieJia, ¥ lpepajie, ako ce HaBeJle UMe ayTopa Ha Ha4MH o/ipeheH
OJi CTpaHe ayTopa WM JaBaola JjuleHue. OBa JMLleHLa He [J03BOJ/baBa
KOMepIiuja/IHy ynoTpeoy JAeJa.

3. AyTOpCTBO - HEKOMepLHjaJaHo - 6e3 nmpepaja. /lo3Bo/baBaTe YMHOXKaBakbe,
JUCTPUOYLUjY U jaBHO caollITaBame JeJsa, 6e3 NpoMeHa, IpeoOJIMKOBamba UJIU
ynoTpebe Jesia y CBOM JieJly, aKO ce HaBeJle MMe ayTopa Ha HaduH oJpebeH of
CTpaHe ayTopa WJIX JaBaola juleHne. OBa JMLeHLa He J03B0/baBa KOMepLHjaIHy
ynoTpeoby fesa. Y 0JHOCY Ha CBe OCTaJle JIMLeHle, 0BOM JIML|€HL|OM Ce OrpaHHUYaBa
HajBehu 061M npaBa kopuihemwa Jena.

4. AyTOpPCTBO — HEKOMEPILMjaJIHO - AEeJIUTHU 04 UCTUM ycJaoBUMa. /l03Bo/baBaTe
YMHOaBakbe, AUCTPUOYLIUjY U jaBHO caoMILITaBakbe JieJ1a, U Ipepajie, ako ce HaBeJie
¥Me ayTopa Ha HauMH oJijpeheH oJ, cTpaHe ayTopa WJIM JlaBaolia JHUIEeHIle U aKo ce
npepaja AUCTpUbOyrpa moj, UCTOM WM CAAYHOM JuneHUoM. OBa JiMLeHLlA He
Jl03B0/baBa KOMepLUja/IHy yIoOTpeoy Aesia ¥ npepaja.

5. AyTOpCcTBO - 6e3 npepaja. /[o3Bo/baBaTe YMHOXaBakbe, AUCTPUOYLIUjY U jaBHO
caoniITaBamwe JeJsa, 6e3 NpoMeHa, Npeob/MKOBaba UM yIoTpebe Jesa y CBOM
JleJly, aKo ce HaBeJle UMe ayTopa Ha Ha4uH o/ipeheH o cTpaHe ayTopa WM AaBaola
suneHle. OBa JiMIeHIa 03B0J/baBa KOMEPLUjaTHY YIIOTpeby Aea.

6. AyTOpCTBO - JeJIMTH NOJ UCTUM ycJoBUMA. /l03Bo/baBaTe yMHO>KaBabe€,
JUCTPUOYLHjY Y jaBHO CcaolllITaBamwe Jiea, M Ipepajie, ako ce HaBeJie UMe ayTopa
Ha HA4YWH oJipeheH oJ cTpaHe ayTopa WJM J[aBaolia JIMLEHIE U aKo ce Mpepaja
JUCTpUOyHpa MOJA MCTOM WJIM CJAWYHOM JuleHLoM. OBa JulLieHLa /J03BOJbaBa
KOMepLHjaJHy ynoTpeby fesna U npepaja. CiuvHa je copTBEPCKUM JIMIEHIIaMa,
O/ZJHOCHO JIMLIeHIJaMa OTBOPEHOT KoJia
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