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Dissertation title: Direct Data-Snapshotting and Snapshot Sharing Across Cloud-Native Ap-
plications

Abstract: Cloud-computing platforms provide services to consumers through multiple service-
offering models. Recent advances in these models have led to the emergence of serverless com-
puting, or simply serverless, where infrastructure is managed by the service provider. Serverless
is usually coupled with function-based programming model in which software systems are com-
posed of reusable, lightweight units of code executed within isolated sandboxed environments.
Major cloud-computing platforms, including Amazon Web Services (AWS), Microsoft Azure,
and Google Cloud, report that a substantial proportion of their customers employ serverless
solutions.

Most cloud-computing providers employ a pay-as-you-go billing model. Inefficient utiliza-
tion of computing resources, particularly CPU time and working memory, which constitute the
most costly resources, leads to increased overall operational costs. Moreover, the requirement
for resource isolation adversely affects initialization latency and results in additional CPU and
working-memory overhead. Serverless sandboxes are typically deployed on top of heavyweight
virtualization stacks that includeJava, JavaScript, or Python runtime environments with ac-
companying frameworks, further increasing working-memory consumption.

Modern cloud-computing architectures use Checkpoint/Restore (abbr. ¢/R) techniques to
freeze initialized sandboxes into a continuable form. Such techniques, in combination with
cloud-native deployments, allow the virtualized environment to optimize resource consumption
and share code and pre-initialized data across multiple sandboxes. However, such solutions
either operate at application-build time to support data pre-initialization or sharing, or operate
at execution time with limited sharing potential for data available during application execution.
Such data is processed multiple times and duplicated in each sandbox.

This dissertation presents DOSS, a direct object snapshotting and sharing system that
performs data C/R during application execution. DOSS persists data directly, without trans-
formations, into reusable and shareable snapshots. Direct snapshotting allows DOSS to achieve
near-constant data deserialization time, greatly improving initialization times and reducing
CPU usage. Doss architecture enables snapshot sharing across application instances, elimi-
nating the excess memory footprint associated with data re-processing and duplication.

GraalDoss, a DosS implementation for Java, is integrated into the GraalVM ecosystem.
GraalDoss is evaluated using 106 correctness and robustness tests and a novel set of cloud-
native micro and macro benchmarks that exercise real-world scenarios. A comprehensive eval-
uation of GraalDoOSS shows a consistent near-constant data-deserialization overhead with se-
rialization times comparable to state-of-the-art Java JSON and binary serialization libraries.
GraalDoss reduces the memory footprint of web API microservice caches by sharing popu-
lated cache snapshots across microservice instances, improving the overall density by 41% for
8 microservice instances and improving first-response times by 34%. In NLP applications,
GraalDoss improves the pipeline execution times by six orders of magnitude by snapshotting
pipeline results and subsequently loading the snapshots.
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Naslov disertacije: Direktno snimanje podataka i deljenje snimaka izmedu aplikacija u oblaku

Rezime: Platforme za izvrSavanje u oblaku pruzaju razli¢ite servise (eng. services) korisnicima
koriste¢i razne modele isporuke usluga. Savremena istrazivanja ovih modela dovela su do
Siroke primene bezserverskog izvrsavanja (eng. serverless), paradigme u kojoj se softver sastoji
od funkcija — brzih, ponovno iskoristivih jedinica koda koje se izvrSavaju unutar izolovanih,
virtualizovanih okruzenja. Vodecée platforme za izvrsavanje u oblaku, uklju¢ujuéi Amazon Web
Services (AWS), Microsoft Azure i Google Cloud, izvestavaju da znacajan deo njihovih korisnika
koristi bezserverska resenja.

Vecina pruzalaca servisa izvrSsavanja u oblaku primenjuje model naplate po principu ,plati
koliko koristis”. Neefikasno koriS¢enje racunarskih resursa, narocito procesorskih jezgara i radne
memorije, koji predstavljaju dva najskuplja resursa, dovodi do znacajnog povecanja troskova.
Dodatno, potreba za virtualizacijom negativno utice na vreme inicijalizacije i povecava potrosnju
procesorskog vremena i radne memorije. Izolovana bezserverska okruzenja se tipi¢no implemen-
tiraju nad okruzenjima koja zahtevaju velike koli¢ine radne memorije, kao na primer virtualne
masine za jezike Java, JavaScript ili Python i odgovarajuci prate¢i radni okviri.

Savremene arhitekture za izvrSavanje u oblaku koriste tehnike snimanja stanja inicijalizo-
vanih okruzenja u nastavljivom obliku (eng. Checkpoint/Restore). Ove tehnike omogucavaju
optimizaciju iskoriséenja resursa, kao i deljenje koda i podataka izmedu vise okruzenja za
izvrSsavanje. Medutim, postojeca resenja funkcionisu u fazi izgradnje aplikacija i, kao takva, ne
omogucavaju ranu inicijalizaciju i deljenje podataka koji postaju dostupni u toku izvrsavanja
aplikacija. Takvi podaci se iznova obraduju i dupliraju u svakom pojedina¢nom izolovanom
okruzenju za izvrsavanje.

Ova disertacija predstavlja DOsS, sistem za snimanje i deljenje podataka koji omogucava
snimanje i deljenje podataka tokom izvrSavanja aplikacije. DOSS direktno snima objekte koji
sacinjavaju podatke, bez njihove transformacije, u obliku ponovno iskoristivih i deljivih sni-
maka (eng. snapshot). Takav pristup omoguc¢ava DOsS-u da postigne konstantno vreme de-
serijalizacije podataka, ¢ime se znacajno unapreduje vreme inicijalizacije aplikacija i smanjuje
potrosnja ra¢unarskih resursa. Arhitektura sistema DOSS omogucava deljenje snimaka izmedu
viSe instanci aplikacije, ¢ime se eliminiSe memorijsko zauzeée povezano sa ponovnom obradom
i dupliranjem podataka i poboljsava vreme inicijalizacije aplikacije.

Implementacija sistema Do0SS, pod nazivom GraalDOSS, realizovana je u programskom
jeziku Java i integrisana u ekosistem GraalVM. GraalDOSSs je evaluiran pomocéu 106 testova
korektnosti i robustnosti, kao i koriS¢enjem novog skupa referentnih programa namenjenih
testiranju aplikacija u oblaku. Rezultati evaluacije pokazuju konzistentno vreme deserijal-
izacije, uz brzinu serijalizacije uporedivu sa savremenim Java bibliotekama za JSON i bina-
rnu serijalizaciju. U mikroservisnim veb aplikacijama, GraalDOSS eliminiSe memorijsko za-
uzece privremenih skladista podataka deljenjem snimaka popunjenih skladista izmedu instanci
mikroservisa, ¢ime se postiZe pove¢anje odnosa brzine i memorijeskog zauzecéa sistema od 41%
za osam instanci mikroservisa, uz smanjenje vremena odziva aplikacije od 34%. U aplikacijama
koje koriste obradu prirodnih jezika, GraalDOSS unapreduje vreme izvrSavanja za Sest redova
veli¢ine snimanjem modela za obradu teksta i rezultata njegove primene na ulazni tekst.
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Chapter 1

Introduction

The first decade of the twenty-first century witnessed a rapid rise and widespread adoption of
the Internet. This started the migration of computing resources and software to large farms
of computing and storage systems accessible via the Internet, i.e., the cloud. Cloud computing
introduced a paradigm shift from local to network-centric computing, where cloud computing
providers provision and distribute computing resources to users through their cloud-compute
platforms. Today, most popular cloud-computing platforms such as Amazon Web Services
(abbr. AWS) [14], Microsoft Azure [243], and Google Cloud [141] generate hundreds of billions
of USD in annual revenue, with over 400 billion USD generated in 2025 alone [376, 305].

Most software in the cloud is built on top of the service-oriented architecture, by compos-
ing independent and reusable software components called services to perform complex tasks
[405, 213, 114]. Services are automatically deployed and scaled by the cloud-computing plat-
form, offering great elasticity and scalability [83]. Modern software architectures decompose
services even further, into smaller, rapidly scalable microservices [94]. Recent advances in cloud-
computing architectures decouple microservices architecture from the infrastructure, allowing
the user to write applications without managing the infrastructure. This model is commonly
referred to as serverless [299, 234, 71].

Serverless applications consist of functions — lightweight and fast-executing snippets of code
that run in isolated virtualized sandboxes. Serverless is especially popular for applications that
involve big-data analytics [46, 233, 385], linear algebra algorithms [385, 330|, machine learning
[69, 382, 46, 179], media processing [126, 401, 26|, and microservice web applications [342, 254].
Major cloud-computing providers popularize serverless deployments by enabling users to write
and deploy function code that is decoupled from infrastructure concerns. In 2025, serverless
solutions were used by 65% of Amazon Web Services (AWS) customers, 56% of Microsoft Azure
customers, and 70% of Google Cloud customers [92].

The remainder of this Chapter is organized as follows. Section §1.1 outlines the most im-
portant factors that influence the cost of executing applications in the cloud, especially when
the execution environment consists of heavyweight language-runtimes of commonly used pro-
gramming languages. Section §1.2 describes popular approaches to improving the efficiency
of cloud-computing applications and platforms, that typically leverage some form of Check-
point/Restore techniques, and highlights the shortcomings of such solutions. Finally, Section
§1.3 presents the scientific contributions of this work, whose outline is presented in Section §1.4.
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1.1 Cloud computing cost

Most cloud-computing service providers utilize a pay-as-you-go billing model, with compute
hardware and working memory being the most expensive resources that determine efficiency of
the platform [226, 327, 169|. However, the need for service and function sandboxing decreases
the overall efficiency. For example, serverless platforms that employ a function-based pro-
gramming model such as AWS Lambda [20| allow users to write functions in a large variety of
programming languages, with external libraries available for a particular use-case. Using pop-
ular languages such as JavaScript, Python, and Java requires heavyweight language runtimes
(i.e., virtual machines such as V8 [372] or JVM [225]) and large amounts of external libraries.
Thus, the memory overhead of each sandbox far outweighs that of individual functions [322,
168, 106].

In addition to extra working memory spent on virtualized execution environments, reach-
ing peak performance requires significant CPU work to initialize and warm up the execution
environment. For managed programming languages such as JavaScript, Python, and Java, the
language runtime needs to be started and initialized before it can execute code. Modern lan-
guage runtimes employ the just-in-time compilation strategy [159], where the code is compiled
during application execution for greater peak performance. Achieving peak performance incurs
a warmup period during which the language-runtime interprets the code and determines hot
paths before producing optimal machine code. For fast-executing services, such as serverless
functions, the warmup period often exceeds the function lifetime [168, 371, 333, 201, 70].

Applications that run in the cloud, especially serverless applications, are inherently dis-
tributed and dependent on cloud services. Data is read from a storage medium, distributed
and local memory caches, or a communication channel, often in a serialized format. Serializa-
tion is required as language-runtime instances that execute code in different sandboxes have
incompatible representations of the data during execution (e.g., objects in the language-runtime
heap). This incompatibility comes from different object addresses in the process address space
and incompatible language-runtime states, including the set and order of loaded and initialized
classes and the accompanying class metadata. As a result, loading serialized data not only
incurs I/O overhead, but also CPU work needed to deserialize the data. Previous research
acknowledged and highlighted the extreme overhead of network communication and data de-
serialization in cloud deployments [231, 135].

Storing data in a serialized format and sharing it across multiple application instances that
use it inevitably leads to data duplication, as every application instance creates a different
internal representation of the same data. Figure 1.1 shows this effect, where two application
instances load and pre-process the same data, resulting in different data representations for
both application instances. The same effect happens when the data is communicated across
application instances via common communication protocols such as message queues or RPC.

Repeated I/O and CPU work, in combination with extra memory needed to represent
duplicated data, reduces the overall efficiency of the cloud-computing platform, manifesting
in longer startup times and reduced scalability. Optimizing cloud-computing costs presents a
unique two-fold problem. First, applications need to start fast and reach peak performance as
soon as possible. Second, the platform needs to spawn as many application instances as possible
within certain working-memory restrictions. Improving startup times often results in higher
working-memory requirements due to extra pre-initialization and caches. On the other hand,
lowering the working-memory requirements by data sharing often results in using serialized
data representations that require additional CPU work before use.
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Application instance Application instance
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Figure 1.1: Incompatible data representations in separate application instances, as a result of
repeated data pre-processing, deserialization, or communication.

1.2 Improving cloud-computing efficiency

Modern techniques for reducing application warmup times and memory footprint leverage
ahead-of-time ((abbr. AOT)) [368] compilation strategies with cloud-native architecture |79,
214, 207, 40]. Cloud-native deployments eliminate long warm-up times associated with just-
in-time ((abbr. JIT)) compilations during application execution and allow the compiled code
to be shared across application instances. Since all the code is pre-compiled, there is no need
for a heavyweight language runtime. Compiled binaries often depend on, or embed within
themselves, a stripped-down version of the language runtime environment that includes es-
sential components such as the garbage collector [271, 292|. Cloud-native applications also
benefit from build-time initialization, where application components are pre-initialized during
compilation [387].

Pre-initialized data in a cloud-native environment can be shared across application instances
under the assumption that the data is available and can be initialized during compilation
without altering the resulting application behavior. However, this assumption does not hold
for data available only during application execution or data that requires real-time updates.
Any changes to the pre-initialized data cannot be propagated to running application instances.
In order for the platform to share updates to the data, it would need to stop all applications,
rebuild them to pre-initialize updated data, and start all applications again.

Cloud-computing platforms often use Checkpoint/Restore (abbr. ¢/R) techniques to freeze
the execution state in a warmed-up state snapshot. The persisted state can encompass the entire
operating system state, the executing process state, along with process resources, or parts of the
executing process. The warmed-up snapshot can then be continued at a later point, avoiding
most of the warm-up overhead [175, 407]. Cloud-native and serverless architectures use C/R
to speed up application and function startup times [178, 168|. Specialized C/R techniques
can also be applied to the executing language runtime in its warmed-up state [331, 269, 265].
However, most C/R solutions operate on the entire language-runtime environment or its heap,
lacking granularity and flexibility. As a result, although such solutions can replay a single
application or language-runtime state, the restored state cannot be reused or shared across
other language-runtime environments.
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1.3 Dissertation contributions

This dissertation presents D0OsS, a Direct Object Snapshotting and Sharing system for cloud-
native Java applications. DOSS creates reusable and shareable checkpoints of an object graph
directly from the executing language-runtime instance heap, i.e., without transformations. This
allows DOSS to achieve constant-time deserialization overhead, eliminate data duplication or
loss, and provide the ability to share snapshots across multiple language-runtime instances.
Doss augments the executing language runtime with a capability of hosting multiple DoOSS
snapshots. GraalDo0sS, a DOsS reference implementation, is built on top of GraalVM, a closed-
world solution to building cloud-native Java applications. This dissertation introduces the
following contributions:

Direct Object Snapshotting and Sharing (Do0ss) mechanism that performs object ¢/R
during application execution by snapshotting objects directly from the runtime heap
without transforming them. Such direct object snapshots capture a transitive closure
of all objects reachable from the snapshot root object, allowing for arbitrary snapshot
granularity and size.

An auxiliary shareable snapshot heap integrated into the language runtime that executes
the application. The snapshot heap is divided into sections that are used as mediums
for direct object snapshots during application execution. DOSS architecture allows the
snapshot heap to share its sections across compatible language-runtime instances during
cloud-native application execution.

Object laying-out strategies for persisted direct snapshots that are optimized for minimal
memory footprint and memory fragmentation. DOSS integrates with the garbage collector
of the executing language-runtime instance and supports linear and chunked object laying-
out strategies.

Object hot-reloading during application execution via object snapshots, without the need
for rebuilding or restarting the application. DOSS operates with multiple object snap-
shots simultaneously, and supports unloading and reloading snapshots during application
execution, allowing for seamless updates and rollbacks of application data.

GraalDoss, a reference Do0ss implementation for Java cloud-native applications, inte-
grated into Oracle GraalVM 24.1 [271|. GraalDoss architecture is highly scalable and
extensible, allowing for a high degree of customization and specialization for external
systems.

A novel ¢/R benchmark set for evaluating C/R and object serialization libraries that tar-
get the Java virtual machine (abbr. JVM), supporting both regular JVM and cloud-
native deployment modes. The benchmark set consists of correctness and robustness unit
tests for C/R solutions, serialization performance microbenchmarks, and macrobench-
marks involving web microservices and big-data applications.

Cold start elimination through instantaneous loading of pre-initialized application data per-
sisted as a snapshot. GraalDOSS achieves minimal loading times by memory-mapping
the snapshot into the application-process address space, eliminating costly deserializa-
tion overhead. GraalDoOsS performance is evaluated on a wide-range of workload objects,
against 6 state-of-the-art Java JSON |7, 146, 120, 257| and binary [272, 116] object
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S/D libraries. In all experiments, GraalDoss deserialization speed remained constant,
several orders of magnitude faster compared to other frameworks as the workload size in-
creases. In natural-language processing macrobenchmarks that use large-language mod-
els, GraalDo0Ss completely eliminated costly pipeline setup and input processing and
reduced total execution times from minutes to milliseconds.

Constant data-memory overhead through sharing of application data snapshots across ap-
plication instances. In microservice web API macrobenchmarks that use data caches,
GraalDoss reduced the total memory footprint of the application by sharing the warmed-
up cache snapshot across application instances. Cache memory overhead remained con-
stant when using GraalDo0Oss, compared to a linear increase in memory footprint in tra-
ditional deployments. For 8 application instances and 30 MB data cache, GraalDoOSSs
improved the total memory footprint by 44% and first-response times by 34%.

The work on this dissertation and the research of relevant topics resulted in several con-
tributions to national and international scientific journals [315, 313, 308|, one United States
patent [314], as well as multiple conference papers [87, 312] and abstracts [309, 311, 346, 190,
189, 347, 344].

1.4 Dissertation outline

This dissertation is organized as follows:

Chapter 2 (Cloud computing) covers the relevant background on cloud computing. It de-
scribes the need for virtualization and different virtualization techniques such as virtual
machines and containers. It provides an overview of the service offering models and ar-
chitectures of modern applications in the cloud, including monolithic, microservice, and
cloud-native architectures. It highlights the primary factors that increase the cost of ex-
ecuting applications in the cloud and establishes the motivation for optimizing the cost
of cloud computing.

Chapter 3 (GraalVM ecosystem) provides an overview of the Graal VM ecosystem and its
components. It describes the Graal compiler, with an emphasis on Native Image ahead-
of-time compiler and its compilation pipeline and components. It covers the GraalVM
language runtime in detail, including its memory management and isolation techniques.
It presents the use cases of GraalVM in modern cloud systems, including multi-language
support and emerging serverless platforms.

Chapter 4 (Related Checkpoint/Restore (C/R) techniques) describes the state-of-the-
art techniques that help reduce the cost of cloud computing by restoring the system or
executing applications from a warmed-up checkpoint. It first describes system checkpoint-
ing techniques that capture the state of the entire operating system. It covers process
checkpointing techniques that can be utilized to freeze entire language-runtime processes
or their parts, such as their managed heap. It covers object serialization and deserial-
ization in its various forms, from plain-text, binary, and schema-based serialization to
serialization techniques accelerated by hardware and integrated in the language runtime.

Chapter 5 (Direct Object Snapshotting and Sharing system) presents DOsS, the sys-
tem for managing and sharing of snapshots of objects taken directly from the runtime
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heap during application execution, without transformations. It describes the core compo-
nents of the system architecture and mechanisms in place that make direct snapshotting
and sharing possible. It also provides an overview of the system operations for creating,
storing, loading, and unloading snapshots during application execution, as well as object
laying-out strategies and integration with the garbage collector. It presents several use
cases for the direct object snapshotting and sharing system.

Chapter 6 (GraalDoss implementation) describes GraalDoss, the DOSS prototype im-
plementation integrated into the GraalVM language runtime. It contains the overview
of the exposed GraalDoOss API for managing direct object snapshots, as well as system
options and usage examples. Finally, it provides an overview of the internal GraalDoss
architecture.

Chapter 7 (GraalDoss evaluation) presents the setup and results of GraalDoss evalua-
tion. It first presents the benchmark set used in experiments, which consists of various
unit tests, microbenchmarks, and macrobenchmarks. The experiments evaluate core com-
ponents of the GraalDoOSS system — its correctness, robustness, performance, and scal-
ing. This chapter also presents an extensive qualitative comparison of GraalDo0ss with
state-of-the-art C /R techniques and a quantitative comparison of GraalDOSS performance
against modern Java object S/D libraries.

Chapter 8 (Comparing Doss to other C/R techniques) presents both qualitative and
quantitative comparison of D0OSs with modern C/R techniques. It highlights innovative
features introduced by DOSs and presents the results of the operational performance
comparison of GraalD0OSS compared to state-of-the-art ¢ /R frameworks in Java.

Chapter 9 (Discussion) discusses the proposed DOsSS system and GraalDoOss prototype im-
plementation, as well as results obtained in the evaluation of GraalDo0ss. It covers threats
to the validity of the obtained results, including internal and external threats. Addition-
ally, it examines potential security implications of integrating GraalDosS, including the
most common vulnerabilities in modern cloud deployments, and GraalDoss-specific se-
curity concerns. Finally, the chapter discusses latency-sensitive workloads, their specific
requirements, and the viability of GraalD0OsS when operating in such environments.

Chapter 10 (Conclusions and future work) summarizes the dissertation conclusions and
presents future research directions based on the obtained evaluation results. This chapter
also includes an overview of scientific contributions and publications involving the research
on direct object snapshotting and sharing, and other topics related to it.

Appendix A (Detailed microbenchmark results) presents detailed results of evaluating
GraalDoOSs against state-of-the-art Java serialization libraries. It contains a serialization
throughput and snapshot-size comparison for every library on the entire set of workloads
contained in the benchmark set used for GraalDoOSS evaluation.
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Cloud computing

Cloud computing, or simply cloud [83, 296, 157, 115, 38|, is defined by the International Stan-
dards Organization (abbr. ISO) [165] as a paradigm for enabling network access to a scalable
and elastic pool of shareable physical or virtual resources with self-service provisioning and
administration on demand [166]. Cloud-computing resources can be software-based, such as
virtual servers or custom software programs, or hardware-based, such as physical servers or
network devices.

A cloud provider is an entity that provides cloud-based computing resources and ser-
vices through a cloud-computing platform [219, 24, 282, 285, 321]. The most popular cloud-
computing platforms include Amazon Web Services (abbr. AWS) [14], Microsoft Azure [243],
Google Cloud [141], Alibaba Cloud (6], Oracle Cloud Infrastructure |273], IBM Cloud [160],
Salesforce Cloud [318], Tencent Cloud [357|. In addition, numerous providers offer specialized
cloud services tailored to specific domains [99, 80, 4, 77, 95, 317, 185, 295, 37, 274]. Cloud
computing industry generated over 400 billion USD in 2025 [376, 305|, with AWS, Microsoft
Azure, and Google Cloud accounting for over 60% of the worldwide market shares in the second
quarter of the 2025 fiscal year, illustrated in Figure 2.1.

National Institute of Standards and Technology (abbr. NIST') [255] identified the essential
cloud system characteristics [236], which were later refined and expanded by the ISO [167]:

On-demand self-service — consumers request computing capabilities that are provisioned
automatically as needed. This results in an on-demand usage environment, also known
as on-demand self-service usage.

Broad network access — consumers access platform capabilities through standard mech-
anisms and interfaces. Establishing ubiquitous access for a cloud service can require
support for a range of devices, transport protocols, interfaces, and security technologies.

Resource pooling — computing resources are pooled with the goal of serving multiple con-
sumers, with physical and virtual resources dynamically assigned according to the de-
mand.

Rapid elasticity — provisioning and releasing platform capabilities is automated and seam-
less, with the purpose of scaling on demand. Flasticity is the automated ability of a cloud
to transparently scale resources, as required in response to runtime conditions or as pre-
determined by the provider or the consumer. To the consumer, the platform capabilities
often appear unlimited and can be provisioned in any quantity at any time.



CHAPTER 2. CLOUD COMPUTING

&>
<

Other Iamud ) Google Cloud

$23.88 $1298
24% & >

Tencent Cloud

z ORACLE
?‘»HJIEJ?’] oud $3“,OB
$4.08 3%

4%

aWS /A Azure

$2978 bl

C

Figure 2.1: The world’s largest cloud-computing providers, ranked by market share in Q2
FY2025.

Measured service control — the system automatically collect telemetry in order to control
and optimize resource usage. The cloud provider can charge a consumer only for the
resources actually used and/or for the time frame during which access to the resources
was granted.

Resiliency to failures — the system distributes redundant implementations of computing
resources across multiple physical locations. If a resource becomes deficient, processing
is automatically handed over to another redundant implementation, resulting in higher
availability and reliability of the platform.

Due to its reliability and scalability, cloud computing industry provides services for a wide
range of use-cases, including big-data analysis [46, 233, 385], linear algebra [385, 330], machine
learning [69, 382, 46, 179, media processing [126, 401, 26|, and more [107]. Services are deployed
and scaled automatically [209, 289, 256|, resulting in high elasticity [11] and resiliency |28, 184].

Cloud architecture defines the fundamental components of a cloud computing environment
— the front end, the back end, the networking, and the service offering model [84, 83, 115]. It
describes the connection between components that enables the system to execute and provide
services to one or more tenants. A cloud tenant is a user or a group of users that share computing
resources. Cloud-computing platforms use both single-tenant and multi-tenant architectures.
Single-tenant architectures emphasize greater control and higher levels of isolation [192]. Multi-
tenant architectures require cost-efficient startup and the ability to scale and offload resources
on demand [134].

Cloud-computing providers use virtualization techniques (§2.1) in various service offering
models to deliver services (§2.2) and software (§2.3) to consumers. The pricing model used by
public cloud providers is typically based on utility-centric pay-per-usage models, with several
operational metrics impacting the overall performance and cost (§2.4).
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2.1 Virtualization

In order to provide cloud services to consumers, cloud providers use combinations of hardware
and software components. These components create a virtualized environment in which oper-
ating systems and applications are executed, which is known as the wvirtualization stack [287].
The operating system that runs the virtualization stack is called the host, whereas a virtualized
environment is called a guest. The virtualization stack enables efficient utilization of resources,
enhanced isolation and security, and improved scalability and elasticity of the cloud [171].

Depending on the virtualization technique in place, the virtualization stack can consist of
different components [74]|. For example, a common virtualization stack running on a Linux
kernel [203, 91] might consist of one or more of the following components:

Hypervisor or virtual-machine monitor (abbr. VMM ) or virtualizer such as Xen [396] serves
as an intermediary between the virtualized guest systems and the physical hardware. It
allocates physical resources and distributes them to each guest, keeping guests isolated.
Hypervisors can run directly on the physical hardware (type-1 or bare-metal hypervisors)
[396, 354, 73, 195], or on top of a host operating system (type-2 or hosted hypervisors)
[60, 129, 82, 279|.

Guest emulator such as QEMU [48] interprets the instructions from the guest system and
translates them into instructions compatible with the host system.

Virtual machine manager such as libvirt and virt-manager [91] contain libraries, tools, and
user interfaces that manage virtualized guests.

Container manager such as Docker [238| runs applications and their dependencies in lightweight
virtualized environments called containers that share the host operating system kernel.

Language runtime such as the Java virtual machine (abbr. JVM) [225] or .NET common
language runtime [58| executes applications that require a managed runtime environ-
ment. The language runtime can be integrated into the rest of the virtualization stack
for improved efficiency [168, 5, 331, 2, 201, 70].

Figure 2.2 shows an example of a typical virtualization stack using virtual machines (left) and
containers (right) to execute applications.

2.2 Service offering models

Cloud-computing providers offer specific and pre-packaged combinations of cloud-computing
resources as part of the offering model. These resources are commonly referred to as service
offering model or simply service model [115]. The most widely adopted service offering models
in the cloud are Infrastructure-as-a-Service, Platform-as-a-Service, and Software-as-a-Service.
Other service models subcategorize or extend these models, as is the case for the Function-
as-a-Service and serverless models. Figure 2.3 illustrates how different resources are provided
through different service offering models {300, 320].

Infrastructure-as-a-Service

The Infrastructure-as-a-Service (abbr. IaaS) offering model represents a self-contained envi-
ronment comprised of infrastructure-centered computing resources, including servers, network,

9
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Figure 2.2: Virtualization stacks leveraging virtualized guest operating systems (left) and con-
tainers (right).

operating system, storage, and virtualization [100, 296, 163, 173]. These resources can be man-
aged through the cloud-provider service interface, often virtualized and packaged into bundles
for better scalability [115].

laaS offering model provides a high level of control and isolation, which are traits desirable
for single-tenant architectures. Consumers purchase and manage resources on their own, with
manual resource scaling and application deployment. This enables consumers to scale resources
on an as-needed basis, which is desirable for high-performance workloads.

laaS resources can be grouped into several categories:

e Compute resources include CPUs, GPUs, and internal memory (RAM),

e Storage resources include block storage such as SSD or HDD, remote storage such as
network attached storage (abbr. NAS) [261], and object storage such as S3 [13], and

e Networking resources like routers, switches, and load balancers.

For example, AWS [14] provides various laaS resources, such as Elastic Compute Cloud (abbr. EC2)
[10], Elastic Kubernetes Service (abbr. EKS) [18]|, Simple Storage Service (abbr. S3) [13|, Vir-
tual Private Cloud (abbr. VPC) [19], Elastic Block Storage (abbr. EBS) [16], and Relational
Database Service (abbr. RDS) [12].

IaaS model includes support for containerization [323, 238, 153| of applications into a single
lightweight container that runs on any infrastructure. Containers-as-a-Service (abbr. CaaS)
emerged as an extension of the JaaS model centered around containers [326, 158|. Compared to
laaS, CaaS offers more efficient resource utilization due to the lightweight nature of containers,
in exchange for less control over the infrastructure and reduced security compared to VM-level
isolation.

10
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Platform-as-a-Service

The Platform-as-a-Service |275, 278, 337, 375, 381] offering model represents a pre-configured
environment comprised of deployed and configured resources, serving as a platform where ap-
plications are developed, executed, and managed. PaaS removes the need for consumers to
build and maintain the infrastructure and the platform, resulting in faster setup, development,
and deployment.

Most common use-cases for PaaS deployments include:

e Rapid software development without infrastructure management,

o Analytics or business intelligence scenarios, including data collection, analytics, and vi-
sualization, and

e Management services such as database, API, integration, automation, security, and iden-
tity management.

For example, AWS [14] provides various PaaS platforms, such as API Gateway [15]|, DynamoDB
[9], Elastic Beanstalk [22], and App Runner [17].

Software-as-a-Service

Software-as-a-Service (abbr. SaaS) [89, 227, 353, 211, 250, 366| offering model provides cloud
applications and software to consumers. SaaS model is used to make a reusable cloud service
or application widely available to a range of consumers, typically through a subscription-based
billing model.

Most notable features that make SaaS a popular choice for businesses and end-users |50,
392, 393, 403, 263, 218| include:

11
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High accessibility — applications can be accessed from any device with an internet connec-
tion, such as a computer or a mobile phone, usually through a web application interface
accessible using a web browser,

Low maintenance — the provider takes care of updates, migrations, and maintenance, re-
sulting in minimal maintenance overhead for consumers, and

Cost savings — the only cost to a business deployed on a SaaS model is the cost of the
subscription, everything else is handled by the provider.

Examples of products running on the SaaS model include:

e business communication and conference applications such as Slack [339], Zoom [413],
Microsoft Teams [245], Cisco Webex [78], and Google Meet |145],

e management and organization tools such as Confluence [34|, Trello [365], Asana [32], and
Notion [260],

e development and collaboration services include version control systems such as GitHub
[132], GitLab [133|, BitBucket [33], JIRA [35]|, and Codeberg [81], as well as continuous
integration tools such as Jenkins [176] and Travis [364],

e file storage services such as Google Drive [143] or Microsoft OneDrive [244],

e communication services such as e-mail clients such as Google Mail (abbr. Gmail) [140]
and Microsoft Outlook [247|, or social-media services such as X [395] and Facebook [241],
and

e document and media editing applications such as Microsoft Office 365 [246] and Google
Docs [142].

Function-as-a-Service

Function-as-a-Service (abbr. FaaS) 210, 355| is a deployment model that allows consumers
to execute reusable snippets of code called functions or lambdas, in response to events and
triggers provided by the application framework. FaaS embraces the event-driven model [90],
where application logic is split into event-processing actions defined through functions that are
executed by one or more workers.

Serverless computing, or simply serverless [234, 328, 71, 324, 222, 180], is a service offering
model that provides FaaS capabilities to build and manage cloud applications, along with
the instant, automatic, and on-demand scaling of computing resources without interventions
from the consumer. Multiple serverless performance considerations [1, 327, 224, 70|, surveys
[151, 223, 112], and extensions [41] have been proposed in recent years, making serverless an
attractive deployment model for common use-cases [112].

Most popular FaaS and serverless platforms include AWS [14] Lambda [21| and Fargate
[20], Microsoft Azure Functions [243], Google Cloud Run [136], Apache OpenWhisk [29], Open-
Lambda [152|, OpenFaaS [266|, and IronFunctions [164]. Serverless architectures [299, 298,
212] are used for various use-cases [233, 113, 111, 208]|, including big-data analytics [46, 385],
linear algebra [330], machine-learning workflows [69, 382, 179|, and media processing [126, 401,
26).

12
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2.3 Software in the cloud

To fully utilize the benefits of cloud computing, the software itself needs to be developed and
deployed in a way that best utilizes those benefits. Different software-architecture styles can be
used depending on the environment, scaling capabilities, available resources, and other require-
ments [373]. Most prevalent general software-architecture styles are the monolithic architecture,
service-oriented architecture, and microservices architecture, with specialized architecture types
emerging for specific use-cases and environments, one of which is the newly emerging cloud-
native architecture.

Monolithic architecture

A monolithic application, or simply monolith, is designed and deployed as a single unit, self-
contained and isolated from other applications [162, 117, 121]|. All components of a monolithic
application, including the user interface, business logic, and data storage, are integrated into a
single codebase and deployed as a whole. Figure 2.4 shows an example of an architecture for a
monolithic application that provides team collaboration tools.
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Figure 2.4: A monolithic architecture example of a team-collaboration application.

Monolithic design most often results in strong interdependence among application compo-
nents, where changing one component often affects other components [127]. Similarly, changing
one component results in rebuilding and redeploying the entire monolith. Furthermore, main-
taining a monolithic application is difficult since every component might require its own set of
dependencies [128]. Because of tight coupling between components, monoliths are scaled as a
whole, on the application level, rather than at the component level.

Despite their drawbacks, monoliths are still a good choice for small and simple applications
and teams, in situations where a monolithic design eases software development and deployment.
The simplicity of monolithic architecture, when possible to leverage, often results in higher
performance compared to other architectures, as there is no overhead of communication between
components [170].
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Service-oriented architecture

Service-oriented architecture (abbr. SOA) is an architectural style of organizing sets of capabili-
ties into reusable and independent software components called services [405, 213, 114]. Services
are often distributed across the network and can be controlled by different ownership domains.
Services communicate with each other through well-defined interfaces and protocols to perform
complex logic.

Contrary to the monolithic architecture, loosely-coupled services are easier to maintain,
develop, and scale. Each service can be deployed and scaled independently, which makes SOA
useful for many cloud service offering models. However, loosely-coupled services might require
an external orchestrator or messaging queues to communicate, impacting performance [52] and
adding complexity to the application as a whole.

Microservices architecture

Microservice architecture [187, 342, 254| introduces a more granular approach to building ser-
vices compared to SOA, where each microservice focuses on a single business capability. Mi-
croservices are designed to be agile, highly scalable, reusable, and fault-tolerant. Similarly to
SOA, microservices communicate via lightweight protocols, usually HTTP, REST, RPC, and
messaging queues [259]. Figure 2.5 shows an example of a microservice application for team
collaboration.
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Figure 2.5: A microservice architecture example of a team-collaboration application.

Previous studies have analyzed the microservices architecture [94, 101|, quality [221], perfor-
mance [187, 178, 259|, and challenges [383, 228|, enabling efficient adoption of microservices for
the cloud. In cloud computing deployment models, microservices are often containerized [228,
238, 3] and deployed, managed, and scaled automatically by an orchestrator such as Kubernetes
[289, 199].

Cloud-native architectures

Cloud-native |79] architectures are modern architectures that fully leverage the advantages of
cloud computing in the application design and utilize function-based programming model as an
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evolution of microservices architecture [297, 40|. The principles of cloud-native architectural
styles include cloud-native services, application-centric design, and automation |79, 214]. Cloud-
native services are built to be resilient, stateless, rapidly scalable, and optimized for high
efficiency [§].

Cloud-native architectures rely on the serverless deployment model and microservices archi-
tecture for efficient scaling and resiliency [39, 207, 199]. Cloud-native applications and services
are optimized for fast startup and low memory footprint, supported by the executing language
runtime [168, 5, 262, 371]. Research into cloud-native serverless runtimes includes modifications
that de-bloat the virtualization stack and reduce execution costs [27, 65, 322, 216].

Figure 2.6 shows an example of a cloud-native architecture applied to serverless or FaaS
offering models. Worker instances execute functions in multiple isolated language-runtime
instances, with each instance loading code, configuration, and various forms of data. Typically,
all language-runtime instances share code, whereas each language-runtime instance has its own
private heap for objects created during function execution.
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Figure 2.6: Cloud-native architecture example. Workers in the FuaS platform execute functions

in isolated language-runtime instances, each with its own private heap.
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2.4 Cost optimization challenges

The cost of computing in the cloud is fixed for most service offering models, as provisioned
resources are billed in advance, e.g., the infrastructure (laaS), platform (PaaS), or software
(SaaS). However, most serverless and FaaS providers utilize a pay-as-you-go billing model,
where the computing costs [226] directly corresponds to resource usage [100, 214]. Billed
resources include:

e compute time, corresponding to the CPU or GPU wall-clock execution times or cycles,

e memory footprint reflected in the amount of allocated or consumed working memory
(RAM), whose increments often range from 1 to 64 MB in practice, with fixed sizes
available as well, often measured in GB, and

e storage, including ephemeral® [198] and persisted storage, measured in GB or TB.

CPU compute time and working memory are the two most expensive resources [100], and
optimizations tend to either improve performance [224, 168|, or reduce the overall memory
footprint of the system [322, 168]. Compute time is often billed in terms of wall-clock execution
time, measured in vCPU-seconds, where vCPU stands for virtualized CPU core provided to
the worker. Working memory is often measured and billed in gigabyte-seconds.

The efficiency of a cloud-computing system is often expressed in terms of:

Throughput — the number of performed operations per second (%), where the operation
depends on the context, e.g., a request-processing operation in microservice web applica-
tions.

Memory footprint — includes the total system resident set size (abbr. RSS), used set size
(abbr. USS), virtual set size (abbr. VSS), and proportional set size (abbr. PSS) [336],
measured in megabytes (M B).

Density — throughput per provisioned memory, measured in operations per second per giga-
byte, or, equivalently, the amount of operations per gighabyte-second (ops/(GB - s)).

Startup time — application initialization time, e.g., for a web server, the time it takes for
the server to be ready to process requests. It is often measured in milliseconds (ms) or
even seconds for larger systems (s).

Latency — the duration that a request is waiting to be handled, during which it is latent, or
awaiting service [197|. Latency is often measured in common time units depending on
the context, and is most often expressed in milliseconds (ms).

Response time — the time between a client sending a request and receiving a response. It
is the sum of round-trip latency, request-processing delays, and queueing delays. It is
often measured in milliseconds (ms) or even seconds (s) for large server-side processing
pipelines (s).

First response time (abbr. FRT) — server-side processing time for the first request. It is
often measured in milliseconds (ms) or even seconds (s) for large server-side processing
pipelines (s).

IEphemeral storage is a temporary storage allocated to virtual machines, containers, or serverless functions,
for the duration of their lifecycle.
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Time to first response — combined startup time and the first response time (FRT). It is
often measured in milliseconds (ms) or seconds (s), depending on the units chosen for
startup and first-response times.

The process of reaching optimal system performance is referred to as warming up, and
consists of different steps depending on the environment. For the virtualization stack, warming
up means allocating resources and creating a virtualized sandbox. For the language runtimes
such as the JVM [225], warming up consists of loading all relevant classes and generating
highly optimized code [169]. The service or a function may itself require data to be loaded and
initialized during execution, e.g., configuration, in-memory caches, datasets, machine-learning
models, etc.

A cold start is an application run that performs the warm-up process. Cold starts of lan-
guage runtimes can be unpredictable [44] and an order of magnitude slower than subsequent
executions [5]. Avoiding cold starts is difficult, especially in serverless environments, as func-
tions are executed in isolated virtualized language-runtime environments whose initialization
dominates the function execution time [229, 201, 70]. In the context of application warm-
up, a cold start refers to initialization of data available only during application execution. For
cloud-native environments, performing data pre-initialization and optimizing language-runtime
memory footprint can be achieved through specialized language runtimes tailored for cloud ex-
ecution, such as GraalVM (§3). Additionally, Checkpoint/Restore techniques (§4) can help
avoid cold starts by freezing a warmed-up state of various components of the virtualization
stack.
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GraalVM ecosystem

GraalVM |[271] is an advanced Java development kit (abbr. JDK') designed for high perfor-
mance and minimal memory footprint. An overview of the GraalVM ecosystem is shown in
Figure 3.1. GraalVM consists of the Graal (§3.1) and Native Image (8§3.2) compilers, GraalVM
language runtime for execution of JVM-based languages (§3.3), and Truffle language imple-
mentation framework for execution of dynamic and LLVM-based languages [215] on top of
GraalVM (8§3.4). GraalVM is used in production as a driver for the GraalOS cloud-native en-
vironment (§3.5), where it improves application startup times and reduces the overall memory

footprint of the system.

Sulong
(LLVM on Truffle)

A nede
python \é‘

Truffle Language
Java ‘w Implementation Framework

Native Image Compiler

Graal Compiler

JVM Compiler Interface (JVMCI)

Java HotSpot VM

Figure 3.1: An overview of the GraalVM ecosystem.
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3.1 Graal compiler

The Graal compiler [104, 105] is a dynamic compiler [36] written in Java that transforms
bytecode into machine code. Graal supports just-in-time (abbr. JIT) compilation [159] of Java
applications, and serves as a foundation for ahead-of-time (abbr. AOT) |368] compilation in
combination with other GraalVM frameworks and tools.

Graal compiler can be used as a replacement for JIT compilers via the JVM Compiler
Interface (abbr. JVMCI) [177], commonly done for programs running on the HotSpot JVM
[276, 225]. Graal uses an internal representation (abbr. IR) called sea of nodes [105|. During
compilation of a method, Graal transforms the code into its IR, and performs optimizations
in phases, including various JIT, machine-learning, and profile-guided optimizations [88, 248,
232, 293, 380].

Graal can also be used as a backend for AOT compilation with GraalVM Native Image
compiler. Using Native Image, Graal can itself be compiled into a shared library object that
can link with other native executables. This means that, despite being written in Java, Graal
can run without the JVM, retaining all the benefits of the Java programming language, such
as improved safety, easier development and maintenance, and high portability.

3.2 Native I'mage compiler

GraalVM Native Image, or simply Native Image [271], is an ahead-of-time compiler that takes
Java bytecode as an input and produces a native executable called native image, or simply image
[387]. A native image includes all of the required code and resources needed for application
execution. That includes application classes, standard-library classes, statically-linked native
code from the JDK, and a lightweight language runtime that executes the code. The resulting
native image is cheaper to run compared to the standard JVM execution, starts faster, requires
no warm-up for peak performance, and can be packaged into a lightweight container.

The process of building native images is referred to as image-build time. Figure 3.2 shows
an overview of the Native Image compilation pipeline that consists of various steps, such as
points-to analysis for determining reachable code, class initialization, heap snapshotting, AOT
compilation, method-code laying-out, and heap writing [387]. The AOT-compiled code is
placed in the text section of the generated image. The heap snapshot containing pre-initialized
application objects, otherwise referred to as the image heap, is written into the data section of
the generated image.

The timespan that corresponds to the execution time of native images is referred to as image-
run time. The lightweight GraalVM language runtime (§3.3) contained in a native image is first
initialized, before executing the application code. The GraalVM language runtime manages
application execution, providing a heap for object allocation and integrating with a garbage
collector.

Points-to analysis

GraalVM Native Image compiler uses a closed-world assumption, i.e., it assumes that all Java
classes, configuration, resources, and other pre-requisites for application execution are known at
image-build time [387|. Native Image scans the application and all its libraries to find reachable
program elements and compiles only the methods necessary for application execution. This
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Figure 3.2: An overview of the GraalVM Native Image compilation pipeline.

approach reduces the memory footprint of applications that heavily rely on library code, which
is often the case in SaaS and FaaS service offering models [368, 387, 212, 328, 229].

Native Image uses a technique called points-to analysis as an implementation of the whole-
program application scanning [345|, with recent research focusing on other variants and im-
provements to the points-to analysis that optimize for a large number of reachable elements,
such as the rapid-type analysis [388, 204| and SkipFlow analysis [205].

During points-to analysis, application code, library code, JDK code, and language-runtime
code are scanned iteratively, and reachable classes, methods, and fields are recorded. In each
step, Native Image runs static initializers of newly reachable classes, and stores resulting objects
in a special heap snapshot called the tmage heap. This process is repeated until no new reachable
elements have been discovered. Reachable method code is compiled and laid out into the text
section of the generated image. The resulting image heap is written into the data section of
the generated image.

Class initialization

The semantics of Java require that the class is initialized the first time it is accessed during
program execution [225]. Even a simple program in Java, such as Hello World, loads over one
thousand classes [225, 387|. To reduce the negative impact of class initialization at image-run
time, Native Image supports class initialization at image-build time.

Native Image initializes most JDK classes at image-build time, as well as GraalVM language-
runtime implementation classes, such as the garbage collector. Classes initialized during the
compilation process are referred to as build-time initialized classes. However, not all classes are
safe to initialize at image-build time. Any class whose fields capture the state that depends on
the moment the initialization occurred, such as current time, random seed, file descriptors, or
thread identifiers, is unsafe for build-time initialization. The goal of Native Image is to initialize
as many classes as possible at image-build time, while preserving application semantics.

Classes that are marked as unsafe for build-time initialization are referred to as run-time
wnitialized classes. These include application classes that invoke native methods, methods that
cannot be reduced to a single target (i.e., virtual methods), and specific Native Image imple-
mentation classes. Such classes are initialized at image-run time, to preserve Java semantics.
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Image heap

During heap snapshotting, Native Image builds an image heap, comprising a transitive closure
of all reachable objects starting with root objects, such as static field values and core objects
that are required for the GraalVM language runtime. The image heap corresponds to an object
graph of all reachable objects determined by the points-to analysis. Native Image writes the
image heap into the data section of the generated image.

In addition to application objects, the image heap contains class hubs — class metadata
required by the GraalVM language runtime, with each hub containing information about a
single type. GraalVM class hubs correspond to the Class<?> type present in Java. Every
object has a pointer to its own class hub, from which type metadata can be accessed.

The image heap is divided into several sections, including read-only and writable sections.
Read-only image heap contains objects that were identified as read-only by the points-to anal-
ysis. All other objects are placed in the writable section of the image heap. This segregation of
image-heap objects allows the garbage collector to only scan a contiguous portion of the image
heap. Apart from dividing the heap into sections and research put into object inlining [62],
Native Image does not perform any layout optimizations of the image heap.

At image-run time, the image heap is memory mapped into the executing image process
by the GraalVM language runtime (§3.3). Any modifications to the image heap are private to
the executing image process, i.e., the image heap contained in the image is immutable. As a
result, each image execution starts from the same snapshotted image-heap state, allowing the
same image to be replayed multiple times.

3.3 GraalVM language runtime

GraalVM language runtime, also referred to as the Substrate Virtual Machine (abbr. SVM), is
a lightweight JVM implementation that is bundled into native images generated by the Native
Image compiler. The GraalVM language runtime is designed for fast initialization and low
memory footprint. It reduces much of the standard JDK implementation, replacing it with
specialized components tailored to the ahead-of-time compilation model and the closed-world
assumption.

At image-run time, the main routine initializes and invokes the GraalVM language runtime.
The GraalVM language runtime first reserves memory in the virtual address space of the
executing process with the support from the operating system. It then establishes a copy-on-
write memory mapping’ between the file-backed image heap contained in the compiled image
and the reserved address space, before invoking the core language-runtime routines. Finally,
it dynamically commits memory for the runtime heap as needed, which establishes a backing
store for that memory [96]. The runtime heap holds objects allocated at image-run time.

Graal VM language runtime uses relative pointers for object references, instead of the tradi-
tional absolute pointers. All references to objects are calculated relative to the image-heap base
pointer, which points to the beginning of the image heap. This allows the image-heap object
references to remain correct at image-run time, regardless of the position of the image heap
in the virtual address space of the executing image process [96]. However, relative references

LCopy-on-write memory mapping, also called implicit sharing or shadowing, is a resource-management
technique that efficiently manages shared data across multiple programs. A private copy of the modified pages
is made for each process that modified the data [57], while all non-modified pages remain shared. In contrast,
shared mappings propagate modifications to the data across all mappings.
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require additional arithmetic for all memory accesses, like loading a field from an object; the
heap base must be added to the reference before the memory access takes place. To make this
as fast as possible, the heap base value is always available in a fixed register (e.g., r14 on z64
architectures), allowing the address computation to be folded into memory access instructions
in most cases.

With all object references being relative to the image-heap base, the image heap can be
memory-mapped multiple times in the address space. This allows replicating the image heap
without copying for creation of fast and lightweight instances of the GraalVM language runtime
called memory isolates, and copy-on-write sharing of the image heap for reduced memory
footprint. Figure 3.3 shows the memory layout of an executing image, with multiple language-
runtime instances (i.e., memory isolates) sharing the image heap.

Image process
Image
rodata, data, .bss, ...
text
AOT-:g:;plled > AOT-:::;plled Compiled code
shared across  ;
. VM instances @
mmap :
.fodata e o Image
' heap Reserved :
1 address space i
e : Runtime VM :
1 heap instance 1 Copy-on-write
.svm_heap : mapping
1
Image -=- .
_J Committed
heap - --- memory
1 0 7
' mage
.bss mmap > heap
Runtime VM
h -
a5 instance 2
4

Figure 3.3: Native image sections and process-memory layout of an executing image.

Memory management

Objects allocated by the Java code executed by the GraalVM language runtime are placed in
the runtime heap. The runtime heap is managed by the garbage collector. GraalVM provides
a generational Serial garbage collector (Graal VM Serial GC) implementation, with support for
other garbage collectors linked as shared libraries, e.g., the garbage-first (abbr. G1) GC [97].
GraalVM Serial GC performs garbage collections in safepoints, where the language runtime
pauses all executing threads until the garbage collector exits the safepoint. A safepoint is
commonly referred to as stop-the-world.

GraalVM Serial GC uses a chunked object laying-out strategy for the runtime heap, which
lays out objects in heap chunks. Aligned chunks hold many smaller objects, always start at
aligned memory addresses, and have a fixed size (512KB). These requirements make determin-
ing which chunk an object belongs to very efficient, through simple bitwise shifts. Unaligned
chunks contain a single object, without any size restrictions.
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Heap chunks are grouped into spaces, which make up the young and old heap generations.
Each space contains a linked list of aligned and unaligned heap chunks. The young generation
consists of a single eden space for newly created objects and multiple survivor spaces for objects
that survive garbage collection cycles before getting promoted to the old generation. The old
generation consists of a single space.

GraalVM Serial GC keeps track of references between generations through remembered sets
backed by card tables, triggered by write barriers [181]. The relevant metadata, e.g., the card
table, is contained in the header of each heap chunk. Similarly, GraalVM Serial GC tracks
references from the image heap to objects in the runtime heap. The image heap is “immortal”,
i.e., objects in the image heap are never collected, but image-heap objects can reference objects
in the runtime heap. On the other hand, every object in the runtime heap points to the image
heap, at least to its hub that resides in the image heap.

Memory isolates

Graal VM memory isolates, or simply isolates, are disjoint heaps that allow multiple tasks in the
same GraalVM language-runtime process to operate independently of one another. All isolates
share AOT-compiled code located in the text section of the compiled image. Additionally,
because of the relative pointer mechanism employed by the GraalVM language runtime, each
isolate can also share the image heap using copy-on-write memory mappings.

Graal VM isolates provide a novel kind of optimization sometimes called the language-level
virtualization, where multiple language-runtime instances run in the same process or thread,
sharing code and pre-initialized state. Each isolate is managed separately (including garbage
collections), compared to traditional scenarios where a single task can slow down other tasks
that share the same heap.

Graal VM isolates allow other optimizations such as compressed references, where reference
sizes are reduced to four bytes instead of eight, to further reduce the memory footprint. Runtime
heaps in each isolate are likely small and can fit into an address range addressable by 4-byte
references. Furthermore, most data structures use more space for pointers than for primitive
data, so compressed references can greatly reduce the memory footprint of the application.

Due to their efficiency and sharing capabilities, GraalVM isolates are becoming popular
in recent years as a driver for architectures that implement disposable sandboxes that start
fast and require minimal amounts of resources [270, 168|. Since GraalVM supports executing
multiple languages in a single language runtime (§3.4), GraalVM isolates are ideal for cloud-
native architectures in FaaS and serverless environments (§3.5).

3.4 Truffle language implementation framework

Truffle framework provides libraries and tools for building programming-language implementa-
tions as interpreters [156| for the self-modifying abstract syntax trees [394]. Internally, Truffle
uses the Graal compiler to partially evaluate the language interpreters into optimized machine
code [389].

Truffle language implementation framework is bundled with the Graal compiler, and in-
cludes several language implementations as part of GraalVM, including JavaSecript [125],
Python [374], and WebAssembly |149]. GraalVM also provides Sulong [306], an LLVM [215]
interpreter on top of Truffle, allowing programs written in LLVM-based languages to run on
GraalVM.
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Truffle provides execution engines for a set of Truffle language implementations. Code
execution is done in Truffle language contexts, which can evaluate expressions and snippets of
code. Language contexts can be pre-initialized by the GraalVM Native Image compiler and
stored in the image heap, for faster startup of the first language context. Truffle can also
execute code in sandboxes leveraging GraalVM memory isolates.

Truffle features full polyglot capabilities, where a program written in any Truffle language
can invoke and exchange objects with programs written in any other Truffle language. Fig-
ure 3.4 shows an example of executing a C' program (3.4a) compiled to LLVM [215] bitcode,
invoked from Java (3.4b) using GraalVM, and running in sandboxed mode (3.4c). Language-
interoperability and sandboxing that Truffle adds to GraalVM enable a unified language run-
time for popular programming languages, with high performance and low memory footprint,
making it ideal for cloud environments, especially serverless computing (§3.5).

(a) C source code (compiled to src.bc)

1 |#include <stdio.h>
2
3 |int main(int argc, char xargv([]) {
4
5 // BUG: %n format specifier expects a pointer
6 printf ("argc: %$n\n", argc);
7
8 return O;
9 |}
(b) Sandboxed LLVM bitcode execution on Graal VM
1 |// Load sources from the file
2 |var src = Source.newBuilder ("llvm", new File("src.bc")) .build();
3
4 |// Build a sandboxed LLVM context that allows IO
5 |var builder = Context.newBuilder ()
6 .allowIO (true)
7 .option("llvm.sandboxed", "true");
8
9 |// Create and execute the context on the source
10 |[try (Context polyglot = builder.build()) {
11 polyglot.eval (src) .execute () ;
12 |} catch (Exception ex) {
13 System.out.println (ex);
14 |}
(c) Resulting exception
argc: org.graalvm.polyglot.PolyglotException:
2 |Illegal pointer access: 0x0000000000000001
3 .. // Exception details

Figure 3.4: Source code of a buggy C program (a) compiled to LLVM bitcode and executed
on GraalVM (b) with full sandboxing (c).
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3.5 GraalOS serverless platform

GraalOS [270] is a high performance serverless application deployment platform running on the
Oracle Cloud Infrastructure [273]. Designing and deploying applications on GraalOS is done
using the Graal development kit for Micronaut [242|, a JVM-based framework for building
modular microservice and serverless applications, that fully integrates with GraalVM Native
Image.

GraalOS fully embraces the language-level virtualization technique proposed by GraalVM
memory isolates. GraalOS uses GraalVM Native Image to run applications as native executa-
bles, combined with the latest advances in processor architectures for hardware-enforced appli-
cation isolation without containerization. It hardens GraalVM memory isolates with hardware
memory-protection keys (abbr. MPK) [237], further enforcing isolation and improving security.
Additionally, it wraps system calls with utilities such as seccomp [66] to further reduce the
attack surface.

In addition to using GraalVM, GraalOS also leverages Truffle language implementation
framework to execute functions written in languages other than Java, including Python and
JavaScript, and allows for polyglot interoperability between these languages. These properties
make GraalOS ideal for designing and deploying cloud-native serverless applications that start
fast, are highly responsive, and require significantly less memory to run compared to traditional
solutions. GraalOS development is still ongoing, with potential for more optimizations such as
better runtime-heap management and sharing of runtime-only data.
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Related Checkpoint/Restore (C/R)
techniques

Checkpoint /Restore (abbr. ¢/R) techniques freeze the execution state of a program and persist
it in a continuable form. Freezing and persisting the execution state is referred to as checkpoint-
ing or snapshotting, whereas resuming execution from such a state is referred to as restoring or
loading. Although the term snapshot is most commonly used to represent a persisted execution
state, the term image is often used to denote snapshots made by C/R techniques that persist
blueprints or clones of the entire system [72, 206].

Modern cloud-computing architectures incorporate C/R to reduce the overhead of spawning
virtualization stacks and warming up services [45, 235, 98, 239]. Figure 4.1 compares different
C/R techniques in terms of their scope, portability, and resulting snapshot sizes. Depending on
their scope, C/R techniques can be applied to the entire system, executing processes or their
parts, and individual objects in the language-runtime process. System C/R (§4.1) produces
system images of virtualized execution environments that are the largest in terms of size on
disk. Process C/R (§4.2) freezes and restores processes, including process-specific state such
as open files, started threads, and established memory mappings. Process C/R can also be
customized to perform specialized C/R of language runtimes or their heaps. Object serialization
and deserialization (S/D) (§4.3) serializes objects in a common and portable format, resulting
in smallest snapshot sizes.

4.1 System C/R

C/R can be applied on the virtualization stack or its components to create a system snapshot,
also called a system image. System snapshots include the complete state of the virtualization
stack, including the operating system state and the virtualized hardware state. Depending on
the virtualization technology in place, a system snapshot can represent a suspended virtual
machine [130, 108, 253, 407| or a paused container [398, 131, 377|, among others.

System snapshots are often split into multiple files, which improves their portability and
usability. For example, virtual-machine snapshots include the state of the operating memory
and the virtualized hard disk, while additional metadata files track relationships between them
[60, 129, 82]. This enables large snapshots to be decomposed into reusable components, as
well as saving and transferring individual components (e.g., a hard disk state) from one virtual
machine to another, without having to process other snapshot components.

Modern general-purpose virtualization platforms use various file formats for different system-
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Figure 4.1: Comparison of Checkpoint/Restore techniques in terms of their scope, portability
and resulting snapshot sizes.

snapshot components. Operating-memory formats range from open binary formats to propri-
etary formats such as the VMEM format used by VMware [129, 60]. Virtual machine disk
state formats include the widely adopted Virtual Machine Disk format (abbr. VMDK), the
VDI format used by Oracle VirtualBoz (82|, Virtual Hard Disk formats (abbr. VHD/VHDX)
for the Microsoft Hyper-V hypervisor [354|, the HDD format used by Parallels [279] for Mac
and Windows virtualization, as well as Qcow and Qed disk formats used by QEMU [336].

Similar to virtual-machine snapshots, popular container-management platforms such as
Docker [238, 288] or Podman [153] provide container-snapshotting capabilities. With Docker,
it is possible to commit changes made to a running container as a new image, or to export
an archive of the container filesystem [3]. Docker and Podman both support container C/R,
leveraging process C/R techniques such as CRIU [23] to snapshot the state of an executing
container process.

State-of-the-art research in cloud-computing environments introduces innovative modifica-
tions to the virtualization stack with the goal of better computing-model support [155, 251,
131, 27|. System C/R techniques are used on top of efficient architectures to provide fast service
startup and low memory footprint, which are crucial resources for efficient serverless comput-
ing [371, 102, 322|. For this reason, serverless has become an increasingly popular target for
optimizations that, to some extent, involve system C/Rr [106, 333, 56, 178, 42, 27, 371].

Xen (43, 396] is one of the most popular and performant free and open-source type-1
hypervisors. It provides support for creation, memory management, and CPU scheduling of
virtualized domains. This allows multiple guest operating systems to execute simultaneously
on the same hardware, in separate domains, with one special privileged domain having access
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to the hardware [73]. Xen uses multiple approaches to running the guest operating system
inside a domain, including paravirtualization, hardware virtual machines, paravirtualization
with hardware virtualization, and paravirtualization in a hardware virtual machine container
[379]. Xen provides snapshotting capabilities in the form of virtual machine snapshots. Each
virtual machine snapshot represents a record of a running virtual machine at a point in time.
The snapshot contains both metadata, which includes configuration, and storage information,
which includes the disk state. During snapshotting, all I/O operations are temporarily halted
to ensure a self-consistent disk snapshot. Virtual machine snapshots can be converted into
templates for fast virtual machine creation. Templates can be orchestrated in a way that the
root filesystem is shared across templates [316], and compressed to eliminate redundant memory
data in the snapshot [103].

Linux Kernel-based Virtual Machine (abbr. KVM) [195] is an open-source hypervisor for
Linux, included in the mainline Linux kernel. It consists of a loadable kernel module (kvm.ko)
that provides the core virtualization infrastructure and a processor-specific module for Intel
(kvm-intel.ko) and AMD (kvm-amd.ko) processors. With K'VM, it is possible to execute
multiple virtual machines running unmodified Linux or Windows images, with each virtual
machine having its own virtualized hardware. KVM supports virtual-machine snapshotting of
both executing and stopped virtual machines. Virtual machine snapshots can be internal or
external. Internal snapshots are stored in the virtual disk image (often in the Qcow?2 format)
of the guest virtual machine, with snapshot properties serialized into an XML file. This means
that multiple snapshots of the same virtual machine will all be stored in the same image file.
On the other hand, external snapshots use copy-on-write mappings to overlay a new disk image
of the guest operating system.

QEMU 48|, short for Quick Emulator, is a free and open-source virtualization software
that emulates a computer’s processor by translating the emulated binary code to an equivalent
binary format that is executed by the machine. QFMU can perform full operating-system
emulation for any machine for various supported architectures. It can also run KVM and
Xen virtual machines with near-native performance. QEMU snapshots represent images that
refer to the original image using Redirect-on- Write [397]. In this way, taking a snapshot does
not change the original image. Similarly to KVM, QEMU supports creation of internal and
external snapshots, as well as temporary snapshots.

Firecracker |2] is an open-source virtual machine monitor (abbr. VMM ) that uses KVM to
create and manage lightweight virtual machines called microVMs. Each microVM isolates the
executing process using cgroups [323] and seccomp BPF' [66], with access to a tightly controlled
subset of system calls. MicroVMs can thus be launched in non-virtualized environments, taking
advantage of the isolation and security of the traditional VMs, and the resource efficiency of
containers. Firecracker supports microVM snapshotting [216], where a running microVM and
its resources are serialized and stored on an external medium. Snapshots include the guest
memory and the state of the hardware emulated by KVM and Firecracker. The microVM
snapshot is separated into the guest memory file, the microVM state file, and zero or more disk
files, depending on the disk usage. With this design, Firecracker snapshots support sharing of
memory pages and disks between multiple microVMs. During snapshot loading, Firecracker
establishes a copy-on-write mapping of the memory snapshot, resulting in on-demand lazy-
loading of memory pages, and private modifications for every microVM that loads the snapshot.

D-CRES [253| provides a parallel and consistent live checkpoint mechanism for large-
memory virtual machines [10]. D-CRES uses QEMU and KVM, with support for split migra-
tion [350] and remote paging. Normally, after split-migration, a large-memory virtual machine
is converted into a split-memory virtual machine, running across multiple hosts. D-CRES ad-
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dresses host and network failure problems associated with the migration of split-memory virtual
machines, and minimizes downtime during checkpointing by deferring the write-back of a large
amount of memory data to checkpoint files on disk. D-CRES enables efficient C/R of a split-
memory virtual machine by saving its memory on every host independently, to avoid remote
paging between hosts. Additionally, the checkpointing process can be performed without stop-
ping the virtual machine. Instead of traditional solutions that restore split virtual machines on
a single host, D-CRES allows a split-memory virtual machine to be restored across multiple
hosts in parallel. D-CRES uses different formats for checkpoint files during C/R, converting
the checkpoint files offline in order to maximize the performance.

Berkeley Lab Checkpoint/Restart (abbr. BLCR) [150] is a system-level checkpointer pri-
marily designed for high-performance computing (abbr. HPC') environments. It consists of a
loadable kernel module and a small library that has to be preloaded. BLCR focuses on pre-
emptiveness and transparency, not requiring changes to application source code. In addition
to HPC' environments, BLCR covers a wide range of applications and systems, including MPI
[352] systems.

libhashckpt [122] performs hybrid incremental checkpointing leveraging page protection and
GPU-powered hashing. In addition to the operating system page protection mechanism, [ib-
hashckpt uses hashing and MPI hooks [352] to determine the exact address ranges that should
be included in the incremental snapshot. libhashckpt offloads hash computations to the GPU
in order to reduce the overhead of hash calculation and make checkpointing viable for high-
performance computing (abbr. HPC') environments.

4.2 Process C/R

Process C/R techniques capture the executing process state, including open file descriptors,
started threads, pipe parameters, and memory mappings. Snapshotting processes facilitates
program debugging on different systems by creating and analyzing process snapshots at points
of failure. Long-running jobs can be persisted periodically for improved fault tolerance and
recovery in case of failures. Unexpected system failures or broken updates can be remedied by
falling back to an earlier version of the program persisted as a process snapshot.

Process C/R techniques can be applied to execution environments that host applications,
such as containers or language runtimes. Container snapshotting capabilities of Docker [238|
and Podman [153] rely on process C/R techniques to capture the state of the executing container
process. When applied to a language-runtime process, process C/R techniques generate snap-
shots that include language-runtime state, such as metadata or runtime heap. Snapshotting the
warmed-up state of the language-runtime process avoids costly language-runtime initialization
and results in faster application startup times [168, 178].

Normally, process C/R techniques capture the state of the entire process into a whole-
process snapshot. However, process C/R techniques can be tailored to capture specific processes
such as executing language runtimes, which often require special handling of language-runtime
metadata and heap.

Whole-process checkpointing

Whole-process snapshots capture the entire process, including its memory state, open files, and
started threads. Because they capture the entire process state, whole-process snapshots can
be created without any additional support from the process itself. This makes whole-process
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Listing (4.1) Contents of a CRIU process snapshot.

$ ls /tmp/criu-snapshot-pid-25341

core—-25341.img 1ids-25341.img pages—-l.img timens-0.img
fdinfo-2.img inventory.img pstree.img tty-info.img
files.img mm—-25341.img seccomp.img

fs-25341.img pagemap—-25341.img stats-dump

snapshotting techniques very popular for a wide range of use-cases and applications [85, 377,
398|.

However, the downside of whole-process snapshotting is that the process is the process is
not aware of checkpointing or restoration events. This makes coordinated checkpointing and
restoring difficult, as it requires the checkpoint process to know when to trigger a checkpoint.
Furthermore, the resulting snapshot can, in most cases, only be restored once at a time, 1due
to the captured open files and sockets that are not easy to clone.

In recent years, Checkpoint/Restore In Userspace (abbr. CRIU) [377, 86| became a popular
solution for whole-process checkpointing. It can be used to execute container processes to
freeze the entire container state or individual application processes. Use-cases for CRIU include
container or process migration [3, 183, 398, 291, 286, 363|, databases [217, 410, 277|, system
security [131, 411, 348, 412] and updates [191], cloud-computing optimizations [75, 76, 334,
124, 202|, and GPU systems [349, 402, 110, 109].

CRIU uses the PTRACE_SEIZE command of the ptrace' Linux kernel interface or Linux
Control Group (abbr. cgroup) [172] to freeze the executing process. It then injects auxiliary
(parasitic) code through the ptrace interface that collects information from inside the address
space of the executing process, such as credentials and memory contexts. Finally, CRIU restores
the original code by removing the injected parasitic code, before detaching from the process.
The resulting snapshot is persisted to disk, broken down into several files, shown in Listing 4.1.

Restoring snapshots requires CRIU to be morphed into the tasks it restores. CRIU first
reads snapshot files and resolves resources shared between processes, such as shared files or
shared memory areas. It then calls fork () as many times as needed to restore the state of
the process tree at checkpoint time. Afterwards, it restores basic task resources, i.e., opens
files, prepares namespaces, maps private memory areas, creates sockets, and more. Finally, it
restores remaining resources such as the exact memory mapping locations, timers, credentials,
and threads.

Distributed MultiThreaded CheckPointing (abbr. DMTCP) [25] is a checkpointing package
for distributed applications that implements C/R of a process on a library level. DMTCP
intercepts library calls from the application, builds an information database about the process’s
internals, and forwards the library call to the recipient. The gathered information is used to
build a snapshot of the executing process. Compared to CRIU, DMTCP requires its library to
be dynamically linked in the executing process. Additionally, intercepting library calls adds a
performance overhead, which is not present with CRIU.

Pin-Long Instruction Trace (abbr. PinLIT) [284] is a checkpointing tool built on top of
Intel’s proprietary PIN binary instrumentation tool [302|. It records the CPU register state and
memory pages that contain application and library code, and optimizes snapshot sizes by storing

From ptrace (2) man page: The ptrace (2) system call provides a means by which one process (the
tracer) may observe and control the execution of another process (the tracee), and examine and change the
tracee’s memory and registers. It’s primarily used to implement breakpoint debugging and system call tracing.
ptrace operations are referred to as commands.
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memory used during a specified interval. Program Record/Replay Toolkit (abbr. PinPlay) [281],
a successor of PinLIT, logs execution of a program in a set of files called a pinball and then
replays that run off of a pinball, repeating the captured execution.

Language-runtime checkpointing

Compared to whole-process checkpointing techniques that capture the entire process state,
language-runtime checkpointing techniques specifically target processes of executing language
runtimes. Prime candidates for such checkpointing techniques are language runtimes with high
memory footprint, such as the Java Virtual Machine (abbr. JVM) [225|, V8 JavaScript engine
[372], or Common Language Runtime (abbr. CLR) environment for the .NET platform [58],
among others.

Popular approaches to checkpointing language runtimes tailor whole-process checkpointing
solutions such as CRIU [86] to better fit the language-runtime specifics. OpenJDK’s [267|
Coordinated Restore at Checkpoint (abbr. CRaC') [269] project and OpenLiberty InstantOn [265]
provide JVM checkpoints. CRaC' aims to develop a standard API that notifies Java programs
about C/R events and introduces support for Java instance checkpointing. InstantOn performs
checkpointing of containerized Java processes through CRIU hooks that allow the OpenLiberty
runtime to safely persist the process in a container image.

Fireworks [331] introduces VM-level post-JIT snapshotting capabilities, where the executing
language runtime coordinates with the execution environment. Resulting snapshots contain
JIT-compiled code, eliminating warmup times associated with runtime compilations. Fireworks
is implemented on top of Firecracker |2| microVMs, maintaining a high level of isolation and
low memory footprint, making Fireworks ideal for serverless function sandboxing [331].

When applied to the JVM, C/R mechanisms can improve efficiency in cases where long
initialization dominates the execution time [407, 175]. However, JVM snapshots contain the
state of the runtime heap at the time when the snapshot was taken. Thus, the heap snapshot
contains dead objects that increase the heap fragmentation and overall memory footprint of
the resulting heap snapshot. Performing garbage collections prior to snapshotting helps avoid
capturing irrelevant runtime heap sections and reducing heap-memory fragmentation [154, 193],
but excessive garbage collections of the entire heap add significant overhead to snapshotting
times.

Several solutions have been proposed to remedy the overhead of garbage collections prior to
snapshotting and reduce snapshot sizes. ALMA [61] uses a migration-aware GC policy that uses
heap liveness information and estimated collection costs. Checkpoint ROllbaCk via lightweight
HEap Traversal (abbr. Crochet) |[47] uses bytecode rewriting, debug APIs, and proxy objects
to perform a lazy heap traversal that copies or restores object states during object accesses.
Ditto [332] extracts only the necessary information to restore the application. Other solutions
use dynamic pruning of unreachable data to create smaller snapshots that further reduce the
overall memory footprint [335].

Runtime-heap snapshotting

State-of-the-art language runtimes use snapshotting techniques to precompute and share com-
piled code and data across multiple processes. The resulting snapshots are usually loaded early
during language-runtime startup, avoiding costly initialization. The pre-compiled code allows
the application to start hot, eliminating warmup times and achieving peak performance faster.
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Oracle GraalVM [271] (explained in detail in (§3)) achieves closed-world AOT compilation
of Java applications by performing points-to analysis that identifies reachable code, in combi-
nation with class pre-initialization during the build process [387]. It generates a native image
containing the pre-initialized heap in the data section and pre-compiled code in the text section.
GraalVM can share image sections across GraalVM isolates, isolated instances of the Graal VM
execution environment.

Similarly to GraalVM , the V8 JavaScript engine [372] also supports isolated execution [123,
408]. The V8 engine can pre-initialize execution contexts [137] by creating a heap snapshot
that is loaded into isolates during context initialization. Because V8 isolates start fast and use
less memory compared to multiple V8 processes, Cloudflare Workers Platform [80] uses V8
isolates to execute JavaScript serverless functions.

Other language runtimes also provide snapshotting capabilities. Dart [59] virtual ma-
chine uses different snapshot types [138| depending on the execution strategy [325]. Similarly,
Smalltalk [161] and Self [369] runtimes store both code and data in heap snapshots.

4.3 Object serialization and deserialization (S/D)

Object serialization is an act of converting an object into a sequence of bytes, for the purpose
of saving the state of the object to persistent storage, or transmitting objects over a network;
while object deserialization is an act of converting a sequence of bytes that encodes an object
back into the actual object it represents [343]. Together, these are referred to as object S/D,
as a specialized form of C/R applied to individual objects. Object S/D is widely used for
configuration files, data persistence, network communications, such as those in the RESTful
Web APIs [304], where data is exchanged between the client and the server or between different
services, etc.

When using common serialization formats, high portability often results in data duplica-
tion or information loss. For example, JSON [182] does not store type information (data loss),
nor does it have a way of referencing object fields, thus every reference to the same object
results in that object being re-encoded into its JSON representation (data duplication). In
general, transferring objects across incompatible language runtimes requires some sort of data
abstraction and loss. Thus, interchangeable plain-text formats are often used for network com-
munication across services that execute in unknown, often different, execution environments.
Binary formats are often used to serialize and deserialize data in known execution environments.
Object /D can also be aided using object schemas, often defined using an interface-description
language [341].

Object s/D introduces additional CPU overhead due to data transformation, and can be
a performance bottleneck for applications that operate on or exchange large amounts of data,
e.g., in the context of big-data analytics [174, 135, 31, 68|. Solutions for optimizing object S/D
include hardware-based accelerators and language runtime-integrated mechanisms.

Plain-text object S/D

Plain-text object S/D formats include raw text files, JavaScript Object Notation (abbr. JSON)
[362], eXtensible Markup Language (abbr. XML) [119], YAML [399], CSV [329], Open Data
Description Language (abbr. ODD) [264], Extensible Data Notation (abbr. EDN) [118|, and
others [384]. Table 4.1 shows an example of an Employee object serialized using the most
common plain-text formats.
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JSON [362] YAML [399]

{ employee:
"name": "John Doe", name: John Doe
"age": 30, age: 30
"coeff": 3.3 coeff: 3.3

}

XML [119] CSV [329]

<employee> name, age, coeff
<name>John Doe</name> John Doe, 30,3.3
<age>30</age>
<coeff>3.3</coeff>

</employee>

Table 4.1: Sample Employee object serialized into JSON, YAML, XML and CSV.

Due to the popularity and interchangeability of the JSON format, JSON object S/D frame-
works provide efficient implementations and allow users to provide custom data binding imple-
mentations and serializers in order to optimize S/D speeds [257]. For example, most popular
Java JSON $/D libraries such as fastjson 7|, dsl-json |257|, Jackson [120], and gson [146| reach
over one million s/D operations per second for plain Java objects [303, 340].

Binary object s/D

Many binary object S/D formats exist, prioritizing different features depending on the particular
use-case [351, 378|. Most binary S/D formats aim to compact or compress data, sacrificing
human-readability for snapshot size. As such, they are convenient for long-term persisted
storage or high-frequency network communication.

Apache Parquet [280] is a high-performance file format designed for efficient storage and
retrieval of column-oriented data. Bencode [49] is a binary encoding format that is part of
the BitTorrent [54| specification. BSON [63] is a binary extension to JSON used in popular
database management systems such as MongoDB [252]. MessagePack [240] and UBJSON [370]
provide a more compact binary representation similar to JSON but requiring fewer bytes to
encode data. Structured Data Exchange Format (abbr. SDXF') [386] is a standardized format for
serialization and exchange of structured data. Canonical S-expressions are a binary encoding
of S-expressions [200] popularized by the LISP programming language.

Kryo [116] is a binary object s/D framework for Java that uses a special compact bi-
nary format to enable serialization and communication across JVM instances. Kryo achieves
high s/D performance and compact snapshot sizes [340], making it ideal for high-performance,
network-intensive, and big-data frameworks such as Apache Spark [404, 30]. Kryo also supports
automatic deep and shallow copying or cloning, with shallow copying being the default.
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Schema-based object s/D

Schema-based s/D frameworks generate high-performance serializers based on a provided object
schema. An object schema is defined in a separate file using a structured format. Table 4.2
shows examples of schema definitions for an Employee object using Protocol buffers [144]
(left) and Apache Avro [359] (right). Schema-based s/D is widely used in implementing high-
performance remote procedure calls (abbr. RPC) [53].

Protobuf [144] Apache Avro [359]

syntax = "proto3"; "type" : "record",=
"name" : "Employee",
message Employee { "fields" : [
string name = 1; { "name" : "Name" , "type" : "string" },
int32 age = 2; { "name" : "Age" , "type" : "int" }
float coeff = 3; { "name" : "Coeff" , "type" : "float" }

}

Table 4.2: Sample Employee object schema defined using Protobuf (left) and Apache Avro
(right) schema formats.

Protocol Buffers (abbr. Protobuf) [144] are an extensible, language-neutral, and platform-
neutral mechanism for serializing structured data. Protobuf object schema is defined in proto
files and compiled using the protoc schema compiler to a high-performance serializer implemen-
tation in a variety of supported programming languages. Figure 4.3 shows Java serialization and
C++ deserialization code for the Employee proto schema shown in Table 4.2 (left). Protocol
buffers are used in high-performance RPC frameworks such as gRPC' [148] and are accelerated
further by programmable data transformation and hardware accelerators [188, 290].

(a) Serializer (Java)

(b) Deserializer (C++)

1 |var john = Employee.newBuilder () 1 |Employee Jjohn;

2 .setName ("John Doe") 2 | john.ParseFromIstream (&input) ;
3 .setAge (31) 3

4 .setCoeff (3.3) 4 |name = Jjohn.name () ;

5 Lbuild(); 5 |age = john.age();

6 | john.writeTo (output) ; 6 |coeff = john.coeff();

Figure 4.3: Example Protobuf serializer written in Java (left) and deserializer written in C++
(right) using the Employee proto schema shown in Table 4.2.

The Apache Software Foundation develops several schema-based S/D frameworks that pro-
vide additional features compared to existing solutions. Apache Thrift [361] adds support for
more programming languages compared to Protobuf, but does not provide a versatile extension
system. Apache Avro |359] provides dynamic typing and support for untagged data, resulting
in smaller snapshot sizes. Avro does not require code generation to process data files or imple-
ment RPC protocols, although code generation is an optional optimization for statically typed
languages. Apache Fory [360| leverages JIT compilation and zero-copy to implement multiple
binary serialization protocols. Apache Arrow [358| defines a language-independent columnar
memory format for flat and nested data that supports zero-copy reads for efficient data access
without serialization overhead.
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Solutions such as FlatBuffers [139] and Cap’n Proto [67| remove encoding and decoding
steps from the s/D pipeline. FlatBuffers are used in performance-critical applications and
game development, with emphasis on maximum memory efficiency. Cap’n Proto uses interface
schemas similar to the C' programming language, with support for object-oriented features
such as multiple inheritance. Cap’n Proto also employs time travelling, where it folds a chain
of subsequent and mutually dependent RPC calls into a single RPC' call.

Hardware-accelerated object s/D

Object S/D can also be accelerated via techniques that involve specialized hardware. Popular
approaches involve parallelization or splitting of S/D computations and offloading the most
resource-intensive phases to hardware. Furthermore, software messaging frameworks help elim-
inate errors and engineering effort by generating specialized hardware that accelerates object
s/D [409].

Parallelization of S/D phases is performed using memory-level parallelism, or specialized
data-transformation accelerators. Cereal [174] processes references and object values in par-
allel using memory-level parallelism, in combination with a packing scheme for s/D meta-
data. Similarly, Optimus Prime [290| parallelizes S/D computations using hardware-backed
data transformation accelerators to improve S/D throughput and latency.

State-of-the-art object S/D optimizations offload S/D computations to various hardware.
Naos [356] and RMMap [231] use Remote Direct Memory Access (abbr. RDMA) [301] to com-
pletely eliminate steps in the s/D pipeline?. Morpheus [367] offloads S/D to specialized solid
state drives. HODS [220] leverages the FPGA module inside NVMe solid state drives to op-
timize deserialization throughput. Hardware accelerators for Protocol Buffers [144] have also
been proposed, leveraging super-scalar RISC-V cores [188|.

Runtime-integrated object s/D

Language runtime-integrated S/D solutions involve specialized s/D formats tailored to the ex-
ecuting language runtime, or modifications to the language runtime itself. Java [55] and PHP
[230] serialization formats leverage specifics of the Java and PHP language runtimes such as
the Java HotSpot VM |276] or PHP Zend engine [406].

Other approaches include functional programming concepts such as Pickler combinators
[194], that provide S/D capabilities for runtime objects. Object-oriented pickler combinators
like those for the Scala programming language solve problems associated with traditional pickler
combinators, such as open class hierarchies and type polymorphism [249]. Pickler combinators
are also used in Python [283] for serializing objects into byte streams.

JVM-specific S/D optimizations address S/D overhead in big-data environments. Skyway
[258] directly sends object graphs between remote JVM instances, removing most of the seri-
alization overhead. It relativizes pointers stored in the objects during serialization, and then
performs a linear scan during deserialization, where the absolute values are calculated for all
the relative pointers. Depending on the number of references and the size of the object, linear
scans can introduce a considerable overhead.

Zero-Change Object Transmission (abbr. ZCOT) [391] introduces an architecture that sup-
ports object transfer among distributed JVM instances without object transformation, elim-

2Naos can also work without RDMA networks, i.e., over plain TCP, although that incurs a performance
penalty. Naos works best with RDMA networks in asynchronous operations modes [356].
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inating the object S/D phase entirely. ZCOT architecture uses the transfer space — a dis-
tributed shared-memory (DSM) abstraction established between remote JVM instances, along
with a deduplication module to avoid redundant transfers. To manage and coordinate JVM in-
stances that use the transfer space, ZCOT employs a metadata server that provides distributed
class-data sharing.

Table 4.3 compares the most relevant runtime-integrated C/R techniques with plain-text
and binary object S/D. As network communication overhead continues to decrease [356], re-
search increasingly focuses on eliminating S/D, either by using external hardware [356, 231] or
specializing for distributed environments [258, 391].

Table 4.3: Comparison between most relevant state-of-the-art C/R solutions.

: JSON  java [272] Naos [356]
Solution s/p  Kryo [116] Skyway [258] RMMap [231] ZCOT [391]
3/D JSON Binar Binar Binar Binar
format Y Y Y Y
Language—rgntlme No No Yes Yes Yes
Integration
Refere‘nce No Yes Yes Yes Yes
tracking
Object . Yes Yes No No
transformation
External . RDMA Metadata
None None None
management networks Server
e Yes No No No No
loss
DaFa No No No No
sharing
. RS5 Low Low Low Low
lmprovements
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Chapter 5

Direct Object Snapshotting and Sharing
system (DO0SS)

Direct Object Snapshotting and Sharing (DOSS) is a data-centric C/R system integrated into
the executing language runtime. DOSS provides:

Direct snapshotting of live heap objects into DOSS object-graph snapshots, i.e., DOSS snap-
shots object graphs from the runtime heap, without any transformation or serialization
taking place. Since DOsSS snapshots do not contain serialized objects, DOSS snapshots
are loaded into the executing application in constant time complexity using memory
mappings, without any deserialization overhead.

Snapshot sharing across language-runtime instances via copy-on-write memory mappings.
Doss achieves near-constant data-memory overhead by sharing immutable data-memory
pages, with copies of data-memory pages being made only when the data is modified.
Additionally, DOSS architecture enables lazy-loading of data pages on access.

Snapshotting during execution of a program, providing a C/R solution for data available
only during application execution. DOSS manages snapshots dynamically during appli-
cation execution without stopping or restarting the application. Managing snapshots
involves creating and persisting snapshots, loading persisted snapshots into the applica-
tion, and unloading snapshots from the application.

High performance and low memory footprint of the system, as direct data snapshotting
eliminates unnecessary S/D overhead and allows for fast data loading, while snapshot
sharing reduces the overall memory footprint in cases where many applications share
the same data. As such, DOSsS is ideal for cloud-native architectures, such as FaaS or
serverless workers, where many instances of the same language runtime share most of the
runtime data.

Doss is primarily designed to extend the capabilities of language runtimes embedded into
AOT-compiled native executables, e.g., native images that embed the GraalVM language run-
time (see §3). Therefore, the terminology and explanations in this chapter use the GraalVM
language runtime as a reference execution environment. Image-build and image-run time de-
note program-compilation time and program-execution time, respectively. Language-runtime
instance or VM instance refers to the embedded language runtime that is executing the code
while the application is running. The image heap refers to the heap built at image-build time,
while the runtime heap refers to the heap used for objects created at image-run time.
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Figure 5.1: Data duplication in traditional service deployments (top), compared to direct object
snapshot sharing (bottom).

Figure 5.1 shows how excessive data duplication and pre-processing in traditional deploy-
ments (top) can be eliminated using DOSS snapshots (bottom) that leverage copy-on-write
memory mappings. DO0SS snapshots (§5.1) reside in the snapshot heap (§5.2) — an auxiliary
heap with shareable heap sections, serving as a medium for DOSS operations (§5.3) during ap-
plication execution. DOSS supports several object laying-out strategies (§5.4), and integrates
with the garbage collector used by the language runtime (§5.5).
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5.1 Direct object-graph snapshots

Doss direct object-graph snapshots (henceforth referred to as snapshots) represent a single
object graph, starting from the snapshot root object that resides in the runtime heap. In other
words, a snapshot of a root object is the transitive closure of all objects referenced from the
root object. Snapshots do not contain any objects other than those present in the root object
graph. DOsS places all snapshots in the snapshot heap (§5.2) during their lifetime.

Snapshots are a result of direct snapshotting performed by DOSSs, i.e., the objects captured
in a snapshot are recognizable by the language runtime and can be accessed in the same way
as objects in the runtime heap. Unlike objects in the runtime heap, that might be part of
the same object graph but scattered across the heap, snapshotted objects are collocated in a
snapshot, with D0OSs providing support for various object laying-out strategies (§5.4) inside
snapshots.

Doss direct object snapshots are often larger compared to text-based and binary S/D snap-
shots. This is because objects in the language-runtime heap contain accompanying metadata
and need to be memory-aligned and padded, which increases the total amount of memory
needed to represent the objects in the snapshot. However, there are multiple advantages to
snapshotting data directly. Firstly, it enables data deduplication using object references in-
stead of copies, which by design includes support for circular references. Secondly, it incurs
no data loss during snapshotting (e.g., typing information), which is often the case for s/D.
Finally, and most importantly, it allows for fast snapshotting without transforming objects and
constant-time snapshot loading.

Doss is primarily designed for creating and managing data snapshots. Data corresponds
to a structured collection of related information stored as a single object that can be efficiently
persisted and loaded without any language-runtime coordination. Examples of data objects
include application configuration, application resources such as datasets or data caches, and
application dependencies in the form of auxiliary data files such as ML models. Compiled code
is not considered data, since loading compiled code involves code installation and language-
runtime coordination during loading. Although compiled code, in principle, can be snapshotted,
Doss does not provide any routines for code installation upon loading a code snapshot.

5.2 Snapshot heap

The snapshot heap is an auxiliary heap backed by a reserved memory region that accommodates
snapshots during application execution. The memory for the snapshot heap is reserved in the
early stages of language runtime initialization, after the initialization of the image heap and
before the initialization of the runtime heap. During application execution, DOSS dynamically
commits and releases memory in the snapshot heap memory region.

Figure 5.2 shows the placement of the snapshot heap memory region in the address space
of the executing language-runtime process and illustrates the internal structure of the snapshot
heap. The snapshot heap resides immediately after the image heap, with a configurable offset
from the heap base. This design allows arbitrary runtime heap configuration, with no restric-
tions during application execution, i.e., the runtime heap can dynamically grow and shrink as
long as its base address lies beyond the snapshot heap.

The memory layout of the snapshot heap, shown in Figure 5.2, consists of a committed
memory region for the snapshot heap metadata section and the reserved memory region for an
arbitrary number of snapshot slots. A snapshot slot is a unit-section of the snapshot heap that
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Figure 5.2: The architecture of the DOSS snapshot heap — its position snapshot heap in the
executing language-runtime address space, and the breakdown of its components.

hosts a single snapshot. Each snapshot is associated with exactly one snapshot slot during the
entirety of its lifetime. D0OSS dynamically commits memory regions for individual snapshot slots
and establishes shared memory mappings, depending on the operation that takes place (§5.3).
Snapshot slot memory is committed before snapshot creation, and shared memory mappings
are established when a persisted snapshot is loaded from disk into a snapshot slot.

Metadata section

The metadata section of the snapshot heap is private to individual language-runtime instances.
It contains the snapshot heap configuration and a table of occupied snapshot slots in the current
language-runtime instance. Snapshot heap configuration consists of the memory offset to the
image-heap base, the number of snapshot slots, and their individual sizes. Do0SS does not
require that all snapshot slots have the same size, although, for simplicity, the illustrations in
this section will use equal sizes for all snapshot slots.

Doss initialization happens after the language runtime initializes the image heap. At
that point, snapshot heap configuration is read from both the image-build time options and
image-run time options. Based on the snapshot heap configuration, DOSS initialization routine
calculates the size of the required metadata section, and the entire snapshot heap. The address
range needed for the entire snapshot heap is then reserved, while the address range needed for
the metadata section is committed. Finally, the metadata section is initialized.

Doss stores the snapshot-slot occupancy table in the metadata section. The occupancy
table keeps track of all snapshots currently loaded into the snapshot heap. In the example
from Figure 5.2, the occupancy table consists of N entries corresponding to the snapshot slots.
Entries corresponding to slots 0 and 1 are marked as occupied, so any attempt to operate on
either of these slots will be prevented while that slot is occupied.
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Snapshot slots

Snapshot slots are the building blocks of the snapshot heap. The number of slots in the
snapshot heap is arbitrary, i.e., DOSS imposes no restrictions on the amount of slots. Each
slot is characterized by a particular base offset from the snapshot-heap base pointer, and its
capacity. The capacity of a slot is the maximum size in bytes the slot can have. It can either
be set manually or inferred by D0OSS based on the specified total size of the snapshot heap and
the specified number of snapshot slots, in which case all slots have the same capacity.

Each snapshot slot can either be free or occupied. Free slots do not have any snapshots
associated with them, and the memory region for such slots is uncommitted. If a slot is
occupied, that means there is a snapshot associated with it, or that an executing snapshotting
operation targets that slot. Slot occupancy mark is kept in the occupancy table, which is part
of the snapshot heap metadata section.

If a slot has a snapshot associated with it, the size of the slot corresponds to the current
amount of used memory within the slot. Slot size can never exceed the slot capacity.

Snapshot references

Doss snapshots can be loaded into multiple executing language-runtime instances. Each lan-
guage runtime can map the image heap to an arbitrary location in the process address space.
For object references captured in a snapshot to remain valid across multiple language-runtime
instances, DOSS requires the language runtime to use relative instead of absolute object refer-
ences (e.g., as is the case for the GraalVM language runtime §3.3).

Figure 5.3 shows how DOSS relative object references stored in a snapshot remain valid after
the snapshot has been memory-mapped into another language-runtime instance. The object
graph contained in the snapshot consists of three objects, each represented with a distinct color.
The root object is marked with an orange color.

Doss records the image-heap offset in the snapshot, in this case 0x1000. Upon loading
the snapshot, DOSS makes sure to map the snapshot file at the same offset to the image-heap
base. In this example, the image-heap base is 0xA000, so the snapshot is memory-mapped at
address 0xB000. That way, all references to the snapshot heap from the runtime heap (e.g.,
looking at the reference at address 0xE008) remain valid. The language runtime uses pointer
arithmetic to add the image-heap base to the relative reference of the object being accessed,
which results in a correct absolute address!. This way, every language-runtime instance can
use the same relative pointers to access the D0OSS snapshot heap, regardless of the absolute
position of the snapshot heap in the address space, across all snapshot slots.

5.3 Snapshotting operations

Do0ss can SNAPSHOT object graphs from the runtime heap, STORE snapshots from the snapshot
heap to disk, efficiently LOAD snapshots from disk into the snapshot heap, and UNLOAD loaded
snapshots from the snapshot heap back to the runtime heap. Figure 5.4 is used throughout
this section to illustrate the descriptions of individual DOSS operations.

!Language runtimes such as Graal VM store the image-heap base address in a CPU register for the pointer-
arithemtic to be folded (see §3.3).

41



CHAPTER 5. DIRECT OBJECT SNAPSHOTTING AND SHARING SYSTEM (DOSS)

VM instance PU
0xAD00
OxADOB Rl4| O0xA000 |
0xAD10
snapshot.doss
N prTTTmmmTT s eae e
] [ 27 =
0x1000 i DXBOO < :
fx1000 ! o Image
0x1008 xE0OB heap
0x1010|0x1020| xE010|0x102
0x1018|0x1030— xB018|0x103 Snapshot
_ i i heap
ox10zof ... [§|"TP|R 0xB020| ... | ! 0xA000 |«
: 0%1028| ... i oxsoze| ... | Q| + 0x1000 : Runtime
() ox1030] ... | | 0xB030| ... | = 0xB000 : heap
0x1038 ' | 0xB03B ' et
0x1040|0x1020 , 0xB040|0x1020
;
0%x1048 xB048
0xED0D

OxEQO8(0x1000

0xE010

Figure 5.3: Accessing objects (marked with orange, green, and blue) loaded into the DOSS snap-
shot heap from the runtime heap, using pointers relative to the heap base address (0x2A000).
Absolute address values are shown on the left side of each address.

SNAPSHOT operation

The SNAPSHOT operation (Figure 5.4, operation labeled as N21) creates a snapshot of an object
graph starting from the root object that resides in the runtime heap. The resulting snapshot
is placed in the requested destination slot. The object graph reachable from the root object
can contain references to objects outside the runtime heap. Depending on how the language
runtime is organized, these references might point to the image heap (e.g., to class hubs or
other pre-initialized objects in the image heap). Additionally, when using D0Ss, objects from
the runtime heap could also reference other objects in the snapshot heap.

The SNAPSHOT operation performs a breadth-first-search? reference traversal starting from
the snapshot root object, copying all reachable objects that do not reside in the image heap into
the chosen destination snapshot slot. The SNAPSHOT operation records all copied objects and
maintains a map associating references of original objects from the runtime heap to references
of their copies in the destination snapshot slot. All references in the copied object graph, except
those pointing to the image heap, are updated during copying so that, upon completion of the
SNAPSHOT operation, the created snapshot does not reference the runtime heap, as shown in
Figure 5.4 (the resulting blue object graph after operation labeled as N°1).

If the SNAPSHOT operation encounters an object that contains a runtime-specific state (e.g.,
open file descriptors or started threads) during object-graph traversal, an error is reported, and

2BFS is chosen as it respects the order of fields in object memory layout. It allows DOSS to perform a
shallow copy of the object memory before recursively copying the fields in memory-layout order. BFS is also
used by the garbage collector to move objects between spaces during garbage collections.
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Figure 5.4: An overview of DOSS operations — SNAPSHOT (operation labeled as N°1), STORE
(operation labeled as N92), LOAD (operation labeled as N23), and UNLOAD (operation labeled

as N°4).

the operation is cancelled. This ensures that the resulting snapshot does not capture any state

that is specific to the language runtime that created the snapshot.

The original object graph coexists with the snapshot. Thus, modifications to the original
object do not affect the shared snapshot. This means that the garbage collector can safely
manage original objects without affecting snapshotted object graphs in the snapshot heap.
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STORE operation

The STORE operation (Figure 5.4, operation labeled as N°2) writes a snapshot (previously
created via the SNAPSHOT operation) from its associated slot in the snapshot heap to a binary
snapshot file on disk. The snapshot file starts with a snapshot header of fixed size, and the
snapshotted object graph that is placed after the header.

The snapshot header stores information that helps D0OSS load the snapshot to the correct
offset in the snapshot heap. The header stores identifiers of the language runtime that created
the snapshot (see §5.3), the image-heap offset of the associated snapshot slot in the snapshot
heap, and various metadata that helps determine the layout of the objects inside the snapshot.
Doss supports multiple object laying-out strategies (§5.4) in the snapshot file.

The STORE operation does not perform any modifications to the snapshotted object, i.e., it
does not impose any serialization overhead. Storing a snapshot does not automatically remove
it from the origin snapshot slot. Removing a snapshot from the snapshot slot can be performed
through the UNLOAD operation.

LOAD operation

The LOAD operation (Figure 5.4, operation labeled as N23) establishes a copy-on-write memory
mapping between the snapshot file on disk and its appropriate slot in the snapshot heap. Once
the mapping is established, a reference to the snapshot root object in the loaded snapshot
is returned, and the object can be referenced from the runtime heap. The language-runtime
instance that created and stored the snapshot is henceforth referred to as the origin language-
runtime instance, while the language-runtime instance attempting to load that snapshot is
henceforth referred to as the destination language-runtime instance.

When the LOAD operation is requested, DOsSS first reads the snapshot file header and
determines the compatibility of the snapshot with the destination language-runtime instance.
A snapshot is eligible for loading into the destination language-runtime instance if the following
conditions are met:

Language-runtime-instance compatibility — Origin and destination language-runtime in-
stances need to be mutually compatible. Language-runtime instance compatibility en-
compasses the set of known and initialized types and their identifiers, the size of the image
heap, and the version of the executing runtime environment. Metadata required to deter-
mine language-runtime compatibility is stored in the snapshot header. DOSS computes a
single identifier based on the compatibility metadata upon storing the snapshot, making
the pre-loading checks in destination language-runtime instances as efficient as possible.

Garbage collector compatibility — The destination language-runtime instance uses a sup-
ported garbage collector whose heap laying-out strategy matches that of a snapshot file.

Snapshot-slot compatibility — The snapshot heap configuration of the destination language-
runtime instance is compatible with the snapshot, i.e., the offset from the image-heap
base of the destination language-runtime instance points to a slot in the snapshot heap
(hereafter referred to as the candidate slot), the candidate slot is not occupied, and the
snapshot can fit inside the candidate slot (the capacity of the candidate slot is greater or
equal to the size of the snapshot).
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Doss proposes a safe loading mechanism by combining closed-world assumptions of an
AOT compiler with a language-runtime implementation that uses relative object references.
This allows the LOAD operation to efficiently solve three key problems:

Problem 1. Ensuring the validity of object references in all language-runtime instances.

Solution. By ensuring that the offset from the image-heap-base pointer in the origin language-
runtime instance matches that of a loaded snapshot in the destination language-runtime in-
stance, relative object references stored in the snapshot work across multiple language-runtime
instances (see §5.2). This allows DOSS to LOAD snapshots into multiple compatible language-
runtime processes or memory isolates (such as the GraalVM memory isolates, see §3.3) that
have incompatible absolute object references. O]

Problem 2. Loading only objects of known types.

Solution. The closed-world assumption of the underlying AOT compiler, combined with the
language-runtime instance compatibility performed by the LOAD operation, ensures that the
LOAD operation cannot load an object whose type is unknown to the destination language-
runtime instance. O

Compilers that perform class initialization at image-build time defer initialization of classes
deemed to be unsafe for build-time initialization to image-run time (e.g., GraalVM Native
Image, see §3.2). Those run-time initialized classes might be initialized in the origin language-
runtime instance, and not initialized at the time of the LOAD operation in the destination
language-runtime instance. Therefore, DOSS has to solve an additional problem in such envi-
ronments, described below.

Problem 3. Ensuring that classes for all objects captured in the snapshot are initialized in the
destination language-runtime instance.

Solution. DOSS considers two approaches to solving this problem. The first approach is to
allow objects of run-time initialized classes in snapshots, and force class initialization in the
destination language-runtime instance during the LOAD operation. The second approach is to
only allow snapshotting of objects whose classes are initialized at image-build time.

The first approach requires DOSS to expand the snapshot header to include a set of type
identifiers for all objects present in the snapshot. To optimize for cases where there are large
amounts of objects stored in the snapshot, the set can exclude classes that are always initialized
at image-build time, such as common library classes. The LOAD operation would then read
the set from the snapshot header and run class initializers for those classes in the destination
language-runtime instance.

The overhead of this approach is two-fold. First, additional memory is needed in the snap-
shot header, making its size dynamic instead of fixed. For large snapshots, the amount of class
identifiers stored in the header could result in a significantly larger snapshot header. Second,
the overhead of class initialization at image run-time could be significant. Class initialization
runs static initializers, which can run arbitrary code that can impact the performance of the
LOAD operation. Even in the cases when class initialization is cheap, D0OSS would still need to
perform class-initialization checks for the entire set of classes in the snapshot header.

The second approach has the benefit of avoiding the class initialization checks in the desti-
nation language-runtime instance, and avoids the extra metadata needed in the object header
to facilitate class initialization. The assumption of having only build-time initialized classes in
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the snapshot is justified, as optimized environments such as cloud-native architectures desire
to initialize most of the classes at image-build time, for maximum startup performance.
Considering these trade-offs, DOSS by default does not allow snapshotting of objects whose
classes are initialized at run-time. This behavior can be overridden via an option, in cases
where the performance of the LOAD operation is traded for higher snapshot compatibility
across language-runtime instances. O

UNLOAD operation

The UNLOAD operation (Figure 5.4, operation labeled as N°4) detaches the snapshot from its
snapshot slot and offloads the object graph contained in the snapshot to the runtime heap.
It checks if the memory for the snapshot slot has been committed or mapped, and releases
it accordingly. The memory for the snapshot slot has been committed if the snapshot has
been created in the same language-runtime process via the SNAPSHOT operation, in which case
it can be safely uncommitted. Otherwise, the snapshot has been memory-mapped into the
destination snapshot slot via the LOAD operation, hence the UNLOAD operation unregisters the
memory mapping. The destination snapshot slot is marked as available for subsequent DOSS
operations, regardless of which memory operations are performed.

Objects contained in the loaded snapshot can be modified during the program’s execution,
or still referenced from the runtime heap, so the UNLOAD operation triggers a snapshot-slot scan
before unloading the snapshot. Snapshot-slot scan is a modified form of garbage collection of
the snapshot heap, supported by the language-runtime garbage collector (explained in detail
in §5.5). Snapshot-slot scan moves objects from the snapshot slot to the runtime heap and
ensures that references to the unloaded slot remain valid after its contents have been moved to
the runtime heap (see §5.5, Figure 5.7).

5.4 Object layout

Laying-out strategy for objects contained in the snapshot is determined by the garbage collector.
Doss supports linear and chunked object laying-out strategies. The snapshot slot and its
associated snapshot correspond to a collection of objects referred to as a space or a region, in
garbage-collector terminology.

Linear object laying-out strategy is used for garbage-collector implementations that use
linear object layout for spaces. This strategy is used for laying out objects inside GI1GC [97]
regions, which have equal sizes depending on the total heap size, ranging from 1MB to 32MB.
This strategy involves laying out objects one after the other, as shown in Figure 5.5.

Chunked object laying-out strategy is used for garbage-collector implementations that group
smaller objects together in chunks and process them as a whole. This strategy is used for laying
out objects inside GraalVM garbage collector which uses the chunked laying-out strategy inside
spaces, which all have equal size of 512KB (see §3.3). This strategy involves laying out objects
in either aligned or unaligned chunks, depending on the object size, as shown in Figure 5.6.

Since aligned chunks need to be aligned to specific memory addresses that are divisible by
the aligned chunk size, the chunked layout strategy can introduce severe memory fragmenta-
tion inside the snapshot slot and, as a consequence, make the snapshot file unnecessarily larger.
Memory fragmentation can occur when the chunks are placed one after the other, since un-
aligned chunks have no alignment requirements, and aligned chunks coming after them might
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Figure 5.5: Linear object laying-out strategy inside DOSS snapshots.

need to be padded. In order to avoid padding, aligned chunks need to be laid out one after the
other.

Doss solves this issue by laying out aligned chunks together from one end of the snapshot
slot, and laying out unaligned chunks together from the other end of the snapshot slot, as shown
in Figure 5.6. Both chunk groups grow towards each other until the space between them is
used completely. When these groups are stored in a snapshot file, the empty space is removed,
resulting in no fragmentation attributed to padding between chunks. The amount of free space
between the chunk groups is recorded in the snapshot header, so that the LOAD operation can
recreate the free space between the chunk groups in the destination slot.

However, another way memory fragmentation may take place with the chunked layout strat-
egy is inside the aligned chunks themselves. Aligned chunks contain many small objects that do
not necessarily fill the entire chunk, introducing potentially significant memory fragmentation?.
This is a foundational limitation of the chunked laying-out strategy, for which D0OSS cannot
provide a solution while retaining constant deserialization time complexity.

5.5 GC integration

For the snapshot heap to coexist with the managed runtime heap, DOSS has to integrate with
the language-runtime garbage collector and modify its behavior during regular runtime-heap
garbage collections and snapshot heap operations.

3Consider a situation where the aligned chunk size is set to 512KB and every object has size of 257KB
(slightly larger than half of the chunk size), requiring a separate aligned chunk for itself.
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Figure 5.6: Chunked object laying-out strategy inside DOSS snapshots.

Regular garbage collections of the runtime heap treat snapshot-heap objects in the same way
as image-heap objects. Garbage collector needs to scan the writable sections of the image heap
and patch references to the runtime heap when runtime-heap objects are moved (e.g., when
they are promoted or when the spaces are compacted). Both image-heap and snapshot-heap
objects do not move during garbage collections, and remain in the image-heap and snapshot-
heap memory regions, respectively.

Unlike the image heap, the snapshot heap is not immortal, i.e., the objects inside the
snapshot heap can become eligible for collection. One case when this happens is during the
UNLOAD operation, which may trigger a snapshot-slot scan. The snapshot-slot scan is a special
type of garbage collection which moves objects from the target snapshot slot to the runtime heap
(Figure 5.4, operation labeled as N24) and traverses dirty regions to discover and patch outside
references to unloaded objects. Snapshot-slot scan operates in a similar way to how generational
garbage collectors process references from old-generation objects to young-generation objects.

Modern garbage collectors, such as the GraalVM Serial GC (see §3.3), use remembered sets
and/or card marking in conjunction with write barriers to mark objects or groups of objects as
referents to objects of interest. DOSS modifies write barriers to mark referents to the snapshot
heap, and supports both remembered sets and card marking. Snapshot-slot scan only moves
objects to the runtime heap when it detects outside references to target slot contents.

Figure 5.7 shows an example of a snapshot-slot scan that occurs during the UNLOAD opera-
tion. An object in the target snapshot slot (blue) refers to objects (green) in the runtime heap
(at 0xA000), but also to other objects in the snapshot heap that reside in different snapshot
slots (at 0x1000). Objects from the runtime heap (orange) also have references to the target
snapshot slot (at 0xA008). In this situation, the snapshot-slot scan needs to move objects

48



CHAPTER 5. DIRECT OBJECT SNAPSHOTTING AND SHARING SYSTEM (DOSS)

from the snapshot slot to the runtime heap.

VM instance VM instance
Image Heap Image Heap
0x1000 0x1000| ... H€— :
Snapshot
heap
0x8010{0x1000 0x8010

0x8018|0xRA000

oxgols| ... : Runtime
heap

Unload target object

Al AL 4

0xA000 0xA000 ... Referrent (dirty mark) :
0xA008|0xB010— 0xA008 0xAO018 Quter references :
0xA010 o DXAO]_OE] ...............................
0xAa0l8 noe 0xA018(0x1000
0xAa020 noe 0xA008|0xA000
0xA028 noe DXAO:LO‘:]

Figure 5.7: An example of a snapshot-slot scan during the UNLOAD operation — an object
from the target snapshot slot (blue), referred to from the runtime heap (orange), is moved to
the runtime heap. Outer references (green) from unloaded objects to runtime-heap objects or
snapshot-heap objects in other snapshot slots remain valid.

Snapshot-slot scan offloads objects to the runtime heap (Figure 5.7, right). It performs no
modifications to moved objects, keeping outer references (green) to other snapshot slots (e.g.,
0x1000) or runtime heap objects (e.g., 0xA000) valid. Dirty objects (orange) that reference
moved objects that now reside in the runtime heap are discovered and patched to point to
the new location in the runtime heap (discovered reference at 0xA008 is patched). With the
snapshot-slot contents offloaded to the runtime heap and all referents patched, the UNLOAD
operation can now safely release the snapshot-slot memory region.

5.6 Envisioned use cases

Direct Object Snapshotting and Sharing (D0sS) provides fast object $/D, which is a prerequi-
site for efficient data pre-initialization, with the ultimate goal to eliminate cold starts. DOSS can
share data snapshots across multiple language-runtime instances, reducing the overall memory
footprint of the system. Snapshots can be dynamically created, loaded, and unloaded during
application execution, allowing for data hot-reloading without rebuilding or restarting the ap-
plication. DoOSS also supports snapshot versioning with arbitrary version conventions, which
can be achieved by creating multiple snapshots of the same object graph at different times.

Using DoOsS requires manual management of DOSS snapshots. In other words, DOSS pro-
vides maximum flexibility by allowing the end user to decide which objects to capture in a
snapshot, as well as when to create, load, and unload snapshots during the execution of an ap-
plication. The management of snapshots can be implemented by a framework or by an external
service, for improved usability and developer experience. An example of D0OSS-backed frame-
work support can be found in §6.2, Figure 6.5. By leveraging D0OSS, microservice frameworks
can provide DOSS data caches to enable efficient cache loading and sharing across multiple
application instances (see §7.5).
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Fast object S/D

Doss performs direct and fine-grained object snapshotting. Direct snapshotting means that
objects are captured directly from the language-runtime heap and snapshotted in that same
format, without any additional object S/D operations. Fine-grained snapshotting means that
Doss can snapshot a single object, or an arbitrary-sized collection of objects, depending on the
use case. Figure 5.8 shows how regular plain-text object s/D (such as JSON S/D) compares to
snapshotting performed by DoOsS.

Serializer Deserializer
-)@ JSON @—)
Serializer Deserializer

.........................

Y

8}

Figure 5.8: Traditional object S/D (top) compared to direct object snapshotting (bottom).

When performing s/D using JSON (Figure 5.8, top), the serializer needs to traverse the
object graph and transform objects into a JSON string, before persisting the string into a file
on disk. During this S/D process, information can be duplicated or lost. Data duplication is
caused by the lack of references in the JSON format, meaning that every time the same object
is referred to, it will be duplicated. The deserializer cannot assume that two identical JSON
object strings are the same object, so the deserializer must duplicate data as well. Data loss
comes from the fact that JSON does not store typing information. Therefore, e.g., a list and a
set can both be encoded as a JSON array. Binary S/D can resolve data duplication and loss,
but still requires additional work to transform objects during S/D operations.

For environments where fast startup is required, such as serverless computing, serialization
overhead is not as important as deserialization overhead. Faster deserialization means faster
data loading, which speeds up application initialization. Storing objects in a serialized format
means that extra work needs to be done during deserialization.

In traditional S/D solutions, deserialization requires the entire snapshot to be read before
transforming the data from a serialized form into objects in the heap. In extreme cases,
reading a single data point from a serialized data object results in I/O, CPU, and memory
overhead associated with reading the entire snapshot file and deserializing objects contained in
the snapshot. Because D0SS snapshots objects directly from the runtime heap, those objects
can be efficiently memory-mapped into the application, entirely eliminating the overhead of
deserialization (Figure 5.8, bottom). This allows Do0ss to load object snapshots in constant
time complexity, regardless of the snapshot size. Furthermore, memory mappings established by
Doss allow for lazy-loading of application data, as the operating system will page-in memory-
mapped pages only when a page fault occurs, as shown in Figure 5.8 (bottom, Deserializer).
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Fast s/D capabilities make DOSS useful as a regular object s/D framework, that can be used
independently of other DOss capabilities. Elimination of deserialization from the s/D pipeline
makes DOSS a cornerstone of optimized cloud-native architectures where fast communication
between services is a requirement. For example, big-data applications that utilize frameworks
such as Apache Spark |30, 404| frequently exchange large amounts of static data, which can be
snapshotted and exchanged using DOSS to reduce communication overhead.

Data pre-initialization

Modern big-data and machine-learning applications need to initialize heavyweight frameworks
that load and pre-process large amounts of data before the application is ready to perform its
main operations. The data needed by the application is often serialized in memory-efficient
and portable formats, e.g., JSON, CSV, or custom binary files. For example, natural language
processing (abbr. NLP) models can take hundreds of megabytes of disk space for complex
natural language processing pipelines (e.g., Stanford NLP [294] models). Initialization of such
pipelines can easily dominate the application startup time, and can even dominate the total
application execution time, e.g., in serverless functions.

Doss avoids long warmup times by introducing a capability for the application to restore
a snapshotted warmed-up state, lazy-loading it in constant time complexity. When applied to
NLP models and pipelines, DOSS can snapshot the loaded model, the entire pipeline object in its
initialized state, or the result of the pipeline in a warm-up run, and then restore the snapshot
to remove most of the application-initialization overhead in the optimized run. Figure 5.9
illustrates this principle, where data preparation is performed in a warm-up run (left), and
shows how the resulting warmed-up data snapshot can be loaded efficiently in an optimized
run (right).

Warm-up run

[Cé;]

Figure 5.9: Data pre-initialization via direct object snapshots.

However, a warmed-up application state is not always immutable and could evolve de-
pending on the workloads exhibited during execution. One example is application in-memory
caches whose contents depend on the workload patterns that aren’t known in advance. One
reason why this is the case is that workloads encountered during warm-up runs differ from
those in production. Warm-up runs are usually done on non-production infrastructure due to
application rebuilding that takes place after the warm-up run to bake the warmed-up cache
into an optimized application executable. Outdated cache snapshots can cause excess mem-
ory consumption and lead to degraded performance. Rebuilding the application in production
environments to pre-compile the warmed-up cache for faster subsequent executions requires
significant pauses and application restarts.

The same principle of using DOSS for data pre-initialization shown in Figure 5.9 applies
to evolving data available only during application execution. In-memory caches can be pop-
ulated in a warm-up run in the production environment, during which proper workloads are
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encountered to create a warmed-up cache snapshot that can be loaded in subsequent appli-
cation invocations. Furthermore, such caches can be categorized and versioned based on the
encountered workload patterns. The application framework can specialize separate application
instances to handle specific patterns in data, loading a specific cache snapshot to optimize
for the expected workload patterns. For example, DOSS can be applied in linear-algebra and
NLP applications to pre-initialize and version-control data and models in order to significantly
improve service-initialization times in subsequent executions.

Data sharing

DosS uses copy-on-write memory mappings to share data across multiple application instances,
similarly to image-heap sharing performed by language runtimes such as GraalVM (see §3).
Copy-on-write memory mappings allow for lazy memory paging-in as data is accessed and
efficient sharing of unchanged memory pages. Any modification to objects contained in a
loaded snapshot results in a private copying of the modified pages.

Figure 5.10 illustrates DOSS sharing capabilities. The snapshotter language-runtime in-
stance (up) pre-initializes and creates a snapshot of the data meant to be shared across appli-
cation instances. The snapshot of the data is then memory-mapped, i.e., loaded, in subsequent
application language-runtime instances (loaders, down), leveraging copy-on-write. For example,
Java microservice frameworks such as Micronaut [242] or Spring utilize data-cache implemen-
tations that can be backed by Do0ss for improved cache loading and sharing.

Snapshotter

Figure 5.10: Sharing direct object snapshots across multiple language-runtime instances.

Doss data sharing significantly reduces the memory footprint of the entire system. With
Doss, there are no copies of data objects in memory needed for NV application instances, instead
of N copies of the same data in traditional deployments. Lazy memory paging-in is desirable
in cases where application instances use only a portion of the data. DOSS object laying-out
strategies (see §5.4) support lazy loading, with the linear object laying-out strategy being the
best fit, as objects are laid out in the breadth-first traversal order.
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Hot reloading

In addition to performance-improving features, DOSS architecture provides a number of usability-
related features. DOSS operates with a configurable number of snapshots during application

execution, allowing the possibility to load multiple snapshots at once, providing the founda-

tion for snapshot versioning, seamless updates, hot-reloading, and version rollbacks. DOSS

operations work during application execution to dynamically SNAPSHOT, STORE, LOAD, and

UNLOAD data.

Changes to the configuration of AOT-compiled applications usually require application
restarts or, in the worst case, the application needing to be rebuilt. Using DOSS to make
configuration snapshots allows for dynamic configuration replacement during application exe-
cution, without the need for restarts or rebuilds. Figure 5.11 illustrates how D0SS can be used
to create versioned data snapshots (data provider, left) and then dynamically replace a loaded
snapshot by unloading it (v1) from the application (data consumer, right) and loading another
version of the same snapshot (v2) instead.

: vi AN Data consumer .
- :_.‘ .:l : -
. ol .
. . P P .
. Data provider e - -x- » L D
. A '_l, ...... )
- L R ..E -
. o, D )
+@—— v2 :
) i o .
. ORI ;

Figure 5.11: Data hot-reloading backed by direct object snapshots.

Examples of using versioned DOSS snapshots in practice include dynamic serverless function
configuration and cache or big-data categorizing and versioning. For example, the aforemen-
tioned NLP models can be categorized depending on the natural language and versioned so
that the snapshot version matches the model version. Propagating updates to all applications
that use a particular model of a specific version and category can be done by hot-reloading
Doss model snapshots. Similarly, rollbacks are also propagated in the same way, by unloading
the snapshot of the current model and replacing it with a snapshot of a previous version.
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Chapter 6

GraalDOSS implementation

This chapter presents GraalD0Oss — a DO0OSS implementation in Java integrated into Oracle
GraalVM 24.1. GraalDoOSs design and internal architecture is built to provide:

Fast initialization during language-runtime startup, which is crucial for applications that
need to start fast (e.g., serverless workers that execute short-lived functions). To achieve
this, GraalDoss willingly trades a portion of usability to completely eliminate initializa-
tion overhead at image-run time. GraalDOSS snapshot-heap configuration is determined
at image-build time, and cannot change at image-run time. This means that the entirety
of the snapshot heap infrastructure, including its metadata objects, can be pre-initialized
at image-build time and placed in the image heap with other pre-initialized objects.
Therefore, at image-run time, GraalD0OsS only needs to reserve the pre-computed amount
of memory for the snapshot heap, an operation whose overhead is negligible compared to
the overhead of other steps in the language-runtime initialization process.

Extensibility with a modular architecture that makes it easy to extend GraalDoss with
support for interchangeable language-runtime components. Even though GraalDoSs in-
tegrates with the GraalVM Serial GC and its object laying-out strategies, GraalDoOss
architecture allows it to seamlessly support other garbage collector implementations and
object laying-out strategies. GraalDo0ss API provides low-level access to snapshot heap
and individual snapshot slots for maximum flexibility and repurposing. Users can imple-
ment arbitrary processing prior to GraalDoOsSS operations to implement snapshot version-
ing, compression, and more.

Reusability of the snapshot heap with the goal of allowing other language-runtime compo-
nents to use it in their pipeline. GraalDO0OSSs snapshot heap is made to be derivable,
so that other implementations can extend the snapshot heap and use it as a medium
for arbitrary mechanisms, such as message queues, specialized in-memory data and code
caches, large-object storages, and S/D-free communication between applications.

GraalDoss provides a user-friendly API (§6.1) for managing direct object snapshots dur-
ing program execution. GraalDoOSS is highly configurable, with multiple options that adapt
GraalDoss for a multitude of use cases (§6.2). The architecture of GraalDoOss is highly scalable
and extensible, allowing GraalDOSs to serve as a medium for other systems that leverage or
use GraalDOSs in their pipeline.
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CHAPTER 6. GRAALDOSS IMPLEMENTATION

6.1 API overview

GraalDoss implements the DOSS snapshot heap (see §5.2) as an auxiliary heap extension to the
runtime heap that supports DOSS snapshotting operations (see §5.3). GraalDOSS integrates
with the GraalVM Serial GC (see §3.3), supporting its chunked object laying-out strategy
(see §5.4). Figure 6.1 shows an overview of the GraalDoss API, which provides interfaces for
creation, storing, loading, unloading, and sharing of direct object snapshots. The API consists
of the following interfaces:

Heap interface exposes the implementation of the DOSS snapshot heap. It consists of an
arbitrary (1..*) number of snapshot slots (Slot) and exposes methods that provide
selective access to snapshot heap metadata, e.g., configuration and the number of slots.
Accessing a slot in the Heap based on the slot identifier returns a S1ot object that can
be passed to GraalDOSS snapshot-operation methods.

Slot interface exposes the implementation of the snapshot slot in the snapshot heap. Each
Slot object represents a single slot in the snapshot heap (Heap), with a unique identifier,
accompanying metadata, capacity (in bytes), and current size (in bytes) in case a snapshot
is attached to the slot. All GraalDoOSS slots have the same capacity. Each S1ot can have
at most one Snapshot implementation attached to it at a time. GraalDOSs uses slot
indices in the snapshot heap as slot identifiers.

Snapshot interface represents a snapshotted or loaded object-graph in the snapshot heap.
Each Snapshot object contains basic snapshot metadata, such as the size and capacity
of the snapshot, as well as a reference to the root of the object-graph captured in the
snapshot.

Provider interface exposes the internal implementation of DOSS operations: SNAPSHOT,
STORE, LOAD, and UNLOAD, through an implementation of the GraalDOSS operation
provider. The provider implementation depends on the currently executing garbage
collector and its object laying-out strategy, and removes implementation details of the
GraalDoOss operations in the current executing environment.

|
GraalDOSS API
«interface» consists of «interface»
Heap 1.* Slot
uses
0..1

«interface» «interface»

Provider creates Snapshot

Figure 6.1: GraalDoss API overview.
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CHAPTER 6. GRAALDOSS IMPLEMENTATION

Figure 6.2 lists all GraalDosS API methods. The entrypoint to the GraalDoss API is
the DOSS class that provides static access methods that retrieve internal implementations of
public interfaces (heap () and provider () ). The Heap interface acts as an accessor to Slot
and Snapshot objects that are passed to GraalDOSS operations. The Provider interface
provides access to GraalDOSS operations. GraalDOSS operations can throw a special type of
exception (DOSSException) in case of an error. DOSSException consists of a message
explaining the error or another exception object that caused the exception.

g GraalDOSS
] 1
API Internal
= DOSS = «interface» T
Provider <1 AbstractProvider
- DOSS() + snapshot{Object, Slot): Snapshot
+ isEnabled(): boolean + store(Slot, Path): void - 3
+ heap(): Heap + load(Path, Slot): Snapshot Sl A
+ provider(): Provider + unload(Slot): Object
s hotimel writes to
napshotimp!
B DOSSException = «interface» < 1
Snapshot
«abstract»
+ DOSSException(String) + getSizelnBytes(): UWord SnapshotWriter
+ DOSSException|(Exception) + getCapacitylnBytes(): UWord
+ getRootObject(): Object
Serial GCWriter
= «interfaces = «interfaces
Hea Slot
P «abstract» .‘_
+ getStartOffset(): UWord + getld(): int <J AbstractSlot
+ getSizelnBytes(): UWord + getHeapBaseOffset(): UWord
+ getSlotCount(): int + getStartPointer(): Pointer -
+ getSlotsi): Slot]] + getSizelnBytes(): UWord SerialGCSlot
+ getSlot(int id): Slot + getCapacitylnBytes(): UWord
+ getSnapshot(): Snapshot
«abstract»
A AbstractHeap
SerialGCHeap

Figure 6.2: Complete GraalDoss API provided in the org.graalvm.nativeimage pack-
age, and the internal architecture overview.

Figure 6.2 also shows the overview of the internal GraalDo0SS architecture. The APT layer
is extended internally by abstract types that extend the Provider, Snapshot, Heap, and
Slot interfaces. Specialized implementations are then derived from the abstract extensions,
such as implementations that provide support for the GraalVM Serial GC.

Snapshots are created by the SnapshotWriter implementation, which can be tailored to
support different object laying-out strategies and optimized for faster serialization performance.
SnapshotWriter traverses the object graph during the SNAPSHOT operation, copying ob-
jects to the target snapshot slot, and keeps track of copied objects. The SerialGCWriter
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implements the chunk-based traversal and packing objects contained in aligned and unaligned
chunks, which the garbage collector would normally treat as a single unit when moving objects
in the heap.

6.2 Usage

GraalDoOss can be used as a general object S/D library, with additional sharing capabilities.
Figure 6.3 shows an example of passing and sharing an object between two language-runtime
instances. Both language-runtime instances prepare for GraalDOsS operations by accessing the
GraalDoss API entrypoint — the DOSS class. The DOSS class is used to retrieve the provider
for GraalDoOss operations and the GraalDoOss snapshot heap, and determines which snapshot
slot to use (Figure 6.3a, line 3, and Figure 6.3b, line 3). After the provider and the heap are
retrieved, both language-runtime instances can perform GraalDOSS operations.

(a) Origin language-runtime instance

1 |[void storeObject (Object root, Path path, int slotId) {
2 // Prepare for operations
3 DOSS.Provider doss = DOSS.provider();
4 DOSS.Slot slot = DOSS.heap() .getSlot (slotId);
5
6 // Perform SNAPSHOT operation
7 doss.snapshot (root, slot);
8
9 // Optional pre-store code
10
11 // Perform STORE operation
12 doss.store(slot, path);
13 |}
(b) Destination language-runtime instance
1 [Object loadAndUseObject (Path snapshotFile, int slotId) ({
2 // Prepare for operations
3 DOSS.Provider doss = DOSS.provider();
4 DOSS.Slot slot = DOSS.heap() .getSlot (slotId);
5
6 // Perform LOAD operation
7 DOSS.Snapshot loadedSnapshot = doss.load(slot, snapshotFile);
8
9 // Retrieve reference to root object in the loaded snapshot
10 Object loadedObjectRoot = loadedSnapshot.getRootObject ();
11
12 // Use loaded object
13
14 // (Optional) Perform UNLOAD operation
15 // Returns reference to unloaded root object in the runtime heap
16 return doss.unload(slot);
17 |}
Figure 6.3: GraalDOSS usage example — snapshotting and storing an object in the origin

language-runtime instance (6.3a) before loading and using the snapshotted object in the desti-
nation language-runtime instance (6.3b).
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The first (origin) language-runtime instance (Figure 6.3a) performs SNAPSHOT (line 7) op-
eration on an object graph starting at the root object. The SNAPSHOT operation traverses the
object graph, copies it to the provided snapshot slot, and returns a Snapshot object. In this
example, the Snapshot object is ignored, as the snapshot is meant to be persisted to disk.
However, the object-graph contained in the snapshot could still be referenced by the returned
Snapshot object if needed, as snapshots are not automatically unloaded upon storing. The
language runtime can perform arbitrary operations before invoking the STORE operation, e.g.,
it can prepare 10 devices where the snapshot would be stored (line 9). Finally, the snapshot is
persisted to disk using the STORE operation (line 12) with a destination file path.

After the object is persisted, the second (destination) language-runtime instance (Figure
6.3b) performs the LOAD operation (line 7) on the snapshot file, which returns a Snapshot
object. Snapshot object contains snapshot metadata and a reference to the root of the object-
graph contained in the snapshot. Depending on the use-case, the snapshot can be kept in the
snapshot heap if the goal is to share the snapshot, but can also be offloaded to the runtime
heap through the use of the UNLOAD operation (line 16), in which case a reference to the
unloaded root object in the runtime heap is returned. If the reference to the return value of
the UNLOAD operation is dropped, the unloaded root object will be collected during the next
garbage collection of the runtime heap.

Configuration. GraalDo0ss provides a set of options for additional configuration that are
passed to the GraalVM Native Image compiler at image-build time (options prefixed with —H:
or —R:), or to the application itself at image-run time (options prefixed with —xX:). Options
passed at image-build time to the Native Image compiler prefixed with —R: can be overridden
at image-run time using the —XX: prefix. GraalDo0SS provides the following set of options:

-H:*ObjectSnapshots — Enables (+) or disables () GraalD0ss. When enabled, GraalD0ss
is automatically initialized during language-runtime initialization. GraalDOss is disabled
by default.

—-H:ObjectSnapshotSlotCount=<value> — Sets the number of GraalDoOss slots avail-
able in the snapshot heap to the provided value. Default value is set to 8.

—-H:ObjectSnapshotSlotSizeKiB=<value> — Sets the capacity of all GraalDoss slots
in the snapshot heap to the provided value, given in KiB. This value effectively controls
the amount of memory needed for the snapshot heap (not accounting for the size of the
metadata section, which is determined based on the number of slots). Default value is
set to 10240 (10 MiB).

—-H:ObjectSnapshotHeapOffset=<value> — Manually sets the offset of GraalDoss
snapshot heap to the image-heap base to the provided value. This option is useful for
manually aligning the snapshot heaps of Do0OSs-compatible language-runtime instances
that have different image-heap sizes. By default, this option is unset, i.e., snapshot heap
is laid-out immediately after the image heap (with possible padding due to page align-
ment). Values that are smaller than the image-heap size will result in an error during
language-runtime initialization.

-R:*ObjectSnapshotLogging — Enables (+) or disables (—) verbose logging of GraalDoOSsS
initialization and operations. Verbose logs are disabled by default.
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Invocation. Figure 6.4 shows a complete example of enabling and using GraalDo0ss. The
program consists of a simple routine (Figure 6.4a) that creates a list of records (line 7), creates
a snapshot of the list (line 8), stores it to file (line 11), unloads the snapshot (line 13), and loads
the stored snapshot (line 15). Figure 6.4b shows the program compilation and invocation com-
mands, in which the GRAALVM_HOME environment variable points to the GraalDoss-enhanced
Oracle GraalVM directory. Figure 6.4c shows the resulting output with detailed GraalDoss
logs.

Integration. Figure 6.5 presents examples that show how GraalDo0OsS can be integrated into
serverless runtimes to provide data sharing across functions. Figure 6.5a uses an infrastructure-
level function definition using AWS [20] Cloud Development Kit (abbr. CDK). In this example,
a repository of products is loaded as a previously stored snapshot into processes that execute the
getProductFunction. Figure 6.5a shows a function definition for the Hydra [168| platform,
which uses GraalVM as part of its virtualization stack. The function performs video processing
using the ffmpeg program suite. In this example, a function directly invokes the GraalDo0OSS
API to share the ffmpeg suite between GraalVM sandboxes that execute functions.

Error handling. GraalDo0ss handles errors in two ways, based on the time when the errors
occur. Errors that occur during GraalDOSS operations, such as user errors (e.g., invalid paths
or disallowed objects captured in the snapshot), are recoverable and are handled by throwing
an exception of type DOSSException. Unrecoverable errors that happen during language-
runtime initialization or memory management of GraalDO0OSS snapshot heap cause the language-
runtime process to exit with a particular error code (ERRNO):

ERRNO 34 — [nsufficient memory for the snapshot heap.
ERRNO 35 — Insufficient snapshot heap offset; the image heap is too large.

ERRNO 36 — Could not commit memory for the snapshot heap.
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(a) Sample Java source code (Main. java)

1 |record Point (double X, double Y) {};
2
3 |public static void main (String[] args) {
4 var provider = DOSS.provider();
5 var slot = DOSS.heap () .getSlot (0);
6
7 var root = List.of (new Point (1.0, 1.0));
8 var s = provider.snapshot (root, slot);
9 System.out.println ("Snapshotted: " + s.get());
10
11 provider.store(slot, Path.of(argsl[l]));
12
13 provider.unload(slot);
14
15 var loaded = DOSS.provider () .load(Path.of (args[l]), slot);
16 System.out.println ("Loaded : " + loaded.getRootObject ());
17 | '}
(b) Building and invoking the GraalDoss-enabled image
$ SGRAALVM_HOME/bin/javac Main. java
$ $GRAALVM_HOME/bin/native—-image -H:+ObjectSnapshots —o main Main
$ ./main —-XX:+ObjectSnapshotLogging /tmp/sample.doss
(c) Resulting output
1 [I1:0x00007fdaf5f80000|T:0x000055b520d8c9c0]: SNAPSHOT to slot 0, ptr=0x00007fdaf6980000

2 [T:0x00007£daf5£80000|T:0x000055b520d8c9c0]: walking: [chunk=0x00007fdaf6980000 space=null]:
java.util.ImmutableCollections$List12@0x00007fdaf6980830

3 [IT:0x00007fdaf5£80000|T:0x000055b520d8c9c0]: visit: ptr = 0x00007fdafb9810b0; off=0;

4 [IT:0x00007£daf5£80000|T:0x000055b520d8c9c0]: | obj = [chunk=0x00007£fdafb980000 space=
null]: Point@0x00007fdafb9810b0

5 [IT:0x00007fdaf5f80000|T:0x000055b520d8c9c0] : | par = [chunk=0x00007fdaf6980000 space=
null]: java.util.ImmutableCollections$List12@0x00007£fdaf6980830

6 [T:0x00007£daf5£80000|T:0x000055b520d8c9c0]: walking: [chunk=0x00007fdaf6980000 space=null]:

java.util.ImmutableCollections$List12@0x00007fdaf6980830
7 | Snapshotted: [Point[X=1.0, Y=1.0]]

8 [T:0x00007fdaf5f80000|T:0x000055b520d8c9c0]: STORE request for slot 0: /tmp/sample.doss
9 [I:0x00007fdaf5£80000|T:0x000055b520d8c9c0]: Opening file: /tmp/sample.doss

10 [IT:0x00007fdaf5f80000|T:0x000055b520d8c9c0]: STORE: Successfully wrote 2136 bytes

11 [T:0x00007fdaf5£80000|T:0x000055b520d8c9c0]: UNLOAD request for slot O

12 [IT:0x00007fdaf5f80000|T:0x000055b520d8c9c0]: Detaching snapshot

13 [T:0x00007£daf5£80000|T:0x000055b520d8c9c0]: Freeing slot memory

14 [T:0x00007fdaf5£80000|T:0x000055b520d8c9c0]: UNLOAD for slot 0 successful

15 [IT:0x00007fdaf5f80000|T:0x000055b520d8c9c0]: LOAD request for slot 0: /tmp/sample.doss
16 [IT:0x00007£daf5£80000|T:0x000055b520d8c9c0]: Performing pre-load checks; size: 2136
17 [IT:0x00007£daf5£80000|T:0x000055b520d8c9c0]: Snapshot successfully mapped to slot 0
18 [IT:0x00007£daf5£80000|T:0x000055b520d8c9c0]: Attempting to read snapshotted object

19 [I:0x00007fdaf5£80000|T:0x000055b520d8c9c0]: LOAD to slot O successful: /tmp/sample.doss
20 | Loaded : [Point [X=1.0, Y=1.0]]

Figure 6.4: A complete example of GraalDOSS usage in a simple program (6.4a), building and
invoking the image (6.4b), and the resulting output (6.4c).
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(a) Infrastructure definition — Amazon AWS [20]

Function getProductFunction = Function.Builder
.create(this, "GetProductFunction")
.runtime (Runtime.JAVA_21)
.loadSnapshot (0, “/product-repository.doss”)
.code (Code.fromAsset ("../software/",
AssetOptions.builder ()
.bundling (builderOptions)
Lbuild()))
.handler ("org.example.aws.ApiGatewayGetProductRequestHandler")
.memorySize (256)
.environment (environmentVariables)
Jbuild() ;
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(b) Function definition — Hydra [168]

public static HashMap<String, Object> main (Map<String, Object> args) {
Path p = Path.of (args.get ("ffmpegPath"));

DOSS.Slot slot = DOSS.heap() .getSlot (0);
DOSS.Snapshot ffmpeg = slot.getSnapshot();
if (ffmpeg == null)

ffmpeg = DOSS.provider() .load(slot, p);
Object ffmpegObj = ffmpeg.getRootObject();

© 00 N O Ul W N

—_
o

byte[] video = getBytes (args.get ("videoUrl"));
String out = ffmpegRun (ffmpegObj, video);
return formJsonResponse ("output", out);

— =
W N =
—

Figure 6.5: Conceptual integrations of GraalD0OSS into serverless platforms. Listing 6.5a shows
a section of a serverless shopping application infrastructure definition using AWS [20] Cloud
Development Kit (CDK). Listing 6.5b shows a serverless video-processing function for Hydra
[168] that uses GraalVM memory isolates.
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Chapter 7

GraalDo0Ss evaluation

GraalDoss is thoroughly evaluated on an open-source benchmark set (§7.1), in an isolated and
controlled environment (§7.2). Evaluation consists of correctness and robustness tests combined
with operational performance measurements (§7.3), and generalization of GraalDosS to cloud-
native applications that leverage GraalDoss data pre-initialization (§7.4) and sharing (§7.5)
capabilities. GraalDOSS evaluation is concluded with a summary of obtained results (§7.6).

7.1 Benchmark set

A novel open-source S/D-benchmarks set was developed for the purpose of evaluating object
S/D and language runtime-integrated C/R solutions. The S/D-benchmarks set is tailored to-
wards cloud-native applications, measuring S/D throughput, average and maximum application
process memory footprint (RSS), application startup time (i.e., the time until the application
becomes ready to process requests), and request-response time (i.e., the time it takes for the
application to process the request and return a response to the caller).

S/D-benchmarks set consists of a subset of S/D correctness and robustness tests, core mi-
crobenchmarks that evaluate S/D operation performance, and macrobenchmarks involving mi-
croservice and big-data applications. Combined, the benchmarks evaluate the correctness of
an S/D library, and its impact on the efficiency and scaling of applications in a cloud-native
environment. All benchmarks in S/D-benchmarks are bundled together in a single repository,
published on Zenodo [307] and GitHub [310].

Individual benchmarks in the S/D-benchmarks support two execution modes:

JVM mode — In this mode, the benchmark is executed on a stock JVM as a regular Java
application leveraging JI'T compilation.

Native mode — In this mode, the benchmark is built as a standalone native image compiled
ahead of time with GraalVM, leveraging profile-guided optimizations (abbr. PGO) to
ensure the compilation produces optimized code for hot paths. PGO mode consists of
several steps. In the first step, an instrumented benchmark image is built using GraalVM
Native Image. This image is executed, and profiles are collected. Collected profiles are
then fed back to Native Image in order to build an optimized benchmark image. In
native mode, each benchmark build produces two images: one image with the default set
of compiler optimizations and the other one optimized with PGO.
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Correctness and robustness tests

S/D-benchmarks set provides core unit tests that validate the correctness and robustness of
an s/D library. All core unit tests are invoked as a whole in both JVM and native modes,
with configurable JVM options in JVM mode and compiler/runtime options in native mode.
Unit test harness uses a Serializer interface, which specific /D library serializers need to
implement. The Serializer interface consists of the following methods:

void register (Class<?>[]) — Registers given types as templates for s/D operations.
Object preSerialize (Object) — Prepares for serialization of a given object.
Object serialize (Object) — Serializes an object and returns serialized data.

Object preDeserialize(Class<?>, Object) — Prepares for deserialization of a given
data object into an object of a given type.

Object deserialize (Class<?>, Object) — Deserializes a given data object using
the given type as a template. Returns the deserialized object.

void flush() — Flushes streams used by the serializer (if any).

long sizeOf (Object) — Returns serialized object size.

Correctness tests — perform S/D operations on objects that are expected to be handled cor-
rectly by the library. These tests evaluate the compatibility of an /D library on a wide range
of commonly used Java classes. Each test prints the string representation of original and snap-
shotted objects, testing field accesses and virtual toString method dispatches. Correctness
tests cover:

Simple types — Java primitive (value) and boxed types, Java records, and strings. Tests
involving simple types evaluate basic S/D library capabilities.

Complex types — 25 types of which 15 are custom POJO classes containing fields of sim-
ple types and getter/setter methods, and 10 are wrapper types encoding various object
graphs. POJO types correspond to typical application model components, such as ad-
dresses, customers, departments, documents, employees, invoices, meetings, products,
and users. Tests involving complex types evaluate whether an $/D library correctly han-
dles POJO s/D, non-trivial object-graphs, and reference cycles.

Java collection types — 34 implementations of Java Collection interface, including List,
Map, and Set implementations and their unmodifiable, navigable, and synchronized
wrappers. Tests involving Java collection types evaluate the capability of an S/D li-
brary to correctly perform s/D operations on generic data structures without the loss of
information and data duplication commonly present with plain-text S/D libraries.

Common JDK types — 24 Java library classes implementing support for big numbers, time
and calendar utils, regular expressions, unique identifiers, string-building utils, 1O sup-
port, and more. Tests involving common JDK types evaluate whether an S/D library
can be used in a broader context, where objects might contain state that needs to be
preserved (e.g., regular expressions or unique identifiers).
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Reflection types — types that provide support for Java reflection, such as Class<?>,
Field, Method, and Constructor classes. Tests involving reflection types evaluate
whether an s/D library integrates with the dynamic nature and introspection capabilities
of Java.

Robustness tests  exercise how an s/D library handles erroneous or disallowed input in the
form of objects that contain execution-specific state. Those can include open file descriptors,
running threads and continuations, cancellables, and memory segments. A robust S/D library
should recognize such objects early and not attempt to serialize or deserialize them. Instead,
the library should throw an exception with a user-friendly error message and shouldn’t disrupt
the rest of the application.

Core microbenchmarks

S/D-benchmarks provides sd-jmh-native — a set of microbenchmarks that evaluate the s/D per-
formance of JVM-based serializers, inspired by widely-adopted benchmarks for serializers tar-
geting the JVM (340, 303]. sd-jmh-native uses the Java Microbenchmark Harness (abbr. JMH)
[268], a widely adopted harness for building, running, and analysing microbenchmarks target-
ing the JVM. sd-jmh-native is extensible both in terms of the workload set and S/D framework
integration. S/D library support are provided by the same Serializer interface used for the
unit tests.

When executing benchmarks multiple times in the same language-runtime environment, pro-
files gathered from the previous runs may influence the current execution. This phenomenon
is commonly referred to as profile pollution. sd-jmh-native design is built to minimize profile
pollution in all execution modes. In JVM execution mode, JMH manages profile pollution
across multiple benchmark runs through JVM forks. In native execution mode, PGO mode
ensures that compilation produces optimized code for hot paths in all $/D libraries. Since in
native execution mode all code is compiled and optimized at image-build time, profiles collected
during instrumented runs need to match the optimized runs. sd-jmh-native generates repro-
ducible workloads to reduce the risk of profile pollution between instrumented and optimized
benchmark runs.

sd-jmh-native improves on the state-of-the-art microbenchmarks by providing an extensible
workload set and a sophisticated workload generator. The workload set covers a wide range of
workloads relevant to cloud-native applications, giving insight into the performance for more
complex objects that can be broken down into objects contained in the workload set. Each entry
in the workload set is categorized by workload type and, optionally, the size of the particular
workload object. The workload set consists of:

Primitives such as integers or floats.

Strings with alphanumeric characters, where the size of the workload corresponds to the
length of the string.

Records with primitive and string fields, where the size of the workload corresponds to the
number of fields in the record.

POJOs commonly used in microservice applications, such as the C1ient POJO that contains
19 fields, including integers, longs, doubles, strings, long arrays, enums, big integers, dates,
and lists of companion Partner records. Partner record holds three fields: id (1ong),
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name (String) and registration date (OffsetDateTime). The detailed breakdown
and description of Client and Partner POJOs can be found in Appendix A.

Java arrays with primitive elements, where the size of the workload corresponds to the size
of the array.

Matrices backed by Java arrays with primitive elements, where the size of the workload
corresponds to the number of rows and columns of the matrix.

Lists with primitive, record, string, and POJO elements, where the size of the workload
corresponds to the size of the list.

Maps with integer and string keys, and primitive, record, string, and POJO values, where the
size of the workload corresponds to the number of map entries.

A microbenchmark configuration consists of the target s/D library, microbenchmark opera-
tion (serialization or deserialization), number of iterations, workload kind, and optional size of
the generated workload objects, and a seed for the randomized workload generator. The seed
can be set to an arbitrary value, allowing for reproducible workloads. By default, the workload
generator generates randomized workloads with every benchmark run. Combining all possible
benchmark options, sd-ymh-native provides 2424 possible benchmark configurations across 176
different workload objects.

Cloud-native macrobenchmarks

S/D-benchmarks includes several cloud-native macrobenchmarks build on top of state-of-the-art
Java microservice and machine-learning libraries:

micronaut-cache — a Java microservice web API server powered by Micronaut [242],
a full-stack framework for building modular microservice and serverless applications.
micronaut—cache serves news headlines, providing API endpoints that retrieve head-
lines for a given month through HTTP requests. It deploys an in-memory cache provider,
leveraging Micronaut’s built-in caching mechanism and its support for custom cache
providers. micronaut—-cache provides an option of using GraalVM memory isolates
to spawn multiple instances of the service efficiently when running in a native deployment
mode. That way, all instances share the same starting configuration and pre-compiled
code. The benchmark also includes external tooling that sends requests to a news head-
lines web server and measures response times and memory footprint of the process, in-
cluding all of its memory isolates.

stanfordnlp-preload — a Java microservice that performs natural language processing
(NLP) on the input using Stanford NLP [294] large language models (abbr. LLM) for
the English language, version 4.4.0, that run on the CPU. The benchmark uses the
StanfordNLP CoreNLP Java API to build the NLP pipeline and annotate an input
document. Input documents are constructed from a set of raw-string inputs, catego-
rized by the size of the input (i.e., the number of sentences, words, and characters).
stanfordnlp-preload provides several input categories, ranging from small that have
5 sentences, to large that have over 50 sentences. The benchmark measures pipeline cre-
ation times (i.e., service warm-up time), document creation times, document annotation
times, and total execution time of the application.
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All cloud-native macrobenchmarks support both JVM and native deployment modes. In
native deployment mode, all application dependencies (e.g., framework libraries and resources)
are baked into the resulting image. Native deployment mode also generates images optimized
with PGO, which require a separate instrumentation run. All benchmarks ensure that the in-
strumentation run and the actual timed benchmark run use the same workloads, as to minimize
profile pollution.

7.2 Evaluation setup

Evaluation is performed in an isolated environment, on hardware specialized for benchmarking
purposes. The rigorous evaluation setup minimizes the risk of external factors influencing the
obtained results. This includes special hardware, software, and environment configuration.

Hardware configuration. All experiments were performed on a single X5 compute node
with two 18-core Intel E5-2699 processors with the frequency of 2.30 GHz, that is part of the
internal benchmarking cluster running on the Oracle Cloud Infrastructure. Each node has 64
KB of L1 cache, 256 KB of L2 cache, and 46080 KB of L3 cache. The working memory of the
system consists of 512 GB of DDR4 RAM. Additional hardware includes an LSI MegaRAID
SAS-3 3108 storage controller and Mellanox Connect-X Infiniband network interface cards.
All performed experiments are also reproducible on machines with lower specifications, such as
desktop or laptop computers.

Environment configuration. In all experiments, processor turbo boost was disabled and
the benchmark process was bound to a single CPU core to reduce the impact of varying CPU
frequency and non-uniform memory access on the obtained results [196, 51]. All experiments
were performed with hyperthreading enabled and CPU C-states were disabled (i.e., set to C-
state 0) to avoid power-saving modes. All experiments were executed in a 32GB RAM disk
(tmpfs mount) to avoid IO noise.

Software configuration. All experiments were executed in the same software environment.
The operating system used was Oracle Linux Server version 7.4 with Linux kernel version
4.1.12. Java environment consisted of the Oracle GraalVM 2.1 for Java 21, with default
options in all experiments, unless specified otherwise. Garbage collection was performed using
the default GraalVM Serial GC garbage collector of the GraalVM language runtime.

Measurements. In all experiments, multiple measurements were taken to ensure repro-
ducibility and validity of the obtained results. Additionally, multiple warm-up executions were
executed prior to measured benchmark executions, in order to improve benchmark stability.
Each microbenchmark consisted of 5s of warmup iterations and 10s of measured benchmark
executions, obtaining a large amount of benchmark results. Each macrobenchmark consisted
of a number of warmup iterations and a number of measured benchmark executions. The num-
ber of warmup and measured iterations is determined so that the standard deviation between
measurements becomes less than 5%.

Result aggregation. Depending on the measurement, different result-aggregation strategies
were used in the experiments. Microbenchmark results were aggregated by JMH [268|, which
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Listing (7.1) s/D-benchmarks Serializer implementation for GraalDoss.

1 |@Override

2 |Object serialize (Object data) throws Exception {

3 DOSS.Snapshot s = provider.snapshot (data, slot);

4 return s.getRootObject ();

511

6

7 |@Override

8 |Object preDeserialize(Class<?> clazz, Object data) throws Exception ({
9 provider.store (slot, snapshotPath);

10 provider.unload(slot) ;

11 return data;

12 |}

13

14 |QOverride

15 |Object deserialize(Class<?> clazz, Object data) throws Exception ({
16 DOSS.Snapshot s = provider.load(snapshotPath, slot);

17 return s.getRootObject ();

18 |}

computes statistical summaries like mean, median, and confidence intervals. Macrobenchmark
results were aggregated manually using maximum and average aggregation strategies. Reported
maximum macrobenchmark measurements (e.g., maximum RSS or maximum latency) are the
99.99-th percentiles of the results obtained in measured benchmark executions. If not otherwise
specified, all reported results are averaged from results obtained from measured benchmark
executions.

7.3 Operation correctness and performance

GraalDoOsS core evaluation consists of exercising the basic $/D features of GraalDOSs using
the S/D-benchmarks set. The correctness and robustness of GraalDOSS is evaluated through
a set of unit tests that exercise GraalDOSS operations on a wide range of objects. Core mi-
crobenchmarks contained in the sd-jmh-native set evaluate the performance of GraalD0OSS op-
erations. GraalDOSS SNAPSHOT operation is compared to system calls that perform memory
copying. GraalDOSS LOAD operation is compared to system calls that establish memory map-
pings. GraalDOSS UNLOAD operation is compared to garbage collections of the same amount
of memory.

Unit testing

Correctness and robustness of GraalDosS is evaluated by adding GraalDoss support for run-
ning unit tests contained in the S/D-benchmarks set (see §7.1). Listing 7.1 shows the imple-
mentation of the Serializer interface provided by the S/D-benchmarks unit-testing frame-
work. GraalDOSS serialization consists of only the SNAPSHOT operation. Preparation for
deserialization consists of invoking the STORE operation to persist the snapshot at a predefined
snapshotPath, and UNLOAD-ing the snapshot in order to free up the target slot for the LOAD
operation. The LOAD operation is invoked as part of the deserialization routine, returning the
loaded root object.
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Table 7.1 summarizes the results of unit tests. GraalD0OSS passes all 106 correctness
and robustness tests, successfully snapshotting and loading objects of commonly used types.
GraalDoss successfully operates with complex object graphs, reference cycles, immutable and
synchronized Java collections, and Java reflection classes. In robustness tests, GraalDoOss
successfully prevents S/D and returns a proper error message.

Table 7.1: GraalDo0SS correctness and robustness tests results.

Test category ‘ # of tests | Passing Failing ‘ %

Simple 7 7 0
Complex 25 25 0
Java collections 34 34 0
JDK common 24 24 0
Reflection 4 4 0
Robustness 12 12 0
Total | 106 | 106 0 |100%

Serialization (SNAPSHOT and STORE) performance

SNAPSHOT operation is evaluated against the theoretical maximum — a single memcpy system
call. This is because the SNAPSHOT operation performs object-graph traversal and copying
from the runtime heap to the snapshot heap. Snapshotting an object cannot be faster than a
single memcpy system call, even if a single object is being snapshotted without any references
to other objects, as GraalDo0OSs needs to coordinate with the language runtime and maintain
metadata during object-graph traversal and snapshotting.

Figure 7.2 compares the theoretical maximum throughput, i.e., memcpy throughput (blue),
with the measured SNAPSHOT operation throughput (orange) for different memory sizes depend-
ing on the type of workload objects being processed. The difference between GraalDoOsS serial-
ization throughput and the theoretical maximum throughput comes from the language-runtime
coordination and the reference tracking that GraalDoOSS needs to perform during object-graph
traversal. For smaller object graphs, the cost of language-runtime coordination required prior
to storing a GraalDoOss snapshot dominates the total SNAPSHOT operation times. For larger
snapshot sizes, the cost of reference tracking dominates the SNAPSHOT times.

Since GraalDo0SS performs direct snapshotting without transforming objects, object sizes
may vary depending on the underlying object layout strategy. As GraalVM uses chunked
layouts by default, every snapshot file contains at least one heap chunk. Every chunk starts
with the chunk header, which contains a card table and a first-object table, which also takes up
space in the resulting snapshot. The size of the chunk header depends on the chosen card-table
implementation and may even be zero. GraalVM Serial GC card tables add at most 2 KB to
the size of the chunk header. In all experiments, reported snapshot sizes do not include the
memory overhead of card tables.

The performance of the SNAPSHOT operation depends on the properties of the object-
graph, such as the number of objects captured in a snapshot and the shape of the object
graph itself, i.e., the number of references, presence of cycles, etc. Another factor that can
impact SNAPSHOT operation performance is the runtime-heap locality of objects captured in a
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Figure 7.2: GraalDOSS serialization throughput (orange, circle) compared to a single memcpy
system call (blue, square). Throughput is presented on a log-log scale.

snapshot, i.e., whether the objects that are part of the object graph are collocated or scattered
across the runtime heap.

Object-graphs used in SNAPSHOT performance experiments are byte arrays of fixed length.
Using byte arrays is convenient, as the size of the object can be easily controlled through the
size of the underlying byte array. The sizes of reference objects measured in Figure 7.2 (x
axis) correspond to total object sizes of byte arrays of appropriate length, including the object
headers. Additionally, every microbenchmark iteration performs garbage collections prior to
measuring the performance of the SNAPSHOT operation, in order to further improve runtime-
heap locality of the objects and reduce its effect on the obtained results.

Deserialization (LOAD) performance

GraalDoss deserialization performance is compared against the theoretical maximum — a
single mmap system call. This is because the LOAD operation establishes memory mappings
between the snapshot file persisted on disk and the target snapshot slot inside the snapshot
heap. Loading an object cannot be faster than a single mmap system call, since LOAD operation
needs to coordinate with the language runtime and read the snapshot header to determine
language-runtime compatibility prior to establishing memory mappings.

Figure 7.3 shows the measured deserialization throughput of GraalDoss for different object
snapshot sizes (orange), compared to a single mmap system call (blue). The results show
that, for smaller objects, the cost of language-runtime coordination required prior to loading
a GraalDoOss snapshot is dominating the total deserialization time. However, as the snapshot
size increases, the deserialization time remains nearly constant, decreasing slightly due to the
higher cost of pre-loading checks that GraalDOSS needs to perform.

Normally, for most s/D libraries, deserialization performs a linear pass over the mapped
memory in order to parse, transform, or patch references of objects contained in the serialized
snapshot. To simulate the performance of regular deserialization, Figure 7.3 also includes
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Figure 7.3: GraalDoss deserialization throughput (orange, circle) compared to a single mmap
system call with (green, diamond) and without (blue, square) a linear pass over the mapped
memory region. The throughput is presented on a linear scale.

results for a mmap system call with a linear pass over the mapped memory during which the
memory is just read, not modified (green). Note that, in this case, the memory is not modified
as it normally would be with regular deserialization. This sets a best-case benchmark time for
regular deserialization. The results show that, the performance of a linear pass decreases with
the size of the snapshot, contrary to GraalDo0Sss snapshot loading. This proves that GraalDoss
snapshot loading is lazy, i.e., it does not perform a linear pass over the mapped memory.

Snapshots used in the LOAD performance experiments were made of the same byte arrays
used for the SNAPSHOT performance experiments. Their sizes correspond to sizes reported
on Figure 7.3 (z axis), without the object header. For smaller snapshot sizes, object header
dominates the total snapshot size, whereas for larger snapshot sizes the object header size is
quickly overshadowed by the size of the snapshot content.

To maximize the performance of both system-call microbenchmarks, all the code for them
was written in the C' programming language, using the POSIX system-call interface for memcpy,
mmap, and read system calls, as well as additional system-call utilities. The performance of
the GraalD0OSS LOAD operation can be influenced by the language-runtime coordination that
LOAD operation performs prior to loading snapshots. In order to minimize language-runtime
noise, no threads other than the standard Java threads (such as cleaner and reference handler
threads) were running, in addition to the thread that executes the LOAD operation.

Snapshot unloading (UNLOAD) performance

GraalDOSS UNLOAD operation operates in a safepoint due to its integration with the GraalVM
Serial GC. The UNLOAD operation performs a snapshot-slot scan, which can, depending on
references to slot contents, cause overhead comparable to the overhead of regular garbage col-
lections. Therefore, the overhead of the UNLOAD operation is broken down into two components
— entering a safepoint and performing a snapshot-slot scan.
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Figure 7.4: GraalVM Serial GC pauses (blue) compared to GraalDo0ss snapshot-slot scan
overhead (orange) in microseconds (y-axis) for increasing amount of objects (x-axis), presented
on a log-log scale.

The overhead of entering a safepoint is compared to GraalVM Serial GC pauses where
nothing is collected. This reflects the minimal UNLOAD operation overhead, represented by the
scenario where there are no objects to scan. The overhead of a snapshot-slot scan is measured
in the worst-case scenario — when all objects inside the snapshot slot are referenced from the
runtime heap, so the entire slot contents need to be moved to the runtime heap. The overhead
of the worst-case scenario for the snapshot-slot scan is compared to the measured GraalVM
Serial GC pauses incurred for scanning the snapshot-slot contents.

Figure 7.4 shows the results of comparing the snapshot-slot scan (orange) with the GraalVM
Serial GC (blue), presented in a log-log scale. The results show that the snapshot-slot scan
imposes less overhead compared to regular garbage collections. The minimal UNLOAD operation
overhead corresponds to the scenario where there are 0 objects to collect (first data point).
GraalVM Serial GC needs to perform special processing of writable sections of the image heap
during garbage collections. Because of that, GC pauses always add a constant overhead, even
when there are no objects to collect in the runtime heap. This constant overhead depends
on the size of the image heap, which varies between applications'. GraalDoss does not need
to perform any such processing, thus achieving better performance for smaller amounts of
objects. As the number of objects increases, so does the total overhead of copying objects from
the snapshot slot to the runtime heap. Thus, for large amounts of objects, snapshot-slot scan
performance approaches GraalVM Serial GC performance.

7.4 Data pre-initialization evaluation

GraalDoss data pre-initialization capabilities are evaluated using the stanfordnlp-preload
macrobenchmark contained in the S/D-benchmarks set. The benchmark loads a natural language-
processing Stanford NLP [294] model for the English language, sets up the NLP pipeline,
and annotates the input document. The input document types used in GraalDoSs data
pre-initialization experiments are presented in Table 7.2. The resulting annotated document

IThis experiment involves a minimal Java benchmark without any dependencies in order to minimize the
image-heap size. The size of the benchmark image is 16.7 MB, out of which the image-heap section takes 8 MB.
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contains pipeline processing results, including tokenized input, part-of-speech tag lists, con-
stituency and dependency parse data, knowledge base population relations, entity mentions
and quotes, and original and canonical speakers of quotes.

Table 7.2: Annotated input document types used for GraalDoOss data pre-initialization exper-
iments, taken from the Harry Potter and the Sorcerer’s Stone book.

Document type ‘ Characters Words Sentences

tiny 329 7 5
small 983 212 15
medium 1674 368 25
large 3049 687 23

Figure 7.5 shows the stanfordnlp-preload execution times for different document
types, broken down into Setup pipeline and Annotate document phases. The Setup pipeline
phase consists of loading pipeline configuration and setting up the pipeline, which includes
loading the StanfordNLP model. The Annotate document phase consists of input document
preparation and annotation. Other phase represents other operations not covered by the Setup
pipeline and Annotate document phases, such as final result reporting.

I Setup pipeline I Annotate document Il Other

Figure 7.5: stanfordnlp-preload phase-execution ratios for different document types.
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Table 7.3: NLP pipeline creation, document annotation, and GraalDOSSs operation times (in
seconds) for different input document types. The final column represents the total execution
time of the benchmark for both default and optimized document providers.

Document Setup  Annotate STORE LOAD Total

type pipeline document document document | Default GraalDoss
tiny 34.74 1.22 | 413 x107* 3.71x107%| 3597 1.35 x 104
small 34.64 6.99 | 6.62x 1072 3.83x107%| 41.65 1.36 x 104
medium 34.58 13.01 | 10.03 x 1073 3.99 x 107% | 47.60 1.38 x 104
large 34.92 24.65 | 27.91 x 1072 4.01 x 107 | 59.58 1.41 x 104

The Setup pipeline phase overhead depends on the NLP model used in the NLP pipeline.
Since the same Stanford NLP English model is used in all experiments, the Setup pipeline phase
takes constant amount of time, regardless of the size of the input document. For smaller input
document sizes, such as tiny and small, the Setup pipeline phase dominates the total execution
times. The Annotate document phase overhead depends on the size of the input document,
and for larger document sizes approaches the overhead of the Setup pipeline phase. In general,
the application can perform arbitrary operations on the NLP model output contained in the
annotated document. In the case of stanfordnlp-preload, result reporting does not
perform any complex operations, and its overhead is negligible compared to other phases.

GraalDoSs can be used during an initial run of the application (cold start) to snapshot
the state of the initialized pipeline, or the annotated result if the pipeline result is meant to
be reusable. In subsequent runs, loading a snapshot of the warmed up pipeline or annotated
result reduces the total execution time. This way, GraalDoOSS can eliminate the overhead of
both Setup pipeline and Annotate document phases.

GraalDOSS pre-initialization evaluation extends stanfordnlp-preload by abstracting
the document annotation into annotated-document providers. Listing 7.2 shows the outline
of the extended benchmark, which defines two annotated-document providers. The default
provider (line 1) builds the NLP pipeline (line 12) and annotates the input document (line 18).
The optimized provider (line 24) loads the annotated document from a GraalDoOSSs snapshot
via GraalD0OSS LOAD operation (line 26). The benchmark runs queries on resulting annotated
documents for both providers (lines 4 and 27), and measures document setup, annotation, and
total benchmark execution times.

The GraalDoss-enhanced benchmark is executed 10 times with a GraalDoss document
provider in a cold-start mode that generates the document snapshot. During the cold-start
runs, the benchmark measures combined GraalD0SS SNAPSHOT and STORE times. After the
cold-start runs, the benchmark is invoked 10 times using the GraalDo0Oss provider in an opti-
mized mode, during which the previously stored document snapshot is loaded and queried, and
the LOAD operation times were recorded. All the obtained results are compared to numbers
obtained by performing 10 benchmark runs using the default document provider.

Table 7.3 shows the NLP pipeline creation, document annotation, GraalD0OSS operation
times, and total benchmark execution times for different input document types. In contrast
to the default annotated-document provider, GraalD0Ss document provider cuts down the
execution times by removing the pipeline setup and annotation phases. Loading a snapshot
of the annotated document yields a performance improvement that spans several orders of
magnitude. With GraalDoss, cold starts that are attributed to pipeline creation and document-
annotation are removed, and document queries dominate the program’s execution time.
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Listing (7.2) GraalDoss integration in stanfordnlp-preload.

1 |void benchmarkDefault () {

2 String input = TextProvider.getText ();

3 CoreDocument doc = invokePipelineAndAnnotate (input) ;
4 runQueries (doc) ;

511

6

7 | CoreDocument invokePipelineAndAnnotate (String input) {
8 // Setup pipeline properties

9 var props = definePipelineProperties();

10

11 // Create pipeline

12 var pipeline = new StanfordCoreNLP (props) ;

13

14 // Create input document

15 var doc = new CoreDocument (input) ;

16

17 // Annotate input document

18 pipeline.annotate (doc) ;

19

20 // Return annotated result

21 return doc;

22 |}

23

24 |void benchmarkOptimized(Path p, int slotId) {

25 DOSS.Slot slot = DOSS.heap() .getSlot (slotId);

26 CoreDocument doc = DOSS.provider () .load(p, slot);
27 runQueries (doc) ;

28 |}

7.5 Data sharing evaluation

GraalDoss data sharing capabilities and improvements to memory footprint are evaluated
using the micronaut-cache macrobenchmark contained in the S/D-benchmarks set. The
benchmark consists of a microservice that serves monthly news headlines through a web API,
deployed across multiple GraalVM memory isolates serving as isolated language VM instances.
News headlines are loaded lazily from disk, with a Micronaut [242] in-memory cache imple-
mentation keeping loaded news headlines in memory.

Data-sharing experiments define an alternative Micronaut cache provider that leverages
GraalDoOss snapshots as a cache backend. During a cold start, the cache snapshot is not present
on disk. Thus, the provider eagerly loads all news headlines, populates the cache, and creates
a snapshot of the cache on disk. This snapshot is then loaded in subsequent optimized runs
and shared with other cache-provider instances, in this case those created in other GraalVM
instances.

The modified benchmark was executed 100 times separately for the default in-memory
provider and the GraalDo0SS cache provider. An additional cold-start run was initiated prior
to evaluating the GraalDoOSS cache provider, during which the cache snapshot was generated.
An external request generator performed 1000 requests to all VM instances during each bench-
mark run. The benchmark recorded total process RSS, startup time, first-response time, time
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to first response?, and subsequent response times. The experiment was repeated with an in-
creasing number of VM instances, starting from 1 memory isolate and reaching 8 concurrent
VM instances.

The experiments did not uncover any regressions to the application startup times, which is
expected, as GraalDoOss initializes all of its metadata at image-build time. Figure 7.7 shows the
observed server startup and request-response times with both the in-memory cache provider
(blue) and the GraalDosS cache provider (orange). GraalDoOSs reduced the first-response time
by 51% (10.3 ms, down from 21.2 ms) by loading the pre-populated cache snapshot. Further-
more, GraalDo0ss did not cause any regressions to server startup or subsequent-response times
compared to the in-memory cache provider with the warmed-up cache. Overall, GraalD0Oss
reduced the time to first response of the application by 34% (21.4 ms, down from 32.3 ms).
By also taking RSS improvements into account, GraalD0Oss improved the overall microservice
density by more than 40% for 8 application instances.

m Default m GraalDOSS
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Figure 7.7: Server startup and response times (ms) for default in-memory (blue) and GraalDoss
snapshot-backed (orange) cache providers.

Figure 7.8 shows the results of RSS measurements, with both the in-memory cache provider
(7.8a) and GraalDoss cache provider (7.8b). The in-memory caching provider creates an
additional cache instance replicated inside every VM instance. It is important to note that
every VM instance also adds an observable memory overhead (blue). This overhead is quickly
overshadowed by the data-cache overhead (orange), as every cache instance in these experi-
ments adds around 30 MB to total RSS. As the number of VM instances increases, caches
become a dominant factor in the application’s total memory consumption. However, when
using GraalDoOsS, the application maintains a constant data-cache overhead as the number of
VM instances increases, as the cache snapshot is shared across all VM instances.

These results correspond to a scenario where VM instances only read the cache, i.e., the
utilization of data sharing is maximized. Any cache modifications would result in private
copies of modified memory pages for every application instance that modified the cache. In
such cases, the total cache memory footprint would be increased by the total memory associated
with modified cache pages in all VM instances.

2Time to first response includes the server startup time and the first-response time (see §2.4).
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(b) GraalDoss snapshot-backed cache provider.
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Figure 7.8: Breakdown of the total process memory consumption (RSS) as the number of VM
instances (GraalVM memory isolates in this case) increases.
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7.6 Summary

GraalDoOss evaluation consists of correctness and robustness tests, microbenchmarks on a wide-
range of workload objects that test the performance of GraalDo0ss, and macrobenchmarks that
test the generality and scaling of GraalDOSS by applying it to real-world data. GraalDoOSS
is compared to other state-of-the-art C/R solutions, both qualitatively based on its features,
and quantitatively based on its performance. In all cases, GraalDOsS achieves performance
improvements without changes in application behavior and correctness, which implicitly shows
the correctness of the proposed approach and implementation.

Experimental results show that GraalDoOsS eliminates cold starts by restoring warmed-up
data snapshots. This significantly improves the first-response times and total execution times
of applications in all experiments. Microservice web-API first-response times were improved
by 51%, while the NLP processing application execution times were improved by several orders
of magnitude (from tens of seconds to microseconds). Restoring GraalDOSS snapshots of pre-
initialized application states improves the overall application memory footprint, maintaining a
constant data-memory overhead in environments with multiple application instances that share
data. The benefits of using GraalD0OSs on memory footprint increase with more application
instances, depending on the cache size — in microservice in-memory-caching experiments, total
process RSS was reduced by 44% for 8 application instances with a 30 MB data cache.
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Comparing D0SS to other C/R techniques

Doss achieves object C/R by integrating with the executing language runtime specialized for
cloud-native execution. Similar to DOSS, other C/R techniques can be used to perform efficient
object ¢/R. This section qualitatively compares DOSs with other C/R techniques, and quan-
titatively compares the performance of DOsSS reference implementation (GraalDOSS) against
applicable state-of-the-art C/R techniques.

8.1 Qualitative comparison

C/R techniques are categorized by their scope (see §4). Therefore, qualitative comparison
compares Doss with different C/R techniques in terms of approach, applicability, architecture,
performance, usability, language-runtime integration, external management requirements, and
data-sharing capabilities.

System C/R techniques are orthogonal to DOSS due to the difference in granularity and
overall usability. System snapshots capture the state of the entire virtualized operating system,
including its working memory and processes. DOSS operates solely on the application data
selected by the user and does not capture any system state. As a consequence, DOSS snapshots
are significantly smaller in size compared to system-level snapshots, and operations involving
such snapshots are faster.

Process C/R techniques operate in the process plane, as opposed to D0SS, which operates
in the data plane, preventing any process-plane states (e.g., file handles or thread objects) from
being stored as part of a snapshot. Unlike CRIU [86] and Fireworks [331], DOsS does not
capture code compiled during application execution (e.g., during JIT compilations). Instead,
Doss augments systems that provide such functionalities, e.g., Graal VM , with data checkpoints
during application execution.

Language-runtime C/R solutions, and specifically JVM /R solutions such as OpenJDK
CRaC [269], capture the entire state of the language runtime and its resident heap, whereas
Doss snapshots capture only a chosen subset of the application heap, providing more flexibility
and functionality. Thus, DOSS does not need to alter GC policies or perform dynamic pruning
to reduce the amount of information stored in a snapshot. Unlike other JVM snapshotting
techniques, DOSS operates with multiple reusable and sharable snapshots simultaneously, and
supports snapshot hot-reloading during application execution.
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Runtime heap C/R techniques more closely resemble DOSS as they both create partial
runtime-heap snapshots. Similar to GraalVM [387] and V8 [372] snapshots, D0OSS snapshots
can be shared across multiple application instances, which is not the case for snapshots made
by Dart [138], Smalltalk [161], and Self [369] runtimes. DOSs dynamically creates, loads, and
unloads multiple snapshots simultaneously during application execution, providing a versatile
C/R and sharing solution for data that evolves during the lifetime of the application process.

Object c/R introduces a performance overhead and potential data loss due to data trans-
formations that occur during object s/D operations. Do0Ss simplifies the serialization phase
and eliminates the deserialization phase in the S/D pipeline by creating direct snapshots of
objects from the runtime heap, without any transformations of objects. Unlike most plain-text
S/D techniques, DOSS snapshots retain all information contained in the original objects, and
do not duplicate information. Binary S/D techniques [116, 272| aim to minimize the size of the
serialized data, requiring additional CPU work during S /D operations. Direct object snapshots,
combined with a native execution environment, allow DOSS to memory map snapshots dur-
ing execution, and skip costly deserialization that would need to be performed in traditional
environments (e.g., reference patching). Unlike hardware-accelerated S/D techniques, DOSS
improves efficiency of the system without any specialized hardware.

Most relevant state-of-the-art C/R solutions that provide data serialization, transmis-
sion, and sharing that are comparable to DOSS are presented in Table 8.1. JSON s/D libraries
[7, 146, 120, 257] perform significant object transformation due to the serialization format that
limits efficient data sharing, but they do not require language-runtime integration and external
management. Binary $/D libraries such as Kryo [116] use a more compact but JVM-specific
binary format that supports reference tracking and reference cycles. Compared to JSON and
binary S/D libraries, DOSS provides near-constant deserialization and data-sharing capabilities
that significantly improve the overall performance and memory footprint of the system. Skyway
[258] improves S/D overhead by transferring direct object graphs, but still requires reference
patching on deserialization. Naos [356] and RMMap [231] eliminate s/D phases by leveraging
RDMA networks. Compared to Skyway, Naos, and RMMap, DOSS performs no object transfor-
mation and requires no specialized hardware. ZCOT [391] introduces an external distributed
and shared memory abstraction called the transfer space, with similar features to the DOSs
snapshot heap. However, ZCOT transfer space does not provide data-sharing capabilities other
than data deduplication during transfers. Doss and ZCOT operate in different environments,
as DosS is tailored for cloud-native deployments on a single host, rather than a distributed
big-data environment that ZCOT is designed for. Thus, unlike ZCOT, D0SS does not require
an external service to manage the snapshot heap.

8.2 Quantitative comparison

Quantitative comparison measures the performance of GraalDosS, the reference DOSS imple-
mentation, against relevant C/R techniques. GraalDoss is built on top of GraalVM, which
fulfils all of the requirements of D0sS. However, not all C/R solutions are applicable to cloud-
native environments, most commonly because they require dynamic JVM features or heavy
modifications to the language-runtime itself, which do not fit the AOT compilation strategy.
Thus, GraalDoOSsS is compared against Java object s/D libraries that can be applied to the
cloud-native setting, including plain-text S/D, and binary S/D libraries.
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Table 8.1: Comparisons between most relevant state-of-the-art ¢ /R solutions and DosSs.

. JSON  java Naos
Solution s/D Kryo Skyway RMMap 7ZCOT Doss
$/D JSON Binar Binar Binar Binar Binar
format y y y y y
Lang uage—rl.mtlme No No Yes Yes Yes Yes
Integration
Refere.nce No Yes Yes Yes Yes Yes
tracking
Olbjiest Ve Vs No No No
transformation
External Nome  None None RDMA  Metadata None
management networks Server
D Yes No No No No No
loss
Data No No No No Yes
sharing
. RS5 Low Low Low Low High
lmprovements

To that extent, quantitative GraalD0OSS evaluation against other s/D libraries is performed
using the sd-jmh-native microbenchmarks contained in the s/D-benchmarks set. Java S/D
library versions used in the experiments can be found in Table 8.2. To ensure fairness in all
modes when evaluating against different s/D libraries, sd-jmh-native:

i) Uses multiple warm-up runs and timed runs,
ii) Measures all tested libraries against the same workload set,

iii) Avoids library caches and s/D short-circuiting by randomizing the workload objects; that
way, it obtains results that do not favor implementations that optimize for repeated work-
loads, and

iv) Avoids 1/0 operations in plain-text and binary S/D measurements by using only in-memory
S/D (generated objects are serialized into in-memory byte arrays or streams backed by in-
memory byte arrays and deserialized back into original heap objects).

Table 8.2: Java object S/D libraries compared against GraalDoss.

Library Developed by Version Release date
jackson-databind [120|  FasterXML LLC 2.17.0 Mar 2024
gson [146] Google LLC 2.11.0 May 2024
dsljson [257| New Generation Software Ltd  2.0.2 Aug 2023
fastjson2 |7| Alibaba Group 2.0.31 May 2023
Kryo [116] FEsotericSoftware 5.6.0 Jan 2024
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To provide a fair and extensive comparison, the experiments are performed both with default
and modified settings for every s/D library. Modified settings are used in situations where
reference tracking is supported (e.g., Kryo) to reduce the number of redundant copies when a
cycle is encountered in the object graph. As GraalDoOSS tracks references during serialization,
its performance is compared with other libraries separately for both reference tracking settings.

The experiments measure the sizes of resulting S/D snapshots of the same workload objects
for all s/D libraries in a separate, non-timed benchmark run. S/D performance measurements
were performed both for serialization and deserialization operations separately, with a warm-up
phase consisting of 5s and a benchmark phase consisting of 10s for each workload object. The
results are summarized below on a subset of representative workloads. Comprehensive results
for all workloads can be found in Appendix A.

S/D snapshot sizes. Figure 8.1 shows the observed serialized data sizes for records and
arrays of various sizes, while Figure 8.2 shows the observed serialization data sizes for list and
map workloads. In most cases, GraalDOSS snapshot sizes are higher compared to JSON or
other binary formats, except for smaller objects such as records or simple data classes, where
GraalDoss snapshots are smaller compared to JSON. The differences in sizes come from the
fact that GraalDosS stores objects directly from the language-runtime heap, and does not
compact or compress serialized data.

S/D performance. s/D throughput is measured and reported separately for each workload
object type. This section summarizes the S/D results for the most representative workloads,
such as records with double fields (Figure 8.3 and Figure 8.4), double arrays (Figure 8.5
and Figure 8.6), square matrices with double elements (Figure 8.7 and Figure 8.8), Client
lists (Figure 8.9 and Figure 8.10), and hash maps from integers to Clients (Figure 8.11 and
Figure 8.12).

Results show that GraalDosS serialization throughput is comparable to other s/D libraries.
On average, Kryo with disabled reference tracking gave the highest serialization throughput.
GraalDoss achieved similar serialization throughput as Kryo with reference tracking for larger
workloads, such as lists and maps. The linear overhead of serialization for GraalDoOSS comes
from the combination of language-runtime coordination and object-graph traversal and copying
during snapshotting. Even though GraalDo0ss performs no object transformation, it still needs
to copy the object memory, which is often cheaper than regular serialization but still needs
to be performed for every object. For smaller object-graphs, the cost of language-runtime
initialization dominates the serialization times. As the size of object graphs increases, the
language-runtime initialization overhead diminishes and GraalDoOss serialization performance
approaches the serialization performance of other libraries.

Results also show that GraalDoOSS deserialization throughput is the greatest among all
tested libraries. For smaller objects, such as records, the overhead of GraalDoOss language-
runtime coordination dominates the deserialization throughput and as a result GraalDoss
throughput is worse than most other S/D libraries (Figure 8.4). However, for larger workloads,
the linear deserialization overhead of other libraries starts to manifest. GraalD0OSS maintains
consistent deserialization throughput, several orders of magnitude higher than Kryo, the second-
fastest s/D library. GraalDoss might establish multiple memory mappings depending on the
size of the snapshot and the object layout, which is reflected in the results for larger workload
objects (Figure 8.10 and Figure 8.12).

81



CHAPTER 8. COMPARING DOSS TO OTHER C/R TECHNIQUES

400

350

300

250

200

Size (KB)

150

100

2 4 8 16

Record fields

90 T T T T T

80 -

70 -

60 -

Size (KB)

40 -

30 -

20 -

0 I I I
64 128 256 512 1024 2048 4096

Array size

% jackson, gson, dsl-json, fastjson2 (JSON) —'— Kryo (binary) —‘— GraalDOSS Snapshot (binary)

Figure 8.1: Summarized microbenchmark results for snapshot sizes in KB for records with
double fields (up) and double arrays (down).
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Figure 8.3: Serialization throughput for records with double fields measured in S/D operations
per second and presented in linear scale.
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Figure 8.4: Deserialization throughput measured for records with double fields in S/D oper-
ations per second and presented in logarithmic scale.
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Figure 8.5: Serialization throughput for double arrays measured in S/D operations per second
and presented in linear scale.
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Figure 8.6: Deserialization throughput for double arrays measured in S/D operations per
second and presented in logarithmic scale.
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Figure 8.7: Serialization throughput for square matrices with double elements measured in
S/D operations per second and presented in linear scale.
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Figure 8.9: Serialization throughput for Client lists measured in S/D operations per second
and presented in linear scale.
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second and presented in logarithmic scale.
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Figure 8.11: Serialization throughput for hash maps from integers to Clients measured in
S/D operations per second and presented in linear scale.
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Figure 8.12: Deserialization throughput for hash maps from integers to Clients measured in
S/D operations per second and presented in logarithmic scale.
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Chapter 9

Discussion

This chapter discusses the proposed system for direct data snapshotting and sharing (§5), its
reference implementation (§6), and the results obtained in the evaluation (§7), in the context
of threats to validity (§9.1), security implications (§9.2), and the integration of the proposed
solution in latency-sensitive environments (§9.3).

9.1 Threats to validity

Experiment-based research introduces various validity threats, both internal and external [390].
Internal threats originate within the system itself, often as a result of setup limitations or noise
impacting the measurements. External threats refer to the generalization of the evaluated
system to real-world environments and can affect the relevance of the obtained experimental
results in a broader context.

Internal threats are remedied with a rigorous experimental setup (see §7.2). The exper-
iments were conducted in isolation, ensuring no programs other than the operating system
processes were running during benchmarking. Multiple isolated runs and noise-reduction tech-
niques, such as disabling Turbo Boost and employing CPU binding, eliminate external factors
that might influence the results and reduce benchmark stability. All the reported numbers were
obtained by invoking the benchmarks in multiple warm-up and timed benchmark runs, mini-
mizing the deviation between observed results. All performed experiments are reproducible, as
the source code of the benchmark set and all the accompanying data are publicly available [307,
310]. The artifact containing the modified GraalVM augmented with GraalDoss is available
on demand.

External threats are remedied with extensive testing and microbenchmark sets that thor-
oughly evaluate the correctness and performance of the system on a wide range of workloads.
With that, it is ensured that the implementation is correct and the results are unbiased. Next,
the macrobenchmark set shows that the implementation works as part of a larger system,
expanding onto the microbenchmark workloads with data commonly used in microservice ap-
plications. Scaling GraalDo0ss from microbenchmarks to macrobenchmarks yielded expected
results, confirming the relevance of results obtained from microbenchmarks and supporting
their generalization in the broader context.
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9.2 Security implications

In recent years, cloud-computing security has become an increasing priority due to the increase
in demand, popularity, and wide attack surface [319, 64, 338, 186, 319|. In particular, C/R
techniques, including object S/D, present a unique attack vector that is often exploitable. If
not designed properly, object S/D can be the cause of a wide range of security issues [147,
93], including API insecurity, application crashes, data leakage, remote code execution, and
denial-of-service attacks.

GraalDoss is designed to integrate into cloud-native applications, as an augmentation to
language-runtime capabilities, or as an extension to microservice frameworks. The intended
use of GraalDoOsS is internal, with its API restricted to the platform or framework, and not
the end user. GraalDoOsS assumes that the execution domain is trusted, i.e., that it is running
in an environment governed by trusted entities. This assumption often holds for environments
that use GraalVM memory isolates as part of their virtualization stack [168]. GraalDoOSS
inherits object S/D security issues, including API insecurity, data leakage, and denial of service,
in addition to threats associated with its own design and implementation, such as external
snapshot-heap access and external snapshot modification.

API insecurity involves vulnerabilities in the API of the system, allowing an attacker to
misuse the API to gain access to or overwrite private data. API insecurity risks often come
from unsanitized API parameters, whose values are mistreated by the system to cause various
vulnerabilities. GraalD0OSS minimizes API security risks by highly constraining its API. The
exposed interface is minimal, equivalent to the interfaces of other /D libraries. The platform
that integrates GraalDoOss can choose to further constrain the API to prevent direct access
to file paths and object graphs, as shown in Listing 9.1 via a sample microservice web API
controller. In this conceptualization, the framework limits access to direct file paths and the
objects contained in the snapshot by allowing users to only annotate methods and method
parameters that should be snapshotted or loaded.

Denial of service risks are associated with application delays or crashes, which can im-
pact overall service availability in the cloud. GraalDOSS is an extension to the executing
language runtime and its garbage collector, and GraalDOSS operations are considered core
routines that have privileged access to the language-runtime and garbage-collector metadata.
As such, the correctness and robustness of those operations need to be thoroughly tested to
ensure that GraalDo0Ss does not block execution or cause application crashes. Furthermore,
GraalDoss increases the risk of accessing invalid pointers through loaded snapshots or faulty
snapshot-heap memory management. However, denial of service risks are remedied through
testing of GraalDOSS using a wide range of correctness and performance tests, which prove
that GraalDOss operates without failures, and that its operations incur pauses that are smaller
than garbage-collector pauses.

Data leakage risks are associated with privileged data being accessed or captured inside
GraalDoOss snapshots. Privileged data may include private or system information, and can im-
plicate the application or language-runtime instance that created the GraalDo0Oss snapshot. By
design, GraalDo0sS snapshots do not capture any additional objects other than those reachable
from the requested snapshot-root object. Furthermore, GraalD0OSsS employs active measures
to prevent snapshotting execution-specific states. In addition to objects that constitute the
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Listing (9.1) A conceptualization of a microservice web API controller that uses GraalDoss
through a constrained API. In this example, POST updates to a Repository object are
persisted as snapshots, which are then dynamically loaded and shared by the framework
across application instances during GET requests.
@Post
@StoreResultAsSnapshot
public Repository update (

QLoadFromSnapshot Repository repository,

Person person

repository.update (person) ;
return repository;

© 00 N O Utk W N

}

=
= o

@Get ("/{id}™)

@Returns (Person.class)

public Person findById/(
QLoadFromSnapshot Repository repository,
int id

e e i o
N O Ot s W N
-
—~

return repository.findPerson (id);

—_
[e¢]
—

snapshot, GraalDoOSS also includes a snapshot header in the snapshot file, which contains
GraalD0ss metadata needed to safely load the snapshot. Snapshot header metadata contains
minimal information about the language-runtime instance that created the snapshot — its
unique identifier (which can be calculated arbitrarily) and image-heap-base offset of the slot
where the snapshot needs to be loaded. The language-runtime identifier is computed from the
executing language-runtime instance, but cannot be reverse-engineered to retrieve details such
as language-runtime metadata or settings. Thus, a malicious party can only know whether
multiple snapshots were created by the same language-runtime instance, but not deduce any
details about that instance, e.g., VM or GC version, metadata, and configuration.

External snapshot-heap access risks correspond to the possibility of external access and
modification of objects in the snapshot heap during application execution. These risks are
increased because GraalDO0Ss snapshot heap position is known in advance — snapshot heap is
placed between the image heap and the runtime heap. GraalDoss allows the user to increase
the offset of the snapshot heap and to some extent obfuscate that information, but the offset can
always be deduced during program execution. For example, a malicious party could perform
the SNAPSHOT operation to a particular snapshot slot and deduce the base address of the slot
through the reference to the snapshot-root object. Then, an attacker can deduce the snapshot-
heap base pointer, and access snapshot-heap metadata. GraalD0Ss does not perform any access
protections on the snapshot-heap as the domain in which GraalDO0OSs operates is assumed to
be fully trusted. However, GraalD0OSS does protect the entire snapshot heap memory range to
prevent remote code execution. Further isolation of individual snapshot slots can be enforced
using advances in modern hardware, such as memory-protection keys (abbr. MPK) [237|. Such
solutions come with a performance penalty, and are often deployed in security domains where
ultimate trust is not guaranteed.
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External snapshot modification involves modifying the persisted GraalD0Oss snapshot
externally prior to its loading, effectively replacing or injecting data into the language-runtime
instance that loads the snapshot. Modifications to the snapshot can include changes to refer-
ences to access off-heap memory or objects in other snapshot slots, deduced based on the slot
offset stored in the snapshot header. GraalDo0sS prevents loading of incompatible snapshots
through metadata stored in the snapshot header. GraalDo0SS assumes that the header has not
been tampered, as no mechanism can verify that no tampering has occurred, without introduc-
ing additional complexity to S/D operations.! Similarly, a verification phase during snapshot
loading would introduce a significant overhead that scales linearly with the size of the snapshot.

9.3 Latency-sensitive environments

Latency-sensitive environments include real-time systems and applications that require minimal
and stable latency [178, 126, 124, 68]. An example of a latency-sensitive application might
be a software that governs autonomous vehicles, where the on-board computer has a very
limited time window to recognize and adapt to changes in the environment. In such systems,
unexpected changes in pauses for stop-the-world operations such as garbage collections are
unacceptable. Hence, latency-sensitive environments often use low-latency garbage collectors
such as ZGC' [400].

GraalDoOss operations are performed in safepoints that pause all executing threads and, as
such, could trigger latency spikes that can impact latency-sensitive environments. The overhead
of entering a safepoint was measured to take a few milliseconds, depending on the number
of executing threads. GraalDOSS enters safepoints during SNAPSHOT, LOAD and UNLOAD
operations. Their overhead is added on top of the overhead of entering a safepoint.

SNAPSHOT. Snapshotting an object graph can take an arbitrary amount of time, depending
on the amount and size of the object graph being snapshotted. GraalDoss evaluation showed
that SNAPSHOT operation times were comparable to S/D times of other libraries, exceeding 1
millisecond only for very large object graphs. In the limit, GraalDOSS SNAPSHOT operation
performance is an order of magnitude slower compared to memcpy for the same amount of
memory. Depending on the size of objects that need to be snapshotted and the frequency
of creating snapshots during application execution, it might not be acceptable to repeatedly
snapshot objects in latency-sensitive environments.

LOAD. Loading an object consists of memory mappings that add constant and predictable
overhead. The LOAD operation could operate without entering a safepoint, but then it would
have to pause garbage collections that could occur during loading until the loading is over.
GraalDoss enters a safepoint during loading to simplify the GC integration and to prevent
possible inconsistent reads of snapshot-heap metadata. The LOAD operation, on average, oper-
ates in 1-2 microseconds, with the overhead increasing in cases when multiple memory-mappings
need to be established, in which case it takes 3-4 microseconds on average. LOAD operation is
around three times slower compared to a single mmap call.

Introducing, for example, a checksum of the header does not solve the issue if the attacker can modify
the snapshot, as the checksum would need to be stored in the snapshot itself. Encrypting the snapshot header
using a key derived from the language-runtime identifier is possible, but requires additional work during s/D
operations, which could severely impact performance.
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UNLOAD. Unloading an object can trigger a potentially expensive snapshot-slot scan, which is
a modified form of garbage collection that moves objects from the snapshot slot to the runtime
heap. Evaluation of the snapshot-slot scan overhead showed that regular garbage-collection
pauses introduce greater overhead compared to the snapshot-slot scan. At the time of writing,
GraalVM support for ZGC' is under development, hence GraalD0Oss does not implement such
support, and the evaluation covered only GraalVM Serial GC. However, the architecture of
GraalDoss allows it to integrate with arbitrary garbage collectors in the future, including G1

GC [97] and ZGC.
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Conclusions and future work

Direct object snapshotting and sharing (D0OSS) system checkpoints object graphs from the
runtime heap without transformations during application execution, persists them on disk in the
form of reusable snapshot files, and restores and shares persisted snapshots across application
instances in subsequent executions. GraalDOSs, the reference implementation of DOSS on
top of GraalVM, can be used to pre-initialize, share, version-control, and hot-reload data on
demand without rebuilding or restarting the application.

10.1 Scientific contributions

Doss is a novel C/R mechanism that operates on direct object snapshots, i.e., transitive clo-
sures of all objects reachable from the selected root object in the runtime heap. Contrary
to traditional s/D solutions, DOSS does not use a custom plain-text or binary format inside
snapshots. Instead, it performs C/R without any transformations of objects. Normally, such a
snapshot would be invalid in subsequent application executions, as it contains object references
that are valid only in the address space of the process that created the snapshot. DOSS in-
tegrates with the executing language runtime, leveraging relative object references to support
loading of previously persisted direct snapshots in subsequent executions. Upon loading a snap-
shot, D0OSs only establishes memory mappings, without a linear pass over the loaded snapshot
contents that is normally needed for reference patching. This allows DOSS to eliminate the
deserialization overhead when loading snapshots.

Doss architecture introduces the snapshot heap — an auxiliary managed heap separated
from the runtime heap. The snapshot heap is divided into snapshot slots, each capable of
hosting a single DOsSs snapshot. The architecture of the snapshot heap allows its slots to be
shared across multiple application instances, leveraging copy-on-write memory mappings. DOSS
dynamically manages memory for the snapshot heap during application execution, allocating
and releasing memory for individual snapshot slots.

Objects inside snapshots are laid out using several object laying-out strategies that minimize
snapshot size and memory fragmentation. DOSS supports linear and chunked object laying-
out strategies, depending on the object layout of the runtime heap. In the linear strategy,
objects are laid out sequentially in access order, whereas in the chunked strategy, objects are
grouped into aligned chunks that contain multiple smaller objects and unaligned chunks that
each hold a single large object. DOSS integrates with the garbage collector to provide seamless
compatibility between objects in the runtime heap and objects in the snapshot heap.

Fine-grained snapshot-heap architecture allows DOSS to operate with multiple snapshots
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simultaneously during application execution. Snapshots can be versioned, loaded, and unloaded
on demand, allowing the application to support hot reloading of objects during execution.
Normally, replacing application configuration or embedded pre-initialized data requires the
application to be restarted or, in some cases, rebuilt with a new set of options. D0OSss allows the
application to seamlessly replace objects during execution, applying data updates or rollbacks
without downtimes.

Doss is developed as a C/R mechanism tailored for cloud-native architectures, with a set of
requirements that make it applicable to arbitrary language runtimes. GraalDOSS represents an
end-to-end solution that integrates D0OSS into Oracle GraalVM 24.1. 1t augments the Graal VM
language runtime with an extensible and scalable snapshot heap, as well as operations that allow
the runtime to SNAPSHOT, STORE, LOAD, and UNLOAD objects during application execution.

GraalDosS evaluation is performed on a novel benchmark set [307, 310] that consists of
C/R unit tests, object S/D performance microbenchmarks, and web microservice and big-data
macrobenchmarks. The benchmark set is extensible in terms of C/R framework support and
the workload set used for benchmarking. All benchmarks support both regular JVM and
cloud-native deployment modes.

GraalDoOsSs eliminates cold starts by efficiently loading snapshots of application-critical data
pre-initialized in a warm-up run. GraalD0OSS S/D performance is evaluated against most pop-
ular Java object s/D libraries — four JSON [7, 146, 120, 257] and two binary [272, 116]
serializers. In all experiments, GraalDo0OSS achieved constant deserialization performance that
overshadows other libraries by several orders of magnitude, while maintaining a competitive
serialization performance. In macrobenchmarks that perform natural-language processing,
GraalDoss eliminated cold starts associated with language-processing pipeline preparation
and input processing by reducing the linear time complexity of the entire application down to
constant time complexity. Application speedup associated with GraalDOSS pre-initialization
increases with larger models and inputs, reaching four orders of magnitude for English language
Stanford NLP [294] models and inputs consisting of 3000 tokens.

Web API microservices often use in-memory caches during execution, which introduces data
duplication and increases the memory footprint with multiple application instances. GraalD0OSsS
pre-initializes and shares such caches across application instances, maintaining a constant mem-
ory footprint for shared caches, instead of a linear increase in traditional deployments. For 8
application instances and data caches of 30 MB, GraalDo0ss improved the total memory foot-
print by 44% and first-response times by 34%. GraalDoss significantly improved application
density, allowing almost two times as many application instances to be deployed at the cost of
the same amount of working memory.

10.2 Published results

Doss architecture and reference implementation (GraalDoss) were published in 2026 [315],
including the s/D-benchmarks set [307, 310] used for GraalDOSS evaluation. A United States
patent for DOsS was filed in 2025 under ORC25139810-US-NPR [314]. Insights from DoOSS
research were used to improve GraalVM language-runtime support for Truffle language imple-
mentation framework (see §3.4) code caching using an auxiliary heap that corresponds to DOSS
snapshot heap. These improvements yielded close to an order of magnitude improvement in
snapshotting times (6 seconds, down from 40 seconds for a 200 MB code cache), and a threefold
improvement in code-cache loading times (5 seconds, down from 15 seconds).
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Related research was focused on language-runtime pre-initialization problems and investi-
gated ways of warming up language runtimes. As a product of such research, an early prototype
of DOss snapshot heap was used in combination with Truffle language implementation frame-
work JVM context caching to speed up JVM initialization times [309]. The resulting context
snapshot contained most of the pre-initialized classes contained in the JDK necessary for JVM
to execute even the simplest Java code. As a result, the startup performance was improved by
49% on Jawva version 8 and 31% on Java versions 11 and 17, the three main long-term-supported
Java versions at the time.

During this work, other techniques for memory-footprint optimizations were developed,
meant to be used alongside DOSS to further optimize cloud-native deployments. To that ex-
tent, an application-guided garbage-collection policy was developed, which dynamically tunes
runtime-heap configuration to tailor the runtime heap to allocation patterns observed in the
application, and avoid garbage collections inside critical allocation regions [190, 189]. As a
result, the policy achieved a geometric mean of 30% in density improvement when evaluated
on multiple microservice benchmarks.

Doss research greatly benefited from related work put into predictable bytecode analysis
in GraalVM Native Image 346, 347|, optimal graph-traversal strategies [312, 311] leveraging
machine-learning [87, 313, and language-invariant abstract syntax trees [308]. This research
gave valuable insight into graph properties and helped optimize GraalDOSS serialization per-
formance during object-graph traversals. GraalDo0ss evaluation was performed using insights
gained from previous research on distributed GraalVM benchmarking [344], which helped de-
sign a properly isolated benchmarking setup that gave precise measurements and high mea-
surement confidence. Research into distributed GraalVM evaluation allowed GraalDoOSSs to be
evaluated on a wide range of workload objects in a relatively short amount of time.

10.3 Future work

Doss provides several unique opportunities and research directions that are planned as fu-
ture work. These include, but are not limited to, generalization of requirements for the
language-runtime compatibility for GraalDo0OSS snapshots, introducing support for storing run-
time-compiled code into GraalDoOsS snapshots, providing a reusable snapshot heap interface,
snapshot-file compression, and a safe snapshot-loading mode.

Generalization of requirements that GraalDO0OSS imposes for language-runtime compatibility
and snapshot compatibility would yield more reusable snapshots. However, this is not an
easy problem since it requires synchronization across multiple language-runtime instances. For
example, the order of class initialization would need to be defined, and class hubs would need
to be synchronized so that every class hub resides in the same place for every language-runtime
instance. Otherwise, the snapshot would need to be patched prior to loading, introducing S/D
overhead and hindering snapshot sharing. Solutions such as ZCOT [391] solve this problem
by using a remote transfer space with a distributed class-data archive, which is managed by
an external metadata server. However, GraalVM provides multiple mechanisms that can be
leveraged to dynamically load dynamic data and support snapshot loading in otherwise non-
compatible language-runtime instances. Future work in this direction would involve research on
language-runtime coordination and metadata exchange, possibly through a modified GraalVM
language runtime and enhanced GraalDoOss metadata section that combined would account for
language-runtime incompatibilities.
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One of the most important research directions is the ability to snapshot code compiled
during program execution into direct snapshots. Frameworks such as the Truffle language
implementation framework (see §3.4) are crucial for multi-language support in serverless and
cloud-native environments (see §3.5). Truffle compiles guest-language code during program
execution and stores it in the form of abstract syntax trees. The ability to dynamically snapshot
code compiled during program execution, and then load it and share it across application
instances, would greatly improve performance and warmup times of applications and functions
whose initialization requires heavy CPU work. Dynamic evolution and sharing of code caches
would greatly benefit serverless function execution. Although snapshotting code is possible
with GraalDoss, the code would need to be installed manually during loading, which requires
manual intervention and would most likely involve copy-on-write modifications of the code
due to patching and other transformations. Thus, an important research direction would be
providing native support in GraalDoss for compiled code snapshots.

GraalDoSs snapshot heap architecture allows it to be easily extended and repurposed.
One future research direction in this area is using the snapshot heap as a transfer space or
a messaging queue for passing objects between language-runtime isolates. Such capabilities
would enhance communication between microservices, which normally communicate through
the networking stack, serializing and deserializing data on both ends. Microservices are often
running in incompatible environments, with a strict security policy. In GraalOS however (see
§3.5), Truffle language implementation framework allows unified code execution of multiple
languages on the GraalVM language runtime (see §3.4) in the same process, with isolation
being enforced through GraalVM memory isolates (see §3.3). Extending GraalDoss to support
direct object passing between GraalVM memory isolates would bypass the networking stack
and remove S/D overhead, greatly improving the performance of applications that involve high-
frequency messaging and remote procedure calls (abbr. RPC').

Direct snapshots are less compact compared to their plain-text and binary counterparts and,
as such, they take up more space on disk. Depending on the data inside and object layout strat-
egy, GraalDOSss snapshots can be very sparse due to page alignment and memory fragmentation
inside individual aligned object chunks. Compressed snapshots are a research direction that
would be beneficial for systems with limited disk capacity or systems that mount remote disks
over a network. Future work in this area includes compression of snapshots during the stor-
age process and their uncompression before loading. Another option is integrating GraalDo0OSSs
into specialized in-memory and compressed file systems for compression transparency and high
efficiency.

Finally, an important improvement to the overall security of GraalDOsSs involves introducing
a safe-loading mode for GraalDo0Ss snapshots, which enhances operation safety and usability
at the cost of performance. In such a mode, the SNAPSHOT operation would allow the user to
provide object replacement rules, allowing object modification before snapshotting. Such rules
can be used to redact sensitive or private data, or to allow snapshotting objects that contain
states such as open files and started threads. Upon loading a snapshot, the functionality of such
objects can be restored through user-provided routines. To ensure that malicious snapshots do
not get loaded, the safe-loading mode would augment the LOAD operation with a linear scan
during loading and abort loading if it detects pointers to off-heap memory. Finally, in order to
enforce isolation of snapshot slot, future work involves using enhancements in modern hardware
such as memory-protection keys [237].
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Appendix A

Detailed microbenchmark results

We group the results into multiple tables based on the performed operation (serialization or de-
serialization) and the workload type. Workload types include primitive types such as integers
and doubles (Int, Dbl), strings of length n (S[n]), primitive arrays of size n (Int [n]
or Dbl [n]), square matrices of size n (Int[n][] or Dbl[n] []), records with n fields
(R<>[n]), lists of various types and sizes, hash maps of various types for keys and values
with different sizes, and microservice POJOs, e.g., Client (abbr. Client). The breakdown
of the Client and Partner POJO fields is shown in Tables A.1 and A.2, respectively.

Tables A.3 and A.4 show the serialization throughput for arrays and square matrices of
primitive types, while Table A.5 shows the serialization throughput for strings, records, and
POJOs. Tables A.6, A.7, and A.8 show serialization throughput for our list and map workloads.
Throughput is measured in the number of serialization operations per second (ops/s, higher
is better). Sizes correspond to serialized object sizes in JSON, binary (Bin), or a snapshot
(Snap) generated by GraalDo0sS, measured in bytes. Similarly, tables A.9, A.10, and A.11
show deserialization throughput for arrays and square matrices of primitive types, as well as
strings, records, and POJOs, while tables A.12, A.13, and A.14 show deserialization throughput
for list and map workloads.

98



APPENDIX A. DETAILED MICROBENCHMARK RESULTS

Table A.1: Breakdown of the Client POJO fields.

Field Type Description Constraints
id long Client identifier Unique ID
index int Work contract index Positive integers
isActive boolean Account activity None
balance BigDecimal Financial balance None
picture String Picture URL 100 chars
age int Age Positive integers
eyeColor EyeColor Eye color, enum, one of:  Valid enum values
BROWN, BLUE, or GREEN

name String Full name 20 chars
gender String Gender 20 chars
company String Company name 20 chars
emails String[] Email list 10 items, each 20 chars
phones longl[] Phone number list 10 items
address String Address 20 chars
about String Additional information 20 chars
registered LocalDate Registration date None
latitude double Latitude [—180, 180]
longitude double Longitude [—90, 90]
tags List<String>  Custom tags 50 items, each 10 chars
partners List<Partner> List of partners 30 items

Table A.2: Breakdown of the Partner POJO fields.
Field Type Description Constraints
id long Partner identifier Unique ID
name String Full name of the partner 20 chars
partnershipTime OffsetDateTime Local time of partnership Year > 2000

in the time zone of the partner

Table A.3: Serialized size (in B) and throughput for arrays of primitive types, with array length
n (Int[n] and Dbl [n]).

Size (B) java  jackson gson dsljson  fastjson2 Kryo [116] Graal

Object JSON Bin Snap [272] [120] [146] [257] [7] def ref DOSS
Int[ 4] 701 381 824 | 72876 383293 106259 355606 458475 482214 366439 88325
Int[ 12 8] 1417 768 1592 | 38626 209828 52869 176585 237707 246108 193174 60317
Int[ 256] 2809 1522 3128 | 18863 102367 27056 88381 119573 126163 96 301 34875
Int[ 512] 5628 3036 6200 | 10219 55966 13373 47622 59488 62 862 48777 20075
Int[1024] | 11271 6078 12344 4915 25616 6833 23526 29589 31635 24755 10941
Int[2048] | 22568 12174 24632 2422 11067 3082 10965 13031 15760 12451 5650
Int [4096] | 44959 24333 49208 1262 5306 1650 4913 5668 7894 6208 2877
Dbl [ 4] 1232 578 1336 | 74589 122463 74097 128149 68435 526384 387222 90194
Dbl [ 128] 2469 1155 2616 | 37881 61992 37992 62343 34625 266194 200838 56318
Dbl[ 256] 4920 2307 5176 | 18577 30961 18905 32438 17314 135400 102350 37574
Dbl[ 512] 9863 4611 10296 9227 15590 9163 16077 8545 67783 52383 21012
Db1[1024] | 19746 9219 20536 4889 7394 4602 8178 4265 34003 25671 11 361
Db1[2048] | 39463 18435 41016 2263 3463 2224 3885 2100 17172 13079 5823
Db1[4096] | 78898 36867 81976 1271 1277 1057 2011 1037 8570 6526 3101
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Table A.4: Serialized size (in KB) and throughput for square matrices of primitive types, with
matrix size n (Int [n] [] and Dbl [n] []).

Size (KB) java  jackson  gson dsljson  fastjson2 Kryo [116] Graal

Object JSON Bin Snap [272] [120] [146] [257] [7] def ref DOSS
Int[ 6111 2.8 1.6 5.4 | 16641 93851 24729 111178 77516 111535 82350 70001
Int [ 2111 11.3 6.2 14.8 4899 24538 6517 27414 22579 30053 23007 25747
Int[ 4111 45.1 24.4 52.0 1241 5378 1658 5483 4545 7651 5924 7532
Int| 128] [] 180.2 97.6  200.2 283 701 371 1291 1012 1904 1505 2736
Int[ 256]11[] 720.1 389.8 793.7 70 181 90 321 128 482 370 642
Int[ 512]17[] 2880 1558 3171 14 46 23 78 41 120 93 145
Int[1024]1[] 11519 6229 12365 3 12 6 20 12 30 23 38
Int[2048][] | 46068 24908 48225 0.6 3.0 1.2 5.0 2.4 7.5 5.9 8.9
Dbl [ 61101 4.9 2.3 74 | 16714 31726 18113 16 758 29845 118362 88118 33993
Dbl [ 2111 19.8 9.3 229 4707 7700 4576 4176 7741 32146 23620 10505
Dbl | 4111 79.0 37.0 84.8 1115 1315 1029 1028 1992 8277 6283 2994
Dbl [ 12 8111 315.9 147.8 331.3 285 301 238 253 441 2089 1591 676
Dbl[ 256][] 1263 590.6 1320 71 74 58 64 74 505 389 167
Dbl[ 512]11[] 5052 2361 5277 14 18 16 16 22 128 99 41
Dbl[10241][] 20208 9440 20577 2.9 4.9 4.0 4.0 5.6 31.4 24.3 10.2
Db1[2048][] | 80823 37755 80250 0.5 1.3 1.1 1.0 1.5 10.1 4.2 2.3

Table A.5: Serialized size (in B) and throughput for strings of length n (S[n]), records with

n primitive and string fields (R<Int>[n], R<Dbl>[n], R<S[32]>[n]), and the Client
POJO (Client).

Size (B) java jackson gson dsljson fastjson2 Kryo [116] Graal
Object JSON Bin Snap [272] [120] [146] [257] [7] def ref DOSS
S[ 32] 34 33 104 | 2241883 2754863 2369467 3328652 3915962 5288242 3938018 163558
S[ 64] 66 67 136 1709166 2282946 1677156 2242981 2397117 3268123 2746566 164441
S[128] 130 131 200 | 1217154 1728841 1126503 1534674 1323160 1805080 1610783 150201
S[256] 258 259 328 768 092 933839 630 088 852175 710302 987 798 914266 158663
S[512] 514 515 584 532695 635679 353321 468 058 377507 511301 488447 160607
R<Int>[ 2] 34 11 64 90422 1841817 1176691 3031141 3927055 5695287 3577847 167974
R<Int>[ 4] 64 21 72 88565 1462874 668767 2024897 2567878 3817212 2618882 171947
R<Int>[ 8] 128 39 88 82724 956 442 364036 1264176 1528011 2318674 1699181 170047
R<Int>[16] 265 79 120 80345 649 660 180676 745516 829724 1304425 987960 169461
R<Dbl>[ 2] 50 17 72 91233 1115429 955713 1989719 1540758 6184348 3664740 168498
R<Dbl>[ 4] 98 33 88 87541 781492 541215 1231020 842728 4126507 2690437 170842
R<Dbl>[ 8] 195 65 120 82873 474059 300174 696 656 442229 2271038 1714764 168362
R<Db1>[16] 399 129 184 81415 272412 152431 357116 219439 1309 864 966 526 153952
R<S[32]>[ 2] 81 67 176 82312 1321182 855561 1784800 1849155 2331535 1812089 145895
R<S[32]>[ 4] 161 133 296 80141 883 566 479 465 1044143 1022215 1270820 1039862 143886
R<S[32]>[ 8] 321 265 536 71961 549 762 264 385 580113 538678 655 664 555273 139099
R<S[32]1>[16] 648 529 1016 60961 297934 136412 306 498 276474 350095 291343 117780
Client 4428 971 3536 22855 61 848 23198 125557 65900 224 808 59968 48293
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Table A.6: Serialized size (in KB) and throughput for lists of variable types and sizes.

L<T> Size (KB) java jackson gson dsljson fastjson2 Kryo [116] Graal
T Size | JSON Bin Snap [272] [120] [146] [257] [7] def ref DOSS
16 0.17 0.08 0.27 | 211222 973584 390972 1230444 1391217 1709295 1216789 139718

32 0.35 0.16 0.46 | 129301 572663 199174 641337 767759 925 683 679103 109 308
2 64 0.71 0.32 0.85 69401 325918 109853 368 162 407 857 475298 372589 86 624
H 128 1.40 0.64 1.62 36 342 181021 52355 176 781 209401 253 383 197637 58178
256 2.82 1.27 3.15 18061 100511 24 355 92 895 103874 133 223 100929 33362

512 5.66 2.53 6.22 9484 47151 12319 46 835 52655 66 349 51661 19392

16 0.31 0.13 0.40 | 208689 388654 257188 447714 266826 1751841 1252367 137192

32 0.62 0.26 0.72 116 398 194145 152567 229116 134999 1010276 726 890 114500

2 64 1.24 0.52 1.36 66 989 115522 64 136 117541 68 377 534 489 399 355 88985
=) 128 2.46 1.03 2.64 37993 60743 38458 59376 34051 285 069 211767 57251
256 4.95 2.05 5.20 18212 30473 16 981 31035 16 768 143115 108 551 37074

512 9.84 4.10 10.3 8967 15653 8275 15473 8243 73 406 55051 20912

16 0.56 0.53 1.04 | 194866 439221 193314 375553 322901 401 206 330588 117012

32 1.12 1.06 2.00 98910 238716 107159 205 065 168 737 206 942 173598 85091

§ 64 2.24 2.12 3.92 54646 125536 49 590 104 890 85276 104659 84 687 56 145
b 128 4.48 4.23 7.76 26 092 62 890 26 001 50770 43190 52722 43210 34078
256 8.96 8.45 15.4 14127 30678 13359 25971 21581 26 650 21749 19145

512 17.92  16.90 30.80 6871 15440 6717 12936 10848 13349 10723 10552

16 0.54 0.18 0.40 5172 257034 79 543 237037 357612 463 070 309 381 125402

5 32 1.10 0.35 0.72 2618 146 666 38019 117457 179090 238 337 159 150 108 496
A 64 2.18 0.70 1.36 1297 74913 19800 65377 89676 121913 82301 85257
s 128 4.37 1.40 2.64 650 37547 9834 33906 44672 62062 42 588 53780
Y 256 8.69 2.78 5.20 321 19250 4592 14794 21642 31254 20718 35001
512 17.37 5.58 10.32 165 8993 2351 7536 10694 15711 10680 19853

. 16 4.24 1.29 1.30 4998 49936 11824 44 336 54110 80653 65507 128916
© 32 8.46 2.56 2.51 2599 22974 5901 24182 27048 40663 33289 95 323
‘A 64 16.96 5.14 4.94 1273 11308 2913 11045 12983 20406 16 564 75558
= 128 33.92  10.26 9.81 645 5449 1473 5320 6026 10226 8352 47 228
ivi 256 67.79  20.48 19.54 326 1882 728 2681 2934 5104 4248 27190
s 512 135.4  40.95 38.99 159 835 346 1189 1425 2574 2070 15535
16 0.81 0.28 0.53 5095 125336 62 650 142 450 111239 463 835 312511 131 868

E 32 1.61 0.55 0.98 2568 65 827 31712 75303 55091 236733 166 091 116 246
A 64 3.24 1.09 1.87 1307 35117 17293 36 465 27254 124964 83795 90 269
g 128 6.48 2.18 3.66 655 17957 8051 17361 13611 61023 43527 52 895
Y 256 12.94 4.36 7.25 320 8661 4008 8631 6935 31345 21584 31934
512 25.83 8.71 14.42 165 4504 1978 4259 3407 15922 10700 18732

o 16 6.36 2.07 2.32 5104 19232 9871 22152 13935 82772 69263 109734
ht 32 12.74 4.13 4.56 2480 9600 4907 11563 6886 43576 33762 91517
A 64 25.42 8.26 9.04 1282 4650 2173 5260 3457 21772 17261 63 551
-8 128 50.83  16.52 18.00 640 2287 1240 2815 1676 11076 8531 39409
M 256 101.6  33.03 35.92 319 887 484 1412 849 5520 4290 22979
512 203.6  66.05 71.76 156 386 286 640 415 2797 2178 12637
- 16 1.31 1.08 2.19 4973 153136 61283 125457 139818 166 292 118716 67227
N 32 2.62 2.15 4.30 2446 75328 30705 65057 71044 84104 61 596 48273
- 64 5.25 4.29 8.53 1221 39412 15201 32726 34661 42 560 29855 28 370
el 128 10.50 8.58 16.98 612 20023 7747 16 380 17870 21438 16 020 16 354
0 256 20.99 17.18 33.87 306 10086 4025 7961 8802 10790 7936 9181
o 512 41.99 34.31 67.66 151 5016 1834 4280 4413 5383 3790 4546
o 16 10.38 8.47 15.63 3592 21710 8924 19843 17686 22030 17683 18475
h 32 20.77  16.93 31.18 1853 11132 4615 9267 8864 10994 9027 9777
A 64 41.54  33.86 62.29 921 5308 2288 4660 4390 5461 4440 5111
3 128 83.07 67.72 124.5 465 1708 1164 2463 2191 2772 2245 2654
@ 256 166.1 135.4 248.9 235 767 512 1112 1104 1371 1022 1355
21/4 512 332.3 2709 497.7 115 380 254 567 546 690 477 660
16 34.99 22.20 69.14 2157 3763 1398 4869 4657 7950 4392 3605

o 32 76.47  47.55 147.3 1062 1193 766 1890 2471 2887 2270 2008
3 64 165.0 93.20 263.7 548 521 349 913 1322 1693 1081 940
hs 128 321.0 177.2 520.2 285 254 184 426 608 776 437 462
o 256 645.1 375.0 1059.4 133 127 91 216 309 384 203 143
512 1317.6  766.0 2060.0 62 61 44 55 156 198 101 53
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Table A.7: Serialized size (in KB) and throughput for hash maps that have integer keys.

M<Int, V> Size (B) java jackson gson dsljson  fastjson2 Kryo [116] Graal
V  Size JSON Bin Snap [272] [120] [146] [257] [7] def ref DOSS
16 0.38 0.19 0.86 | 1256739 329551 150532 602847 634330 807345 624029 86 006

32 0.77 0.38 1.63 69778 180311 72962 327795 334056 402604 300519 60775

2 64 1.53 0.76 3.17 36 859 90 366 39231 182356 174076 195661 160474 35798
A 128 3.08 1.52 6.24 19135 49071 18 550 87185 88670 96 382 78 559 20861
256 6.16 3.05 12.38 8943 25122 9187 47288 44 307 47 359 38564 11202

512 12.30 6.08 24.67 4444 11742 4563 21981 20881 23096 19260 6215

16 0.39 0.26 1.25 | 124807 301891 145507 486001 515 005 485191 356 563 76 547

32 0.77 0.51 2.40 68 232 151620 76117 258121 270 656 235151 183812 46 551

o 64 1.53 1.02 4.70 33573 75775 39187 125688 137 820 117881 90 608 29170
* 128 3.07 2.05 9.31 16 954 38724 18 250 66 813 68 780 59434 44011 17640
256 6.13 4.08 18.53 8977 20177 9593 31769 33702 29789 21431 9323

512 12.30 8.15 36.96 4302 9449 4693 16191 15894 14636 10891 4910

16 0.77 0.64 1.63 99786 210413 117191 275986 251340 278966 230822 78871

32 1.54 1.28 3.17 53679 119467 55416 138304 126988 142102 114414 46 561

5 64 3.08 2.56 6.24 28621 58 446 29 544 70120 63334 70942 57073 27 380
= 128 6.15 5.12 12.38 13616 28952 15382 37154 31138 35383 28 391 16 920
256 12.30 10.22 24.67 6687 14198 7616 18 335 15333 17620 14138 9402

512 24.56  20.44 49.25 3523 7599 3679 9088 7567 8941 7290 4724

16 0.75 0.29 0.99 4961 159476 58612 224436 283974 308280 222224 82193

5 32 1.50 0.57 1.89 2492 79818 29088 116876 144182 151303 108341 60716
A 64 3.00 1.14 3.68 1260 40898 15001 62644 73831 TTT27 54474 34 350
£ 128 6.02 2.29 7.26 624 20310 7120 29916 36210 37358 26970 21250
M 256 11.99 4.56 14.43 310 10315 3692 15583 17221 19 066 13743 10992
512 24.00 9.10 28.77 154 4921 1854 7372 7950 9510 6964 6153

_ 16 4.45 1.40 1.89 4780 43 645 11143 46 854 52750 71176 61960 84232
© 32 8.88 2.79 3.68 2471 20573 5494 21837 25726 36670 29662 54517
N 64 17.76 5.55 7.26 1241 10223 2773 10917 12 369 18251 15138 32125
‘é 128 35.55  11.12 14.43 601 5074 1413 5164 5660 9291 7507 18371
ivi 256 71.01 22.24 28.77 305 1791 685 2622 2772 4647 3736 10425
~ 512 142.2  44.50 57.44 152 746 323 1158 1330 2308 1834 5355
16 1.02 0.39 1.12 4841 98 145 50856 124256 96200 291950 212208 80 887

5 32 2.03 0.77 2.14 2480 49834 25580 67919 48713 149467 106310 55002
A 64 4.06 1.53 4.19 1247 25671 12968 34063 24 321 74411 53872 36 086
é} 128 8.11 3.06 8.29 628 12562 6339 16113 12046 37175 26 679 20776
Y 256 16.27 6.13 16.48 312 6106 3220 7944 6015 18213 13271 11367
512 3249 12.25 32.86 156 3290 1642 4211 2944 9149 6575 5957

_ 16 6.57 2.18 291 4821 18 887 8907 22931 13793 74 807 59867 74 545
© 32 13.12 4.35 5.73 2374 9076 4178 11309 6717 37189 30171 53642
‘N 64 26.26 8.70 11.36 1222 4573 2062 5368 3351 19101 14926 31098
3 128 52.56  17.40 22.62 616 2071 1194 2639 1677 9558 7323 17207
v 256 105.1  34.80 45.15 298 864 469 1314 815 4884 3678 9313
~ 512 210.1  69.61 90.21 152 369 276 623 403 2411 1850 4776
i~ 16 1.52 1.19 2.78 4721 104851 50571 119027 117316 136765 103075 50424
"~ 32 3.04 2.37 5.47 2378 57153 23689 58511 58 351 68 397 51 396 33556
- 64 6.09 4.74 10.85 1189 28947 12814 29253 29465 34 319 25969 18463
al 128 12.16 9.47 21.60 589 14755 6138 15470 14551 16 955 12525 10423
0 256 24.30 18.93 43.10 289 6926 3052 7729 7321 8395 6330 5354
[+ 512 48.62 37.85 86.11 146 3354 1565 3633 3680 4289 3170 2775
o 16 10.59 8.58 16.22 3556 19 846 8119 19507 17165 21454 17440 16 352
= 32 21.19 17.15 32.35 1725 9721 4443 9799 8686 10778 8621 8640
N 64 42.38  34.30 64.61 886 5005 2048 4610 4334 5293 4332 4758
N 128 84.73  68.60 129.1 442 1462 904 2440 2147 2664 2159 2402
s 256 169.5 137.2 258.1 218 730 461 1088 1081 1335 967 1240
c\é 512 338.9 2744 516.2 113 362 224 526 529 667 470 594
16 42.31  25.17 54.69 2131 3839 1657 4246 4352 5904 5365 3686

O 32 95.29  44.48 138.8 1091 946 807 2142 2549 2906 2528 1502
g 64 158.4 93.54 266.3 515 487 386 926 1189 1621 995 878
s 128 332.5 189.2 541.4 268 269 184 462 633 751 461 422
© 256 679.1 368.8 1051.6 133 122 89 216 320 416 217 141
512 1291.3 750.8 2145.2 65 61 45 56 150 201 102 55
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Table A.8: Serialized size (in KB) and throughput for hash maps with length 8 string keys.

M<S[8],V> Size (KB) java jackson gson dsljson  fastjson2 Kryo [116] Graal
A% Size JSON Bin Snap [272] [120] [146] [257] [7] def ref DOSS
16 0.35 0.26 1.25 | 123577 454082 171609 508278 532 540 468579 360978 75807

32 0.70 0.51 2.40 69 267 237925 92 859 256 536 286 623 234617 182293 49563

- 64 1.41 1.02 4.70 34 049 127766 47034 132404 144 626 118729 90723 29123
H 128 2.81 2.04 9.31 17195 64 408 22616 70852 73111 58 259 43 468 17504
256 5.62 4.08 18.53 8798 33948 11731 35348 35435 29235 21741 9421

512 11.24 8.15 36.96 4355 16412 5462 16 301 16 634 14 566 10843 5029

16 0.35 0.32 1.63 | 143624 357731 163565 381517 447 498 392678 283864 72310

32 0.70 0.64 3.17 78 081 192511 81270 207108 229 504 197097 142799 44143

o 64 1.41 1.28 6.24 40704 106 020 43011 107 347 111749 100907 70763 26 346
@ 128 2.82 2.56 12.38 20469 51810 21989 54 460 56 141 49344 33789 15517
256 5.63 5.12 24.67 9998 26 126 10467 26 243 27 669 24211 16413 8156

512 11.27 10.24 49.25 4975 13881 5721 13309 13554 12168 8522 4292

16 0.74 0.71 2.02 | 121667 252365 119407 266 866 235505 247589 195049 73165

32 1.47 1.41 3.94 64130 144 002 63 089 134697 118770 126 767 98639 42811

§ 64 2.94 2.82 7.78 31120 70063 32853 65 882 59210 63 896 49129 25752
b 128 5.89 5.64 15.46 14819 35304 16 337 34 502 29 329 32072 24174 15095
256 11.78 11.27 30.82 7513 18134 8629 17 386 14790 15966 12300 7876

512 23.55  22.53 61.54 3531 9098 3969 8694 7348 7893 6021 4159

16 0.72 0.35 1.38 4992 171218 60918 162 321 251 007 248462 170422 82526

5 32 1.45 0.70 2.66 2481 92181 31867 80678 130451 125307 87194 48974
A 64 2.88 1.40 5.22 1248 48 955 15189 38271 64073 61929 44 323 30824
IS 128 5.74 2.81 10.34 622 24760 7924 19638 29 880 31656 21880 17381
Y 256 11.51 5.60 20.58 312 12250 4025 9695 14708 15823 11040 9378
512 23.06 11.19 41.06 152 6178 2011 4620 7213 7851 5483 5066

_ 16 4.42 1.46 2.27 4836 45676 11264 43 581 51441 71941 56 657 68311
© 32 8.85 2.92 4.45 2468 22219 5596 20123 24745 35200 27822 46537
N 64 17.62 5.82 8.80 1239 11040 2723 10722 12111 17787 13811 29324
= 128 35.30 11.66 17.50 611 5393 1431 5126 5717 8675 6953 16 140
v 256 70.62 23.31 34.91 312 1888 697 2236 2787 4386 3499 8503
o 512 141.1  46.58 69.73 153 778 325 1060 1335 2187 1732 4382
16 0.98 0.45 1.50 4929 108 094 53704 113163 91654 250680 171245 77323

E 32 1.98 0.90 291 2480 58975 27004 52799 46017 124924 88133 50818
A 64 3.94 1.79 5.73 1250 26 607 12998 27 642 23430 63033 43 966 30609
iol 128 7.86 3.59 11.36 615 14801 6766 13983 11607 31718 21992 16934
Y 256 15.75 7.17 22.62 313 6586 3348 6942 5767 15632 10999 8918
512 31.47 14.34 45.15 152 3253 1720 3325 2849 7930 5526 4882

. 16 6.55 2.24 3.30 4764 19113 9003 21329 13449 72139 56 507 65271
© 32 13.12 4.48 6.50 2430 9738 4817 10496 6748 35394 28034 41929
N 64 26.14 8.96 12.90 1201 4476 2098 5417 3347 17990 13987 26574
E 128 52.25  17.92 25.70 601 2171 1159 2574 1644 9247 7068 15228
g 256 104.5 35.84 51.30 299 828 576 1340 819 4615 3536 7852
o 512 209.1 71.68 102.5 153 379 276 571 404 2316 1743 4035
- 16 1.49 1.25 3.17 4827 114336 53173 105648 113564 126 688 96718 50720
n 32 2.98 2.50 6.24 2394 63 266 26 620 51472 57393 64721 48029 29220
- 64 5.95 4.99 12.38 1150 30896 12351 25692 29005 31855 24 668 17478
) 128 11.90 9.99 24.67 590 15587 6267 13594 14535 16 089 12127 9862
0 256 23.81 19.97 49.25 299 8162 3183 6761 7321 8064 6002 5019
a4 512 47.62  39.94 98.40 143 4106 1527 3658 3039 4066 3017 2610
o 16 10.56 8.64 16.61 3680 21283 8178 18088 16871 21068 16813 16012
= 32 21.12  17.28 33.12 1829 10232 4124 9511 8564 10 606 8514 8466
A 64 42.24  34.56 66.14 900 5364 2265 4785 4268 5240 4253 4553
3 128 84.48 69.12 132.2 458 1598 1009 2196 2162 2648 2134 2333
@ 256 169.0 138.2 264.3 227 749 470 1060 1075 1320 966 1188
!\x/ 512 337.9 276.5 528.5 110 374 233 528 529 659 426 582
16 43.90 26.06 68.13 2167 3179 1884 4145 5229 7260 4574 3523

") 32 78.42  46.62 139.2 1152 1249 604 2154 2294 3078 2292 1531
3 64 154.5 98.44 272.6 540 466 358 906 1361 1444 964 893
hs 128 319.0 1854 540.0 248 247 177 421 653 768 461 443
© 256 676.5 381.3 1082.5 126 123 87 221 315 388 216 144
512 1291.0 754.0 2141.3 67 62 45 57 156 204 97 55
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Table A.9: Deserialization throughput for arrays of primitive types, with array length n
(Int [n] and Dbl [n]).

java  jackson gson dsljson  fastjson2 Kryo [116] Graal

Object [272] [120] [146] [257] [7] def ref DOSS
Int [ 41 | 37618 251389 172243 197461 301280 617634 436596 187658
Int [ 128] 27337 129786 80699 95099 152594 322108 218517 173765
Int[ 256] | 14339 66919 41272 49478 79613 159025 114955 157818
Int[ 512] 7408 33284 20879 25868 41588 85035 56679 167273
Int[1024] 4194 16671 10275 12438 19470 42908 30451 147903
Int[2048] 1663 8439 5027 5973 8841 21527 15177 153234
Int[4096] 724 4128 2553 2977 4074 10673 7534 139654
Dbl [ 41 | 32048 39766 41167 125662 127046 665010 428417 133265
Dbl [ 12 81 | 23932 18 366 19276 61 390 62689 308502 222255 149701
Dbl[ 256] 8250 9735 9056 32490 29692 174801 116688 139459
Dbl[ 512] 7225 4625 4661 16 681 16 055 77095 57699 137014
Dbl1[1024] 2745 2348 2351 7872 7683 44229 28802 134839
Db1[2048] 1932 1154 1122 4207 3735 22544 14885 130185
Db1[4096] 784 568 579 1797 1904 10980 T4T2 124579

Table A.10: Deserialization throughput for square matrices of primitive types, with matrix size

n (Int[n][] and Dbl [n] []).

java  jackson  gson  dsljson fastjson2 Kryo [116] Graal
Object [272] [120] [146] [257] [7] def ref DOSS
Int[ 16]1[] | 10969 48856 30075 51276 36412 116637 72324 148900
Int[ 32][] 2590 12352 7526 12188 9165 31445 19051 130455
Int[ 64][] 653 2983 1823 2627 2093 8664 5232 119560
Int[ 128][] 154 767 494 725 534 1990 1265 99 005
Int[ 256][] 38 178 117 168 127 519 325 86 221
Int[ 5121 ] 10 44 30 40 33 130 7 80312
Int[1024] [] 2 10 7 8 8 29 17 71 356
Int[2048][] 0.4 2.2 0.9 1.3 1.2 4.2 3.0 70143
Dbl 6101 | 10493 6692 6857 15877 25378 133322 74357 117549
Dbl [ 2111 2826 1601 1645 3972 6001 36028 20751 106 896
Dbl [ 47111 491 392 409 907 1365 8558 5214 92 341
Dbl [ 12 8111 145 92 97 232 345 2275 1405 87422
Dbl[ 256] ] 38 22 23 42 71 607 353 80875
Dbl[ 512]1[] 8 5 4 8 14 49 43 75918
Db1[1024] ] 2 1 1 2 3 11 9 71126
Db1[2048] [] 0.4 0.2 0.3 0.5 0.6 2.1 1.7 67 389

104



APPENDIX A. DETAILED MICROBENCHMARK RESULTS

Table A.11: Deserialization throughput for strings of length n (S[n]), records with n prim-
itive and string fields (R<Int>[n], R<Dbl>[n], R<S[32]>[n]), and the Client POJO

(Client).
java jackson gson dsljson fastjson2 Kryo [116] Graal
Object [272] [120] [146] [257] (7] def ref DOSS
S| 1872283 3395379 1783320 5711572 5623927 10484551 6744406 142806
S 1225173 2772522 1586876 4427345 4211187 5318256 4210199 136620
Sl 893498 2014139 1238484 3021643 3025440 4432917 3389994 129365
S 550360 1520298 835444 1901453 2091338 2383228 2143596 125483
S 324940 880 758 559229 1048605 1083752 1390559 1215616 123382
R<Int> 64133 1596469 1108177 1923354 2947283 7022272 4109568 122866
R<Int> 58411 1097617 741262 1120396 2042536 5407925 3282370 122866
R<Int> 37267 749 483 515023 649814 1328728 3485859 2316106 126549
R<Int> 32762 404625 326 185 315811 814 840 2125323 1441567 130116
R<Dbl>[ 65040 729 969 530718 931167 1217279 6539167 4125750 131838
R<Dbl>[ 50376 382239 379623 468 674 674 288 5096519 3130102 129743
R<Dbl>[ 45633 239 340 225561 255494 415544 3690160 2247270 116525
R<Dbl>[ 35264 124674 122359 146 674 230628 1979432 1340712 112843
R<S[32]>[ 2] 52554 1275606 904955 1916064 2556405 3930739 2477765 121600
R<S[32]>[ 4] 39203 954 692 650438 1037638 1774669 2356955 1490479 123341
R<S[32]>[ 8] 34090 588 885 444 548 606 663 1060371 1424540 1036089 127946
R<S[32]>[16] 24652 316717 267182 296 766 557797 766 168 547654 100702
Client 5043 14 461 12999 52885 77629 153 808 132619 136255
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Table A.12: Deserialization throughput for lists of variable types and sizes.

L<T> java  jackson gson dsljson  fastjson2 Kryo [116] Graal
T Size [272] [120] [146] [257] [7] def ref DOSS
16 | 63543 733459 491930 570570 1003186 2336265 1550977 123 205
32 | 44667 394429 303044 296722 572248 1355123 940 566 121 261
Int 64 | 29396 216936 157534 176853 301176 719201 442639 120434
128 | 22962 116134 83157 87973 142653 360335 242924 117061
256 | 12372 57842 42277 43434 76 602 192718 133 845 137530
512 6574 29171 21068 22489 42218 87097 65342 126211
16 | 58323 135116 143919 373050 437126 2428473 1494059 125111
32 | 45960 74 388 73539 220514 203 700 1291844 874392 137879
Dbl 64 | 33996 40019 38509 115841 105418 716 957 403 663 105711
128 | 18292 19694 19361 58 965 57224 394 596 248 336 120 885
256 | 10653 9940 9517 30345 30136 185 807 122217 132871
512 5989 4386 4739 15620 14292 101480 56966 129 397
16 | 69094 444789 353922 561950 706 063 812142 595 884 101744
32 | 57202 237612 215359 293955 350053 463 531 314910 127058
s[32] 64 | 32995 129037 116386 175020 212555 233012 164 749 124749
128 | 19420 62101 60 386 77470 106 831 121343 89406 126986
256 6445 32425 32676 40600 55 845 61174 43233 123936
512 2957 17020 16931 21024 28116 29953 22135 124477
16 | 23048 202827 152337 181513 254403 640 752 417594 107371
32 14823 110846 78023 92599 129163 339555 196 390 118270
R<Int>[2] 64 8445 56 734 40 865 49 222 64 824 183 930 115251 115528
128 4808 26572 20393 24 855 32607 95781 59224 115665
256 2569 14488 10716 12313 16 253 47544 30301 140177
512 1386 6963 5262 5663 7826 23320 15397 135637
16 6656 37281 19 506 26 552 36593 165 260 106 084 114 803
32 3166 18729 9765 14653 17626 70220 54640 141795
R<Int>[16] 64 1339 9237 4199 7126 8565 40575 27718 127626
128 656 4319 2339 3396 4216 17713 14111 120450
256 515 2076 1226 1518 2099 8869 7035 140981
512 265 1023 599 706 1062 5037 3508 133370
16 | 22065 59940 55511 136327 149901 635 866 391664 110276
32 | 13638 26 982 28756 64872 69 227 347 520 208637 116 408
R<Db1>[2] 64 7082 14814 13903 37633 34661 181 307 110097 104 597
128 4123 7573 7116 19021 18740 90792 57103 127205
256 2583 3659 3450 9237 9002 46 929 28249 128 898
512 1275 1668 1745 4283 4261 23577 14229 132578
16 4819 7434 6958 18 545 18512 164 297 103472 109 652
R<Db1>[16] 32 2182 3903 3326 10726 9374 85090 53639 132478
64 1190 1962 1632 5228 4092 41877 27131 101741
128 670 948 799 2549 2001 18374 13807 122009
256 483 463 405 1139 992 11338 7114 112534
512 227 232 201 581 562 5837 3515 123746
16 | 16683 148800 110609 185022 231669 272033 222455 124939
32 8933 71381 67292 96 973 122425 162994 115738 132585
R<S[32]>[2] 64 5104 41275 35373 51701 61195 85183 59341 130968
128 2560 20301 18957 25910 26271 41484 30165 135227
256 1227 10600 7406 14417 15213 21621 15361 129841
512 478 5490 4618 6927 6853 10908 6519 127971
16 2098 23169 16 620 28 799 30974 54 866 39584 128563
32 1563 11528 8577 15595 15324 26 980 19948 130283
R<S[32]>[16] 64 616 5929 4252 7888 7235 13678 9833 123003
128 393 3241 2137 2639 3175 6787 5011 101941
256 117 1647 1040 1447 1886 3386 2445 91 439
512 92 771 414 624 913 1670 1190 92197
16 714 4415 3548 5449 5265 10683 5795 118936
32 360 1889 1954 2138 2121 4959 3272 111801
Client 64 151 1058 866 1177 1064 2087 1683 97 880
128 102 521 427 547 514 1227 880 82 802
256 53 275 224 284 266 632 418 79725
512 30 131 97 127 104 272 193 78140
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Table A.13: Deserialization throughput for hash maps that have integer keys.
M<Int, V> java  jackson gson dsljson  fastjson2 Kryo [116] Graal
V  Size [272] [120] [146] [257] [7] def ref DOSS
16 | 48176 377743 284141 335981 421008 814154 738622 110533
32 | 34372 213398 161757 180221 215293 426125 385086 124924
Tnt 64 | 23567 113942 84679 92515 108800 276257 202597 114604
128 | 10202 60079 44197 45455 55781 141703 100302 122797
256 6606 31357 21475 22826 26 109 69458 50834 115173
512 3268 14792 10426 11496 13080 28684 23218 106296
16 | 44440 389399 362258 385504 440400 663566 463145 115231
32 | 32083 214756 192384 202503 231949 347166 247379 118 859
s8] 64 | 18927 123815 101013 109355 117919 175637 126145 124 669
128 | 10353 63 597 49818 54564 54573 97 385 66320 121085
256 4301 30006 26 862 27914 27865 45714 31508 123498
512 2918 14153 13244 11789 13760 24653 16729 109894
16 | 33918 299765 237492 310991 364675 510597 371010 115842
32 | 25147 163430 136857 131653 183012 263483 200999 119 547
S[32] 64 | 18224 82772 73279 85049 93689 140741 102447 114099
128 8993 42379 37575 42488 35933 66 689 50801 120797
256 3388 20135 17817 21063 21476 35705 25526 116 820
512 1046 9714 8969 11010 10730 17 863 13601 110696
16 | 18203 151250 114102 176201 195310 453507 300201 106 234
32 | 11018 83291 64 332 90 360 99380 237951 157061 107383
R<Int>[2] 64 5916 45550 31569 46243 48 621 116 812 83078 123878
128 4133 22687 16231 22977 24 330 59625 40827 115350
256 2036 10738 8042 12054 11660 30272 21108 115547
512 1077 5280 3941 5644 5412 15004 10433 115181
16 5635 33131 19 026 31652 35757 143774 98 041 120 826
32 3013 17 495 9352 15464 17800 74023 50169 108 989
R<Int>[16] 64 1373 8178 4668 7651 8527 37280 25220 104517
128 797 3883 2371 3641 4067 13674 12441 104223
256 455 1893 1137 1536 1968 9335 6389 114394
512 253 949 554 804 991 4449 3060 119523
16 | 14983 51619 49789 128794 115430 425025 279772 125202
32 9547 27081 24276 68737 56435 219120 148085 121 056
R<Db1>[2] 64 6350 13674 13177 33955 32829 113279 76 250 110717
128 3962 6705 6305 17 540 14 332 60183 39672 103001
256 1602 3410 3140 8656 7275 30 342 20401 102441
512 981 1616 1493 4357 3524 14625 9997 109 946
16 4711 7773 6569 21666 18517 140847 92543 127650
32 2410 3636 3329 11259 9272 74921 46746 107 365
R<Db1>[16] 64 1363 1888 1580 4261 4764 37066 24112 107769
128 546 912 806 2734 2233 18851 12655 111181
256 486 435 389 1201 1093 9411 6107 116818
512 253 224 197 602 532 4638 3031 121746
16 | 14248 115453 112701 158044 162899 247413 172765 124 491
32 6456 62574 55209 80019 80339 94213 87872 127710
R<S[32]>(2] 64 4280 31071 29076 42267 40618 66 816 46679 113063
128 2411 15758 14766 21464 21342 33442 23240 116 800
256 1073 8026 7243 10740 10166 16 831 11416 102717
512 582 4187 3535 5345 4959 6235 5808 110904
16 3363 21295 15837 28484 27993 49645 36114 120659
32 1383 11363 8280 14334 13952 25464 18084 113688
R<S[32]>[16] 64 663 5731 4092 7750 7296 12782 8978 116276
128 410 2859 2055 2886 3487 6099 4497 101791
256 208 1455 982 1506 1719 3147 2218 87404
512 110 736 515 711 797 1555 1106 86673
16 674 4620 3778 5670 4314 9226 6942 99 180
32 272 2002 1512 2170 2229 4654 3411 95 990
Client 64 207 986 883 1077 1098 2358 1749 94 508
128 114 519 407 537 493 1148 903 86 272
256 54 249 201 264 184 589 405 77296
512 31 122 99 92 121 284 192 70614
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Table A.14: Deserialization throughput for hash maps with length 8 string keys.

M<Int,V> java  jackson gson dsljson  fastjson2 Kryo [116] Graal
V  Size [272] [120] [146] [257] [7] def ref DOSS
16 | 36336 398158 282571 410973 424300 644522 444012 119826
32 | 32986 211345 161563 209724 218264 328591 237010 112769
Tnt 64 | 18776 115193 82095 113334 115633 171014 123639 110 649
128 | 12753 57873 40 646 56 405 56 392 91907 63755 111384
256 5060 30916 20786 26 315 27778 42862 30398 115362
512 2415 15752 10690 12606 12836 22502 12106 110228
16 | 78122 371029 333760 473723 461902 588928 371083 117120
32 | 30205 209410 210156 222099 238 855 202262 198515 113373
s8] 64 | 31143 114160 110072 125379 126012 145706 98 017 109 744
128 | 11609 58010 57 869 59122 61227 74374 51648 110324
256 5250 28007 29213 30861 27675 38424 24692 110781
512 2915 14675 13731 16 887 13265 19067 13109 110160
16 | 39135 300370 257497 371105 384129 458113 320638 118 881
32 | 43894 142676 142992 177965 195486 235891 166319 105 768
s[32] 64 | 25197 77776 72212 95205 95172 122060 86 690 107028
128 | 10933 39113 35395 48291 48178 61222 42731 123335
256 3893 19551 19222 24275 22941 31380 21396 112798
512 885 9732 9262 12315 11091 15335 11224 103 888
16 | 16981 170067 119965 165436 195383 343355 164604 114081
32 9352 88735 61783 89861 100855 185549 121171 117802
R<Int>[2] 64 6938 41045 32333 45053 51827 95412 65013 117685
128 3949 22446 16 220 22157 24461 48 509 22789 120945
256 1991 10862 7991 11042 11465 24526 16420 113555
512 1058 5404 3951 5632 5557 12775 8454 114960
16 6102 33361 18 686 30413 36250 132431 90677 117207
32 2383 17 566 9457 15855 17677 67682 46796 109509
R<Int>[16] 64 1649 7857 4412 7678 8509 34010 23519 106041
128 882 3722 2333 3712 3808 16 644 11337 111909
256 455 1973 1170 1508 1943 8359 5765 97 948
512 244 992 571 808 983 3995 2811 101 882
16 | 18907 53462 49 622 127764 136093 334287 229423 114 000
32 | 10088 27171 27031 66 416 60500 179825 120608 110243
R<Db1>[2] 64 6912 12930 12961 36670 31365 96 215 63474 103133
128 4067 6999 6318 17379 15364 46 539 31874 116 387
256 1825 3232 3112 8712 7281 24727 16 341 99 343
512 903 1647 1548 4477 3616 12822 8417 105721
16 4759 7136 6752 22466 18269 136 020 85580 120 824
32 2967 3444 3275 11218 9200 69 322 43933 123015
R<Db1>[16] 64 1394 1780 1610 5503 4780 36 509 22805 118286
128 502 909 789 2759 2212 17556 10897 119643
256 432 454 398 1211 1131 8957 5816 111162
512 259 223 191 625 563 4420 2899 113037
16 | 11209 113681 110279 166 588 164009 235087 156057 119402
32 | 10193 59790 58 515 85660 86141 115155 80 650 100 468
R<S[32]>[2] 64 5846 32058 31272 46 346 41250 63315 42969 105559
128 2194 17172 15834 22968 20013 30947 21420 103920
256 984 8566 7975 8093 10304 14851 10811 110692
512 598 4346 3976 5968 5170 7546 5286 95 699
16 2989 22660 16 397 27744 27634 49038 35326 102180
32 1534 10768 8313 15668 13922 25479 17841 110535
R<S[32]>([16] 64 687 5509 4296 7881 7294 12289 8689 110234
128 240 2817 2115 2754 3502 6243 4432 97 991
256 202 1529 1061 1428 1773 3063 2167 80352
512 108 748 543 711 844 1547 1092 75980
16 678 4188 3125 4654 4296 11015 6396 101696
32 357 2401 1687 1961 2034 4655 3226 95073
Client 64 217 1026 759 1109 1002 2539 1091 88477
128 74 500 396 596 538 1184 876 68 037
256 62 254 196 276 248 586 426 69 012
512 31 124 93 146 127 273 192 65 686
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